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#l/usr/bin/env python3
# -*- coding: utf-8 -*-
# @Project : tools

# @File : conf_server.py
# @Software: PyCharm
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# @Author : FEE

# @Email : evling2020@gmail.com
# @S : BEIIE

# @Site : https://www.evling.tech
# @Describe : REEE, £IER=E.
# @Time : 2022/1/17 9:38 PM
import json

import os

from flask import Flask, flash, request, redirect, url_for, send from directory, jsonify

from flask_httpauth import HTTPBasicAuth
from werkzeug.utils import secure_filename

from werkzeug.security import generate_password_hash, check password_hash

UPLOAD FOLDER = "./uploads’
DATA JSON = "./data.json’
ALLOWED EXTENSIONS = {'txt', 'conf’, 'sh’, ‘crt’, 'key’, 'json'}

app = Flask(_name_ )
app.config['UPLOAD FOLDER'] = UPLOAD FOLDER

app.config'MAX_CONTENT LENGTH'] = 16 * 1000 * 1000  # FR&ISZ{4-A/NA 16M

app- add_url_rule(
"/uploads/<name>", endpoint="download file", build_only=True

)
auth = HTTPBasicAuth()

users = {
‘admin': {
'‘password': generate_password_hash(‘admin’),
‘privileged': True,
files": []
17
}

def save data():
with open(DATA JSON, 'w', encoding="utf-8') as f:
json.dump(users, f, ensure_ascii=False, indent=4)
f.close()

if not os.path.exists(UPLOAD FOLDER):
0s.mkdir(UPLOAD_FOLDER)

if os.path.exists(DATA JSON):
with open(DATA JSON, 'r') as f:
users = json.load(f)
f.close()
else:
save data()

def is_admin(username):
return users.get(username).get('privileged’)

def can_access(username, filename):
return True if filename in users.get(username).get('files') else False
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def allowed file(filename):

return "." in filename and filename.rsplit(".", 1)[1].lower() in ALLOWED EXTENSIONS

@auth.verify_password
def verify_password(username, password):
if username in users and check password_hash(users.get(username).get('password’), passw
rd):
return username

@app.route('/users/add’, methods=['"POST'])
@auth.login_required
def add_user():
if not is_admin(auth.current_user()):
return jsonify({'msg": 'You can not access this page!’})
if request.method == "POST":
username = request.form['username’]
password = request.form['password’]
if username not in users:
users[username] = {'password": generate _password_hash(password), 'privileged": False,
files': [1}
save data()
return jsonify({'msg": 'Add user succ'})
else:
return jsonify({'msg": 'User: {} may be exist'.format(username)})

@app.route('/users/passwd’, methods=['"POST'])
@auth.login required
def passwd():
if not is_admin(auth.current_user()):
return jsonify({'msg": 'You can not access this page!’})
if request.method == "POST":
username = request.form['username’]
password = request.form['password']
if username in users:
users[username]['password’] = generate_password_hash(password)
save_data()
return jsonify({'msg": 'Change {}\'s password succ'.format(username)})
else:
return jsonify({'msg": 'User: {} not exist!'.format(username)})

@app.route('/users/authorize’, methods=['POST'])
@auth.login _required
def authorize():
if not is_admin(auth.current_user()):
return jsonify({'msg": 'You can not access this page!’})
if request.method == "POST"
data = request.get_json()
username = data['username’]
files = data['files']
if username in users:
succ_list =[]
fail _list = []
for file in files:
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if not os.path.exists(os.path.join(UPLOAD FOLDER, file)):
fail_list.append(file)
else:
succ _list.append(file)
if succ list != [I:
for file in succ_list:
if file not in users[username]['files']:
users[username]['files'].append(file)
save data()
return jsonify({'msg': 'authorize {} succ'.format(username), 'succ_list": succ_list, 'fail_li
t': fail _list})
else:
return jsonify({'msg": 'No file authorized to {}'.format(username), 'succ list": succ list,
fail_list'": fail list})
else:
return jsonify({'msg": 'User: {} not exist!'.format(username)})

@app.route(‘/uploads/<path:filename>', methods=['GET'])
@auth.login_required
def download file(filename):
if can_access(auth.current_user(), filename):
return send_from_directory(app.config["UPLOAD _FOLDER"], filename)
else:

return jsonify({'msg": 'You can not do this operate!'})

@app.route('/', methods=['GET', 'POST'])
@auth.login required
def upload file():
if not is_admin(auth.current_user()):
return jsonify({'msg": 'You can not access this page!})
if request.method == "POST":
# check if the post request has the file part
if 'file' not in request.files:
flash('No file part')
return redirect(request.url)
file = request.files['file']
# If the user does not select a file, the browser submits an
# empty file without a filename.
if file.filename == ""
flash('No selected file")
return redirect(request.url)
if file and allowed file(file.filename):
filename = secure_filename(file.filename)
file.save(os.path.join(app.config['UPLOAD FOLDER'], filename))

return redirect(url_for('download file', name=filename))
return "'

<ldoctype html>

<title>Upload new File</title>

<h1>Upload new File</h1>

<form method=post enctype=multipart/form-data>
<input type=file name=file>
<input type=submit value=Upload>

</form>
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if _name_==' main_"
app.run(port=5001)

APIfRIE

e /users/add

# IEAR, (XNEERENRGIE

auth=('admin’, 'admin’) # BXIAZ#E39admin

res = requests.post(url=base_url + "users/add", data={'username": 'your_username’, 'password
: 'your_password'}, auth=auth)

print(res.status_code)

print(res.json())

® /users/passwd

# IEYAFEDL, (XERRBRE

auth=('admin’, 'admin’) # EAZE9admin
res=requests.post(url=base_url+"users/passwd",data=post_data,auth=auth)
print(res.status_code)

print(res.json())

e /users/authorize

# BRI, (XEBRRBINRE

auth=('admin’, 'admin') # BRIAZFEHadmin

res = requests.post(url=base _url + "users/authorize”, json={'username’: 'your _username’, 'files
:'your files_list'}, auth=auth)

print(res.status_code)

print(res.json())

o/

# X g, (NEBREIRIEE

auth=('admin’, 'admin’) # B\IAZ# 3 9admin

res = requests.post(base_url, files={'file": open('example.txt’, 'rb")} ,auth=auth)
print(res.content)

e /uploads/ path:filename

# X TE, (NEERPBIRIAEE
auth=('admin’, 'admin’) # BXIAZ# 3 9admin
res = requests.get(base_url + "uploads/example.txt", auth=auth)
with open(‘example local.txt', 'w') as f:
f.write(res.content)
f.close()

EHEm P IR A

RERS MmEREBAIBIULA hitps://confeviing tech, EEPIRHARREBREIE—NBR /ocal data
IEEFHENAIN R, SHAFRKSSUHMRGERERE, TER, FEEE LR, 5
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B EREAN SR B REWHTRERY, RN EEROREI BmAI B RIRSS iR 4T,

#l/usr/bin/env python3
-*- coding: utf-8 -*-

# @Project : tools

# @File : conf_mgr.py

# @Software: PyCharm

# @Author : ZEE

# @Email : evling2020@gmail.com

# @QRRS : BEWE

# @Site : https://www.evling.tech

# @Describe : ZREEEEE, £FRZE.

# @Time : 2022/1/18 8:29 PM

import os.path

import requests

# W9 ETE, — AR S BRI 4R BRI
data = [

{'username’: 'www', 'password": '37KC8N4', 'files": ['www.evling.tech.pem’, 'www.evling.tech.
ey'l},

{'username’: 'pve-lab’, 'password'’: '6JASVTM', 'files": ['pve-lab.evling.tech.pem’, 'pve-lab.evli
g.tech.key']},

{'username’: 'conf’, 'password': 'etePT1A’, files': ['conf.evling.tech.pem’, 'conf.evling.tech.key
1}

{'username’: 'ivre’, 'password’: 'Ta9qF21", 'files": ['ivre.evling.tech.pem’, 'ivre.evling.tech.key']}

{'username’: 'dataease’, '‘password': '83k87', 'files": ['dataease.evling.tech.pem’, 'dataease.evl
ng.tech.key']},

{'username’: 'grafana’, '‘password': 'vdF92m’, 'files'": ['grafana.evling.tech.pem’, 'grafana.evlin
tech.key']},

{'username’: 'proxypool’, '‘password': '654P7’, 'files': ['proxypool.evling.tech.pem’, "‘proxypool
evling.tech.key']},

{'username’: 'pve-nas’, 'password": 'bi14D7’, 'files': ['pve-nas.evling.tech.pem’, 'pve-nas.evlin
tech.key'},
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{'username’: 'jellyfin’, 'password": 'R1JFcb’, 'files': ['jellyfin.evling.tech.pem’, ‘jellyfin.evling.te
h.key']},

{'username’: 'onlyoffice', 'password": 'HnU6', 'files': ['onlyoffice.evling.tech.pem’, 'onlyoffice.
vling.tech.key']},

{'username’: 'vnet', 'password': '7kEWLX5', 'files': ['vnet.evling.tech.pem’, 'vnet.evling.tech.ke
']}l

{'username’: 'elk’, 'password": 'Hn4z83', 'files': ['elk.evling.tech.pem’, 'elk.evling.tech.key']},

{'username’: 'static’, 'password': 'PU35UG", 'files": ['static.evling.tech.pem’, 'static.evling.tech.
ey'll,

{'username’: 'gitlab’, 'password’: 'Q2v7cZ', 'files': ['gitlab.evling.tech.pem’, 'gitlab.evling.tech
key']},

{'username’: 'kodbox’, '‘password': 'Gu2R3e’, 'files": ['kodbox.evling.tech.pem’, 'kodbox.evling
tech.key']},

{'username’: 'cloud’, 'password": '6zj4ST', 'files": ['cloud.evling.tech.pem’, 'cloud.evling.tech.k
y'l

{'username’: 'wechat’, 'password': 'eUXt’, 'files’: ['wechat.evling.tech.pem’, 'wechat.evling.tec
key'l},

{'username’: 'pve-prod’, '‘password’: '4VZTQG', ‘files": ['pve-prod.evling.tech.pem’, '‘pve-prod
evling.tech.key']},

{'username’: 'ichat’, 'password": '3S655', 'files": ['ichat.evling.tech.pem’, 'ichat.evling.tech.key'
L

{'username’: 'crawlab’, 'password": 'r125SG', 'files": ['crawlab.evling.tech.pem’, 'crawlab.evling
tech.key']},

{'username’: 'jms’, 'password’: 'scMmP8', 'files": ['jms.evling.tech.pem’, 'jms.evling.tech.key']},

]

# Etir g

local _dir = "./local _data'’

base url="https://conf.evling.tech/’
auth=('admin’, 'your_admin_password’)

for each_item in data:
# _HESUY
for file in each_item['files']:
res = requests.post(base_url, files={'file": open(os.path.join(local dir, file), 'rb")} ,auth=auth

print(res.content)

# FiEFR

res = requests.post(url=base _url + "users/add", data={'username’: each_item['username’],
assword': each_item['password']}, auth=auth)

print(res.status_code)

print(res.json())

# R HAIE)

res = requests.post(url=base_url + "users/authorize", json={'username’: each_item['userna
e'], 'files': each_item['files']}, auth=auth)

print(res.status_code)

print(res.json())
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#!/bin/bash
# ScriptName: conf _client.sh

echo "usage: -$0 file1 file2 url"
file1=$1

file2=$2

url=$3

wget --user=www --password=pzgE8e $url --no-check-certificate -O $file2

if [ -f $file1 ] && [ -f $file2 ]; then
diff $file1 $file2 > /dev/null
if [$? 1= 0]; then
echo "Different!"
chmod --reference=%file1 $file2
mv $file2 $filel
else
echo "Same!"
fi
else
echo "$file1 or $file2 does not exist, please check filename."
fi

crontab ECE{E5S
# GRPF12EFLE—TF

012***  /bin/bash/bash /data/tools/conf client.sh /etc/letsencrypt/certs/www.evling.tech
pem /tmp/www.evling.tech.pem https://conf.evling.tech/uploads/www.evling.tech.pem
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