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1. POM{Kii

spring boot fr742.5.1
shiroffi

<spring-shiro.version>1.6.0</spring-shiro.version>

<dependency>

<groupld>org.apache.shiro</groupld>

<artifactld>shiro-spring </artifactld>

<version> ${spring-shiro.version}</version>

</dependency>
Jwitfi
<jwt.version>3.3.0</jwt.version>

<dependency>
<groupld>com.authO</groupld>
<artifactld>java-jwt</artifactld>
<version> ${jwt.version}</version>
</dependency>

redisfk#fi, EMredistFfiftoken
<jedis.version>2.9.0</jedis.version>

<dependency>
<groupld>redis.clients</groupld>
<artifactld>jedis </artifactld >
<version> ${jedis.version}</version>
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</dependency>

2, HiilficE
ANPFMARTIAFIssheER:, BofftokentZ BN Tredis, FRMXEAEE Tredis

rsaPrivateKey=MIICdgIBADANBgkqhkiGOWOBAQEFAASCAmMAwggJcAgEAAOGBAIxgS3b5J9IRY
VEFIEeDeQCGkOI5pT+NI3wNeOfdWIliw36g4sH112sLuTZ6bew9YRLIapude60ORGZF5UfNy9cor3
7n3ew/fXCEKVRC6Kg+cREM1rqyMjDcINtfksXG4RGf7GNeoTmUDVStsnXvoLnzvrE7FvbB12XK
hTQDNnSZAgMBAAECGYBcyET45SP5x/2/87EtymSaAP3FB5algilDIwMxsKpQa/PVHZ{jZWVonn4
0QYYsFUaKheOtXmEGILRMWQGSKTEGfZ5I7uRmrNZONk9asu4/fyjwZNHYDDGAELU5R4WgLv
09PdVLG/uylxXh9qg9y90pYM4KoATnsH7t7TPdI5gQJBAMnB6nz18BKSsHX7qDkWWpxZUOZ
cKIsZoaDIz1NkoAKrOuH8TYc75uwLhR17nOO0I9kO+10FKIYQ/5+yUiQIE+kCQQCyHcU/OmlvvBy
JsYJMDUMtDk5/BtCWD6UZan/X1GH2EHxTW5LuL+wylr6CUrY5G3osVU5ZvLlIy4zTFRQHr10xA
EAqFJT4zT7uUMQXR47VoVDyzTovY +xYFtSnd6jCs3w70n4wfeEUfUKIgV2LDPHYDixx6EsLIrmqy
7VGxdAxgKIQJAe2bOyvnfXK9KeXWCjMkeZ +/RGhBFXoC+0pdg4PHMDb7RaVgCc2nLPRK;|3rlj
sNUNnvt3LgrnvOYXIHk/71KcQJAGakaB+211CbKnIHtjxSsg07EiM3dZVA1jrXTbJ6NuhURZTIOR
YJsVdWoEbwBLv/STTvc7+G+wolyuzzBAse+w==
rsaPublicKey=MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCMYEt2+SfSEWJbxBSBHg
kAhpDiOaU/jZd8DXtH3VilsN+00OLB9ZdrC7k2em3sPWESyGgbnXujkRmReVHzcvXKK9ze593sP
TwhClUQuioPnERJta6sjlw3PTbX5LFxuERN+xjXqE5IA1UrbJ176C5876x0Oxb2wddlyn4UOA50mQ)l
AQAB

# AESERSNNZFATE (Base64/N%E)

encryptAESKey=V2FuZzkyNjQT1NGRTQkFQSUpXVA==

# IWTINIENNEFAR (Base64/INE)

encrypt)WTKey=UOJBUEIKV1RkV2FuZzkyNjQ1NA==

# AccessTokeniZHART E]-593 - 5*60(FD 9 E{)

accessTokenExpireTime=300

# RefreshTokenid #ARtE)-30934-30*60(Fb /98 11r)

refreshTokenExpireTime=1800

# ShiroZZ 7S BRTIE]- 53¢ - 5*60 (R /9 B ) (—ARIRE S AccessTokeniI HARITEI—E))
shiroCacheExpireTime=10

3. JWTIHEZ

import com.authO.jwtJWT;

import com.authO.jwtJWTVerifier;

import com.auth0.jwt.algorithms.Algorithm;

import com.auth0.jwt.exceptions.JWTDecodeException;
import com.authO.jwt.interfaces.DecodedJWT;

import com.kmair.ky.contract.common.entity.Constant;
import com.kmair.ky.contract.utils.security.Base64ConvertUtil;
import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.beans.factory.annotation.Value;
import org.springframework.stereotype.Component;

import java.io.UnsupportedEncodingException;
import java.util.Date;

/**
* JAVA-IWTT Bz
* @author Wang926454
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* @date 2018/8/30 11:45
*/

@Component

public class JwtUtil {

/**

* logger

*/

private static final Logger logger = LoggerFactory.getLogger(JwtUtil.class);

/ *%*
* I HART B9 M EC & S 3REN
*/

private static String accessTokenExpireTime;

/**

* IWTIAIENNZEFATR (Base64I0%)

*/

private static String encryptJWTKey;

@Value("${accessTokenExpireTime}")
public void setAccessTokenExpireTime(String accessTokenExpireTime) {
JwtUtil.accessTokenExpireTime = accessTokenExpireTime;

}

@Value("${encrypt/WTKey}")
public void setEncrypt)WTKey(String encrypt/WTKey) {
JwtUtil.encrypt)WTKey = encrypt/)WTKey;

}

/**
* i token 2EEIEM
* @param token Token
* @return boolean 2&1EH
* @author Wang926454
* @date 2018/8/31 9:05
*/
public static boolean verify(String token) {
try {
/] WS IIWTRASRARZ
String secret = getClaim(token, Constant. ACCOUNT) + Base64ConvertUtil.decode(enc
yptJWTKey);
Algorithm algorithm = Algorithm.HMAC256(secret);
JWTVerifier verifier = JWT.require(algorithm).build();
verifier.verify(token);
return true;
} catch (UnsupportedEncodingException e) {
logger.error("JWTTokeni \iE#EZ HIIUnsupportedEncodingException®&:{}", e.getMes
age();
}

return false;

}
/-k*
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* 3X18TokenHRYEE TR secreti@ A hEE3X1S

* @param token

* @param claim

* @return java.lang.String

* @author Wang926454

* @date 2018/9/7 16:54

*/

public static String getClaim(String token, String claim) {

try {

DecodedJWT jwt = JWT.decode(token);
// ReemdiStringzR8Y, (IREE(thZEEUR[Eull
return jwt.getClaim(claim).asString();

} catch JWTDecodeException e) {
logger.error("f#ZToken I ATEEHIIWTDecodeExceptionFE:{}", e.getMessage());
e.printStackTrace();

}

return null;

}

/'k*

* ERESE

* @param account IS

* @return java.lang.String iIR[EIINZAIToken

* @author Wang926454

* @date 2018/8/31 9:07

*/

public static String sign(String account, String currentTimeMillis) {

try {

// WEIMIWTFASRINE
String secret = account + Base64ConvertUtil.decode(encrypt/WTKey);
// WA ERRS B2 LAZR 97, FrLASRLA1000

Date date = new Date(System.currentTimeMillis() + Long.parseLong(accessTokenExpir

Time) * 1000);

)

}

Algorithm algorithm = Algorithm.HMAC256(secret);
// BifiFaccountikS{EE
return JWT.create()
.withClaim("account”, account)
withClaim("currentTimeMillis", currentTimeMillis)
.withExpiresAt(date)
.sign(algorithm);
} catch (UnsupportedEncodingException e) {
logger.error("JWTTokenfiizZZHIUnsupportedEncodingException®&:{}", e.getMessage

e.printStackTrace();
}

return null;
}

4. redisTHE3
FALTE
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import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import java.io.*;

/**

* Serializable TE(JDK)(tBeJ LAf#EFEProtobufBi7HE)
* @author dolyw.com

* @date 2018/9/4 15:13

*/

public class SerializableUtil {

private SerializableUtil() {}

/**

* logger

*/

private static final Logger logger = LoggerFactory.getLogger(SerializableUtil.class);

**

* FHL
* @param object
* @return byte[]
* @author dolyw.com
* @date 2018/9/4 15:14
*/
public static byte[] serializable(Object object) {
ByteArrayOutputStream baos = null;
ObjectOutputStream oos = null;
try {
baos = new ByteArrayOutputStream();
00s = new ObjectOutputStream(baos);
oos.writeObject(object);
return baos.toByteArray();
} catch (IOException e) {
logger.error("SerializableUtil T B2 F7 YL HILIOExceptionRE:{}", e.getMessage());
e.printStackTrace();

} finally {
try {
if (oos !'= null) {
oos.close();

}
if (baos != null) {
baos.close();

}
} catch (IOException e) {

logger.error("SerializableUtil TEZE R 5 HIRIOExceptionFE:{}", e.getMessage());
e.printStackTrace();

}
}
return null;

}
/-k*
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* RRFFFIL
* @param bytes
* @return java.lang.Object
* @author dolyw.com
* @date 2018/9/4 15:14
*/
public static Object unserializable(byte[] bytes) {
ByteArraylnputStream bais = null;
ObjectinputStream ois = null;
try {
bais = new ByteArraylnputStream(bytes);
ois = new ObjectinputStream(bais);
return ois.readObject();
} catch (ClassNotFoundException e) {
logger.error("SerializableUtiIl T B2 F5 L HIClassNotFoundException B &:{}", e.get
essage();
} catch (IOException e) {
logger.error("SerializableUtil TESE R AL HILIOExceptionFE:{}", e.getMessage());
} finally {
try {
if (ois !'= null) {
ois.close();

}
if (bais !'= null) {
bais.close();

}
} catch (IOException e) {

logger.error("SerializableUtil T B 7L HILIOEXceptionF&E:{}", e.getMessage());
}

}

return null;

}

}
FREBTHES
package com.kmair.ky.contract.utils.common;

/**

* StringTR

* @author dolyw.com

* @date 2018/9/4 14:48

public class StringUtil {
private StringUtil() {}

/**
* EM T
*/
private static final char UNDERLINE =";

/**
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* String ATFIT (R IRIFERR)
* @param str

* @return boolean

* @author dolyw.com

* @date 2018/9/4 14:49

*/

public static boolean isBlank(String str) {
return str == null || "".equals(str.trim());

}

/**

* String A ATFIRT (R TCITFHE)

* @param str

* @return boolean

* @author dolyw.com

* @date 2018/9/4 14:51

public static boolean isNotBlank(String str) {
return lisBlank(str);

}

/**

* Byte¥{4H A= FI M

* @param bytes

* @return boolean

* @author dolyw.com

* @date 2018/9/4 15:39

*/

public static boolean isNull(byte[] bytes) {
// TRAEbyteZUR K E FOH T
return bytes == null || bytes.length == 0;

}

/**

* ByteZBA AT HIMT

* @param bytes

* @return boolean

* @author dolyw.com

* @date 2018/9/4 15:41

*/

public static boolean isNotNull(byte[] bytes) {
return lisNull(bytes);

}

/**

* B TRIZETR

* @param param

* @return java.lang.String
* @author dolyw.com

* @date 2018/9/4 14:52
*/

public static String camelToUnderline(String param) {

if (isNotBlank(param)) {
int len = param.length();
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StringBuilder sb = new StringBuilder(len);
for(inti=0;i<len;i++){
char ¢ = param.charAt(i);
if (Character.isUpperCase(c)) {
sb.append(UNDERLINE);
sb.append(Character.toLowerCase(c));
} else {
sb.append(c);
}

}
return sb.toString();

} else {
return "";
}

}

*%*

* TR IET R
* @param param
* @return java.lang.String
* @author dolyw.com
* @date 2018/9/4 14:52
*/
public static String underlineToCamel(String param) {
if (isNotBlank(param)) {
int len = param.length();
StringBuilder sb = new StringBuilder(len);
for (inti=0;i < len;i++){
char ¢ = param.charAt(i);
if (c == 95) {
i++;
if (i < len) {
sb.append(Character.toUpperCase(param.charAt(i)));
}
} else {
sb.append(c);
}

}
return sb.toString();

} else {
return "";
}
}

/**

* EF R ERREIN

* @param param

* @return java.lang.String

* @author dolyw.com

* @date 2018/9/4 14:53

*/

public static String addSingleQuotes(String param) {
return "\'" + param + "\'";

}
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redisTEZE

import com.kmair.ky.contract.common.entity.Constant;

import com.kmair.ky.contract.utils.common.SerializableUtil;
import com.kmair.ky.contract.utils.common.StringUtil;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Component;

import redis.clients.jedis.Jedis;

import redis.clients.jedis.JedisPool;

import java.util.Set;

/**

* JedisUtiI(HEF1FByteeE, 1FJSONFERHEBEREIE)
* @author dolyw.com

* @date 2018/9/4 15:45

*/

@Component

public class JedisUtil {

private static final Logger logger = LoggerFactory.getLogger(SerializableUtil.class);

/**
* EAF N edisPooliEiE it

* AEETFEF NedisUtil, aTLAEControllerfiServiceE(EHA, {BEEEShiroffyCustomCach

FoikiENedisUtil

* MEBIERSIENJedisPooliEszth, JedisUtiIl B A AREREST AR0R]

* https://blog.csdn.net/W Z W 888/article/details/79979103
*/
private static JedisPool jedisPool;

@Autowired
public void setJedisPool(JedisPool jedisPool) {
JedisUtil.jedisPool = jedisPool;

}

/**
* $REUedisSEfl
* @param
* @return redis.clients.jedis.Jedis
* @author dolyw.com
* @date 2018/9/4 15:47
*/
public static synchronized Jedis getledis() {
try {
if (jedisPool != null) {
return jedisPool.getResource();
} else {
return null;

}
} catch (Exception e) {

JRIHEE: shiro &5k jwt


https://ld246.com/article/1639620086212

e.printStackTrace();

}
return null;
}
/**
* Bredis®EiR
* @param

* @return void
* @author dolyw.com
* @date 2018/9/5 9:16
*/
public static void closePool() {
try {
jedisPool.close();
} catch (Exception e) {
e.printStackTrace();
}
}

/**

* $REXredis$#{E-object

* @param key

* @return java.lang.Object

* @author dolyw.com

* @date 2018/9/4 15:47

*/

public static Object getObject(String key) {

try (Jedis jedis = jedisPool.getResource()) {
byte[] bytes = jedis.get(key.getBytes());
if (StringUtil.isNotNull(bytes)) {
return SerializableUtil.unserializable(bytes);

}

} catch (Exception e) {
e.printStackTrace();
}

return null;

}

/**
* & Eredisi#{E-object
* @param key
* @param value
* @return java.lang.String
* @author dolyw.com
* @date 2018/9/4 15:49
*/
public static String setObject(String key, Object value) {
try (Jedis jedis = jedisPool.getResource()) {
return jedis.set(key.getBytes(), SerializableUtil.serializable(value));
} catch (Exception e) {
logger.error("iZ&Redisi#{EsetObject5iEFE key=" + key + " value=" + value + " cau
e=" + e.getMessage());
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return null;

}

/**
* igEredisi#{E-object-expiretime
* @param key
* @param value
* @param expiretime
* @return java.lang.String
* @author dolyw.com
* @date 2018/9/4 15:50
*/
public static String setObject(String key, Object value, int expiretime) {
String result;
try (Jedis jedis = jedisPool.getResource()) {
result = jedis.set(key.getBytes(), SerializableUtil.serializable(value));
if (Constant.OK.equals(result)) {
jedis.expire(key.getBytes(), expiretime);

return result;
} catch (Exception e) {
logger.error("iZ&Redisi#{EsetObject5iEFE key=" + key + " value=" + value + " cau
e=" + e.getMessage());

return null;

}

/**
* IRENredist#{E-Json
* @param key
* @return java.lang.Object
* @author dolyw.com
* @date 2018/9/4 15:47
*/
public static String getJson(String key) {
try (Jedis jedis = jedisPool.getResource()) {
return jedis.get(key);
} catch (Exception e) {
logger.error("$kEXRedisi#{Eget)sonfTiEFH key=" + key + " cause=" + e.getMessage()

}

return null;

}

/**

* & &redisi#{E-Json

* @param key

* @param value

* @return java.lang.String

* @author Wang926454

* @date 2018/9/4 15:49

*/

public static String setJson(String key, String value) {
try (Jedis jedis = jedisPool.getResource()) {
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return jedis.set(key, value);
} catch (Exception e) {
logger.error("iZ&ERedisi#{Eset)son5iEHHE key=" + key + " value=" + value + " cause
+ e.getMessage());
}

return null;

}

/**
* R Eredisii#{E-Json-expiretime
* @param key
* @param value
* @param expiretime
* @return java.lang.String
* @author Wang926454
* @date 2018/9/4 15:50
*/
public static String setJson(String key, String value, int expiretime) {
String result;
try (Jedis jedis = jedisPool.getResource()) {
result = jedis.set(key, value);
if (Constant.OK.equals(result)) {
jedis.expire(key, expiretime);

return result;
} catch (Exception e) {
logger.error("iZ&ERedisi#{Eset)son5iEFH key=" + key + " value=" + value + " cause
+ e.getMessage());
}

return null;
}

/**
* HikRkey
* @param key
* @return java.lang.Long
* @author Wang926454
* @date 2018/9/4 15:50
*/
public static Long delKey(String key) {
try (Jedis jedis = jedisPool.getResource()) {
return jedis.del(key.getBytes());
} catch (Exception e) {
logger.error("ffif&RedisfViEdelKey i S key=" + key + " cause=" + e.getMessage());
}

return null;

}

/**

* key2BFE

* @param key $#

* @return java.lang.Boolean
* @author Wang926454

* @date 2018/9/4 15:51
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*/
public static Boolean exists(String key) {
Boolean exists = false;
try (Jedis jedis = jedisPool.getResource()) {
exists = jedis.exists(key.getBytes());
} catch (Exception e) {
e.printStackTrace();
logger.error("&EifRedisHUEE B FEexistsTiAFE key=" + key + " cause=" + e.getMe
sage?x

return exists;

}

/*-k
* {RHiEIRERE key e & (keysRUIREIFREIR, (BE— M KNEGREFEREAR EIERERE R
S HEEER)
* @param key
* @return java.util.Set<java.lang.String>
* @author Wang926454
* @date 2018/9/6 9:43
*/
public static Set<String> keysS(String key) {
try (Jedis jedis = jedisPool.getResource()) {
return jedis.keys(key);
} catch (Exception e) {
e.printStackTrace();
logger.error("tEtAEEIRedisfIFEE S keysS/TiEEE key=" + key + " cause=" + e.getMe
sage?x

return null;

}

/**
* tRiEIRIRE key e & (keysRUIREIFEIR, (BE— M KIEIREFER AR RIS ERE R
EFAMEFER)
* @param key
* @return java.util.Set<java.lang.String>
* @author Wang926454
* @date 2018/9/6 9:43
*/
public static Set<byte[]> keysB(String key) {
try (Jedis jedis = jedisPool.getResource()) {
return jedis.keys(key.getBytes());
} catch (Exception e) {
e.printStackTrace();
logger.error("t&EHAEIAIRedisHIEE S keysBiEEH key=" + key + " cause=" + e.getMe
Sage?x

return null;

}

/**
* SREIT HASR AT A)
* @param key

&

=
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* @return java.lang.String
* @author Wang926454
* @date 2018/9/11 16:26
*/
public static Long ttl(String key) {
Long result = -2L;
try (Jedis jedis = jedisPool.getResource()) {
result = jedis.ttl(key);
return result;
} catch (Exception e) {
e.printStackTrace();
logger.error("skEXRedisEEd BARISATAIttI 555 key=" + key + " cause=" + e.getMess
ge();
}
return null;
}
}

5. ECE(SRRisEEY

import lombok.Data;

/**

* Rt

* @author Mr.Wen

*/

@Data

public class SysProperties {
private String rsaPublicKey;
private String rsaPrivateKey;
private String encryptAESKey;
private String encrypt)WTKey;
private int accessTokenExpireTime;
private int refreshTokenExpireTime;
private int shiroCacheExpireTime;
private String fileCachePath;

import lombok.Data;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.boot.autoconfigure.EnableAutoConfiguration;
import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.context.annotation.PropertySource;

/**

* RFECE

* @author Mr.Wen

*/

@Data
@EnableAutoConfiguration
@Configuration
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@PropertySource("classpath:config.properties”)
public class SysConfig {
@Value("${rsaPublicKey}")
private String rsaPublicKey;
@Value("${rsaPrivateKey}")
private String rsaPrivateKey;
@Value("${encryptAESKey}")
private String encryptAESKey;
@Value("${encrypt/WTKey}")
private String encrypt)WTKey;
@Value("${accessTokenExpireTime}")
private int accessTokenExpireTime;
@Value("${refreshTokenExpireTime}")
private int refreshTokenExpireTime;
@Value("${shiroCacheExpireTime}")
private int shiroCacheExpireTime;
@Value("${fileCachePath}")
private String fileCachePath;

@Bean(value = "sysProperties”,name = "sysProperties")

public SysProperties init(){
SysProperties sysProperties = new SysProperties();
sysProperties.setRsaPublicKey(rsaPublicKey);
sysProperties.setRsaPrivateKey(rsaPrivateKey);
sysProperties.setEncryptAESKey(this.encryptAESKey);
sysProperties.setEncrypt/WTKey(this.encrypt)WTKey);
sysProperties.setAccessTokenExpireTime(this.accessTokenExpireTime);

sysProperties.setRefreshTokenExpireTime(this.refreshTokenExpireTime);

sysProperties.setShiroCacheExpireTime(this.shiroCacheExpireTime);
sysProperties.setFileCachePath(fileCachePath);
return sysProperties;

}
}
6. BEX
/**

BE
* @author dolyw.com
* @date 2018/9/3 16:03
*/

public class Constant {
private Constant() {}

/**

* redis-OK

*/

public static final String OK = "OK";

/**
* redisiIHARTE), LARVARNL, —ot
*/
public static final int EXRP_MINUTE = 60;
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}

/'k*

* redisidBART(E), LARDAERGL, —/Nad

*/

public static final int EXRP_HOUR = 60 * 60;

/**

* redisiTHARYE), LARDAEAGZ, —XK

*/

public static final int EXRP_DAY = 60 * 60 * 24;
/**

* redis-key-Bi&%-shiro:cache:

*/

public static final String PREFIX_SHIRO _CACHE = "shiro:cache:";
/**

* redis-key-Bi&%-shiro:access_token:

*/

p*lib“C static final String PREFIX_ SHIRO ACCESS TOKEN = "shiro:access_token:";
/: redis-key-giZk-shiro:refresh token_ prefix:

p*t/iblic static final String PREFIX_SHIRO USER = "shiro:user_prefix:";
/:/redis—key—ﬁﬁéi‘s%—shiro:refresh_token:

public static final String PREFIX SHIRO REFRESH TOKEN = "shiro:refresh token:";

/**

* JWT-account:

*/

public static final String ACCOUNT = "account”;

/**

* JWT-currentTimeMillis:

*/

public static final String CURRENT _TIME_MILLIS = "currentTimeMillis";

/**

* PASSWORD_MAX LEN

*/

public static final Integer PASSWORD_MAX LEN = §;

/ **
* RilFERIEBIRR
*/

public static final String MENU_CODE = "menu”;

7. shirofit&

TR
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7

1. BREERS

shirofUR PRETESE, ATLA%kRAuUthorizingRealm, ESEBAFLAIERIG A

UserDataServicelmpl2FFSE&EIf#EZO, SysRoleServicelmplR&RFifAEEE TN, UserData
ERAFEEFME, SysRoleflZ2RAAE, RAZITRFAMWIRITA—, AL MMIRET, B
SClSE K R ERAI AT

import com.kmair.ky.contract.common.entity.Constant;

import com.kmair.ky.contract.config.jwt.JwtToken;

import com.kmair.ky.contract.system.user.entity.SysRole;

import com.kmair.ky.contract.system.user.entity.UserData;

import com.kmair.ky.contract.system.user.service.impl.SysRoleServicelmpl;
import com.kmair.ky.contract.system.user.service.impl.UserDataServicelmpl;
import com.kmair.ky.contract.utils.auth.JwtUtil;

import com.kmair.ky.contract.utils.cache.JedisUtil;

import com.kmair.ky.contract.utils.common.StringUtil;

import org.apache.shiro.authc.AuthenticationException;

import org.apache.shiro.authc.AuthenticationInfo;

import org.apache.shiro.authc.AuthenticationToken;

import org.apache.shiro.authc.SimpleAuthenticationInfo;

import org.apache.shiro.authz.AuthorizationInfo;

import org.apache.shiro.authz.SimpleAuthorizationInfo;

import org.apache.shiro.realm.AuthorizingRealm;

import org.apache.shiro.subject.PrincipalCollection;

import javax.annotation.Resource;
import java.util. ArrayList;

import java.util.List;

import java.util.Objects;

/**
* shiroffREIEES
* @author Mr.Wen

*

public class SysShiroRealm extends AuthorizingRealm {

@Resource

private UserDataServicelmpl userDataService;
@Resource

private SysRoleServicelmpl sysRoleService;

@Override
public boolean supports(AuthenticationToken authenticationToken) {
return authenticationToken instanceof JwtToken;

}
@Override
protected Authorizationinfo doGetAuthorizationInfo(PrincipalCollection principalCollection)
/BREVE RBFE
String workld = (String) principalCollection.getPrimaryPrincipal();
//ERFRFER
UserData user = userDataService.getUserByWorkld(workld);
/[TRIERFREETHEE
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}

List<SysRole> sysRoleList = sysRoleService.selectByUserld(user.getld());
/[ INEEEAIIR
SimpleAuthorizationInfo simpleAuthorizationInfo = new SimpleAuthorizationInfo();
for (SysRole role : sysRolelList) {
e ===
simpleAuthorizationinfo.addRole(role.getRoleCode());
}

return simpleAuthorizationInfo;

@Override
protected Authenticationinfo doGetAuthenticationInfo(AuthenticationToken authenticatio

Toke

n) throws AuthenticationException {
String token = (String) authenticationToken.getCredentials();
// #EEZERIGaccount, AT ANEIREEHITIILL
String account = JwtUtil.getClaim(token, Constant. ACCOUNT);
/] KSAT
if (StringUtil.isBlank(account)) {
throw new AuthenticationException("TokenslkS /57 (The account in Token is empty.)

}
/| EHRPREFE
UserData userData = userDataService.getUserByWorkld(account);
if (userData == null) {
throw new AuthenticationException("iZMEATFE(The account does not exist.)");

}
// WiFtokenfdrefreshToken
Boolean exists = JedisUtil.exists(Constant.PREFIX SHIRO REFRESH TOKEN + account);
if JwtUtil.verify(token) && exists != null &8& exists) {
return new SimpleAuthenticationinfo(token, token, "userRealm");

}

throw new AuthenticationException("Token2iZHf(Token expired or incorrect.)");

7.2, INIETiE=8

sCIAuthenticationTokeniz[d, X — 1 HCHtoken

import lombok.Data;
import org.apache.shiro.authc.AuthenticationToken;

/**

* @author Mr.Wen
* token{S &

*/

@Data

publi

c class JwtToken implements AuthenticationToken {

/**
* Token

*/

pri

vate String token;
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public JwtToken(String token) {
this.token = token;

}

@Override

public Object getPrincipal() {
return token;

}

@Override
public Object getCredentials() {
return token;

}
}

TN

KEZHAIHttpResult 2 BE X AIhttpiERIREIFMER., kB CHEIE, XEAtokeniTEIZ &I
disf9EEEITHASRSCINAY, —HEB# W\ token, — ] RrefreshToken, B—/“RaccessToken, access
okeniZHf, MFIKrefreshToken@&iTHR, IKTHE, MIEFFMA—accessToken, BULLEFE

=3

/**
* @author Mr.Wen
* [diEas=#tokeniEk
*/
public class JwtFilter extends BasicHttpAuthenticationFilter implements Filter {
/**
* logger
*/
private static final Logger logger = LoggerFactory.getLogger(JwtFilter.class);

@Override
protected boolean isAccessAllowed(ServletRequest request, ServletResponse response, Obj
ct mappedValue) {
if (this.isLoginAttempt(request, response)) {
try {
this.executeLogin(request, response);
} catch (Exception e) {

String msg = e.getMessage();

Throwable throwable = e.getCause();

if (throwable instanceof SignatureVerificationException) {
msg = "TokenZBZZEAIEM(" + throwable.getMessage() + ")";
logger.info(msg);

} else if (throwable instanceof TokenExpiredException) {
HttpServletRequest httpRequest = WebU'tils.toHttp(request);
String accessToken = httpRequest.getHeader("Authorization");
String username = JwtUtil.getClaim(accessToken, Constant. ACCOUNT);
Boolean exist = JedisUtil.exists(Constant.PREFIX SHIRO REFRESH TOKEN + usern

me);
if(exist '= null && exist){
return refreshToken(request,response);
}else{
this.response(4011,response,"tokeni3tf, FEEETHER");
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logger.info("tokenidHl, BEEFHEFR" throwable);

return false;
} else {
if (throwable != null) {
this.response(500,response,throwable.getMessage());
logger.error(" RS EEI=R" throwable);
}
}
return false;
}
} else {
HttpServletRequest httpServletRequest = WebUtils.toHttp(request);
String httpMethod = httpServletRequest.getMethod();
String requestUrl = httpServletRequest.getRequestURI();
logger.info("24/iiEK {} Authorization/Eff(Token) A% HRER {}", requestUrl, httpMet
od);
this.response(HttpStatus. UNAUTHORIZED.value(),response, "i55c&R");
return false;

}

return true;

}

@Override
protected boolean onAccessDenied(ServletRequest request, ServletResponse response) thr
ws Exception {
this.sendChallenge(request, response);
return false;

}

@Override

protected boolean isLoginAttempt(ServletRequest request, ServletResponse response) {
String token = this.getAuthzHeader(request);
return token != null;

}

@Override
protected boolean executelLogin(ServletRequest request, ServletResponse response) throws
Exception {
JwtToken token = new JwtToken(this.getAuthzHeader(request));
this.getSubject(request, response).login(token);
return true;

}

@Override
protected boolean preHandle(ServletRequest request, ServletResponse response) throws E
ception {
return super.preHandle(request, response);

}

private boolean refreshToken(ServletRequest request, ServletResponse response) {
HttpServletRequest httpServletRequest = WebUtils.toHttp(request);
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String refreshToken = httpServletRequest.getHeader("refreshToken");
String username = JwtUtil.getClaim(refreshToken, Constant. ACCOUNT);
if(lusername == null){
return false;
}
username = username.replace(Constant.PREFIX SHIRO USER,"");
Boolean exists = JedisUtil.exists(Constant. PREFIX SHIRO REFRESH_TOKEN + username);
if (exists '= null && exists) {
//EEFh& Kaccess_token
String currentTimeMillis = String.valueOf(System.currentTimeMillis());
String accessToken = JwtUtil.sign(username, currentTimeMuillis);
JwtToken jwtToken = new JwtToken(accessToken);
SecurityUtils.getSubject().login(jwtToken);
SysProperties sysProperties = SpringUtil.getBean("sysProperties");
HttpServletResponse httpServletResponse = WebUtils.toHttp(response);
httpServletResponse.setHeader("NEW_ACCESS TOKEN", accessToken);
httpServletResponse.setHeader("Access-Control-Expose-Headers", "Authorization");
JedisUtil.setObject(Constant.PREFIX_ SHIRO ACCESS TOKEN + currentTimeMillis, sysPr
perties.getAccessTokenExpireTime());
return true;

}

return false;

}

private void response(int code,ServletResponse response, String msg) {
HttpServletResponse httpServletResponse = WebUtils.toHttp(response);
httpServletResponse.setStatus(HttpStatus.OK.value());
httpServletResponse.setCharacterEncoding("UTF-8");
httpServletResponse.setContentType("application/json; charset=utf-8");
try (PrintWriter out = httpServletResponse.getWriter()) {
out.append(JSON.toJSONString(HttpResult.customCode(code,msg,null)));
} catch (IOException e) {
logger.error("EiziR[AIResponsefS R HINIOExceptionFE:{}", e.getMessage());
}
}
}

7.3, shiroEZ{F1E
RAIEBISshirofSUE i Iredis, BXAshiroHHER, BEY— MEFLEEE

import com.kmair.ky.contract.common.entity.Constant;
import com.kmair.ky.contract.config.common.SysProperties;
import com.kmair.ky.contract.utils.auth.JwtUtil;

import com.kmair.ky.contract.utils.cache.JedisUtil;

import com.kmair.ky.contract.utils.common.SerializableUtil;
import org.apache.shiro.cache.Cache;

import org.apache.shiro.cache.CacheException;

import javax.annotation.Resource;
import java.util.*;
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/**

* @author Mr.Wen

* @param <K> §#

* @param <V> {H

*/

@SuppressWarnings("unchecked")

public class CustomCache<K,V> implements Cache<K,V> {

@Resource
private SysProperties sysProperties;

private String getKey(Object key) {
return Constant.PREFIX SHIRO CACHE + JwtUtil.getClaim(key.toString(), Constant. ACCO
NT);
}

/**
* SRENGETF
*/
@Override
public Object get(Object key) throws CacheException {
if(Boolean.FALSE.equals(JedisUtil.exists(this.getKey(key)))){
return null;

}
return JedisUtil.getObject(this.getKey(key));
}

/**
;ﬁﬁ%ﬁ
@Override
public Object put(Object key, Object value) throws CacheException {
// EEERE N, FREXRedisAYShiroZE7zid HARTIE]
int shiroCacheExpireTime = sysProperties.getShiroCacheExpireTime();
// % ERedisAIShiroEF
return JedisUtil.setObject(this.getKey(key), value, shiroCacheExpireTime);
}

/**

* BIRETT
*/
@Override
public Object remove(Object key) throws CacheException {
if(Boolean.FALSE.equals(JedisUtil.exists(this.getKey(key)))){
return null;

}
JedisUtil.delKey(this.getKey(key));
return null;

}

/**

* BT ER
*/

@Override
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public void clear() throws CacheException {
Objects.requireNonNull(JedisUtil.getJedis()).flushDB();

/**

* BIFRINEY

*/

@Override

public int size() {
Long size = Objects.requireNonNull(JedisUtil.getJedis()).dbSize();
return size.intValue();

}

Vo
* SRENFERIkey
¥/

@Override
public Set keys() {
Set<byte[]> keys = Objects.requireNonNull(JedisUtil.getJedis()).keys("*".getBytes());
Set<Object> set = new HashSet<>();
for (byte[] bs : keys) {
set.add(SerializableUtil.unserializable(bs));

}

return set;

}

/**

* SRENFrERIvalue

*/

@Override

public Collection values() {
Set keys = this.keys();
List<Object> values = new ArrayList<>();
for (Object key : keys) {

values.add(JedisUtil.getObject(this.getKey(key)));

}
return values;

}

}

RiTEER EXEFERE

import org.apache.shiro.cache.Cache;
import org.apache.shiro.cache.CacheException;
import org.apache.shiro.cache.CacheManager;

/**
* BREMshiroEFEESE, (FMAredistEFiEtokenER
*/
public class CustomCacheManager implements CacheManager {
@Override
public <K, V> Cache<K, V> getCache(String s) throws CacheException {
return new CustomCache<K,V>();

}
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}

7.4, shirofit&2
FEE CHERUAITE. tokenidigse, EEEshiroth, FHEBERITAIBR

import com.kmair.ky.contract.config.jwt.JwtFilter;

import com.kmair.ky.contract.config.shiro.config.CustomCacheManager;

import com.kmair.ky.contract.system.login.service.impl.SysShiroRealm;

import org.apache.shiro.mgt.DefaultSessionStorageEvaluator;

import org.apache.shiro.mgt.DefaultSubjectDAO;

import org.apache.shiro.realm.AuthorizingRealm;

import org.apache.shiro.spring.security.interceptor.AuthorizationAttributeSourceAdvisor;
import org.apache.shiro.spring.web.ShiroFilterFactoryBean;

import org.apache.shiro.web.mgt.DefaultWebSecurityManager;

import org.springframework.aop.framework.autoproxy.DefaultAdvisorAutoProxyCreator;
import org.springframework.boot.autoconfigure.condition.ConditionalOnMissingBean;
import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import javax.servlet.Filter;
import java.util.Arrays;
import java.util.HashMap;
import java.util.Map;

/**
* shirofic B3
* @author Mr.Wen
*
/
@Configuration
public class ShiroConfig {
@Bean
@ConditionalOnMissingBean
public DefaultAdvisorAutoProxyCreator defaultAdvisorAutoProxyCreator() {
DefaultAdvisorAutoProxyCreator defaultAap = new DefaultAdvisorAutoProxyCreator();
defaultAap.setProxyTargetClass(true);
return defaultAap;

}

@Bean

public AuthorizingRealm sysShiroRealm() {
return new SysShiroRealm();

}

/**

*IREE, BiEEESERealmBYEEIAIE

* EE(EAredisFEIANIEER., FTLA, XFsession, EEERFEIERS

* @return TEEHEIR

*/

@Bean

public org.apache.shiro.mgt.SecurityManager securityManager() {
DefaultWebSecurityManager securityManager = new DefaultWebSecurityManager();
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securityManager.setRealm(sysShiroRealm());

// XiAShiroBHIsession

DefaultSubjectDAO subjectDAO = new DefaultSubjectDAO();

DefaultSessionStorageEvaluator defaultSessionStorageEvaluator = new DefaultSessionSt
rageEvaluator();

defaultSessionStorageEvaluator.setSessionStorageEnabled(false);

subjectDAO.setSessionStorageEvaluator(defaultSessionStorageEvaluator);

DefaultWebSecurityManager defaultWebSecurityManager = new DefaultWebSecurityM
nager();

defaultWebSecurityManager.setSubjectDAO(subjectDAO);

// REBENX CachefElF

defaultWebSecurityManager.setCacheManager(new CustomCacheManager());

return securityManager;

}

/**
* Filter ], RENNANTEFAFBPEES
* @param securityManager &£ ETH8
* @return IIiEHM
*
/
@Bean
public ShiroFilterFactoryBean shiroFilterFactoryBean(org.apache.shiro.mgt.SecurityManager
securityManager) {
ShiroFilterFactoryBean shiroFilterFactoryBean = new ShiroFilterFactoryBean();
shiroFilterFactoryBean.setSecurityManager(securityManager);

Map<String, Filter> filterMap = new HashMap<>(16);
filterMap.put("jwtFilter", new JwtFilter());
shiroFilterFactoryBean.setFilters(filterMap);

Map <String, String> map = new HashMap<>();
//&H

map.put("/logout”, "logout");

//swaggernifT

map.put("/swagger-ui.html", "anon");
map.put("/swagger-resources/**", "anon");
map.put("/v2/api-docs”, "anon");
map.put("/webjars/**", "anon");

/&R
map.put("/user/loginByUsernameAndPassword
map.put("/user/refreshToken", "anon");
map.put("/**","jwtFilter");
shiroFilterFactoryBean.setLoginUrl("/login/loginPage");
//EW

shiroFilterFactoryBean.setSuccessUrl("/index");
//FERIE, INEAEE B
shiroFilterFactoryBean.setUnauthorizedUrl("/error");
shiroFilterFactoryBean.setFilterChainDefinitionMap(map);
return shiroFilterFactoryBean;

, "anon");
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@Bean
public AuthorizationAttributeSourceAdvisor authorizationAttributeSourceAdvisor(org.apac
e.shiro.mgt.SecurityManager securityManager) {
AuthorizationAttributeSourceAdvisor authorizationAttributeSourceAdvisor = new Author
zationAttributeSourceAdvisor();
authorizationAttributeSourceAdvisor.setSecurityManager(securityManager);
return authorizationAttributeSourceAdvisor;
}
}
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