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Apache SkyWalking
=

skywalking2Apache FHA— MRS B ERIEIRRZ(APM).

SkyWalking is an open source APM system, including monitoring, tracing, diagnosing capabil
ties for distributed system in Cloud Native architecture. The core features are following.

e Service, service instance, endpoint metrics analysis

e Root cause analysis. Profile the code on the runtime

e Service topology map analysis

e Service, service instance and endpoint dependency analysis
e Slow services and endpoints detected

e Performance optimization

e Distributed tracing and context propagation

e Database access metrics. Detect slow database access statements(including SQL statements)
e Alarm

e Browser performance monitoring

o Infrastructure(VM, network, disk etc.) monitoring

e Collaboration across metrics, traces, and logs

GithubIR Bitiriik

Architecture :
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1. java-Agentfic&

B RROHRE, RIE
HFF0eIERdockerfileldbt FE—BRT, dockerfile NS AR, BT EA&ER{tagent docke
Bg, TERCENAgentIEL.

AgentZfEA A S J9/Fh

e Sidecar, @dinitContainersifAgentiZMEIPodBIHZE R+, BIbBREZEZIEREH, EEDN
SEHEEAgent jarfl B REnf)javaizss. l:

java -javaagent:/usr/skywalking/agent/skywalking-agent.jar -jar app.jar --spring.profiles.activ
=test

o HiZITERjavaBiiFE R+, EhEIDKEMRGRE, Bieigskywalking AgentiEFFTEEIEALE
B, springbootfiRSBEIHEEEIEEaent jarfIER, BEBISEUENdockers,

export JAVA OPTS=-javaagent:/root/skywalking/agent/skywalking-agent.jar

e Dockerfile

# PUTHREEIERIST FaskywalkingBEIHBIHR

# wget https://mirrors.tuna.tsinghua.edu.cn/apache/skywalking/8.4.0/apache-skywalking-ap
-8.4.0.tar.gz && tar -zxvf apache-skywalking-apm-8.4.0.tar.gz

FROM busybox:latest

ENV LANG=C.UTF-8
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RUN set -eux && mkdir -p /usr/skywalking/agent/

ADD apache-skywalking-apm-bin/agent/ /usr/skywalking/agent/

WORKDIR /

Plugin Ei&

AR B3R, SIEEERE B4, RIEECHNERS
1T, NRFECHENEYE, REGXINAYjargENE] B3REMA]. WFE:

10 wangjun sta
4 wangjun sta

13 wangjun staff
1 wangjun staff

MS Instance
Hitp/gRFC
@ @ Http '
Service o

Q

2. skywalkingfs358&Etemplate
MitARSSAgentiEA

# Deployment include Skywalking Agent of Sidecar. The Version's 8.4.0-es6
# This is Gateway service for springcloudAlibaba

# By John Wang 2021-03-25 PM 11:30

apiVersion: apps/v1

kind: Deployment
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metadata:
name: deepsight-gateway
namespace: deepsight-test
labels:
app: deepsight-gateway
spec:
replicas: 1
selector:
matchLabels:
app: deepsight-gateway
template:
metadata:
labels:

app: deepsight-gateway

spec:
imagePullSecrets:
- name: registry-pull-secret
initContainers:

- image: hub.deepsight.cloud/skywalking/skywalking-agent-sidecar:8.4.0
name: sw-agent-sidecar
imagePullPolicy: IfNotPresent
command: ["sh"]
args:

[

"mkdir -p /skywalking/agent && cp -r /usr/skywalking/agent/* /skywalking/agent",
]
volumeMounts:
- mountPath: /skywalking/agent
name: sw-agent
containers:
- name: ds-gateway
image: $IMAGE_NAME
imagePullPolicy: IfNotPresent
command: ["java"]
args:

[
"-javaagent:/usr/skywalking/agent/skywalking-agent.jar", "-jar", "app.jar","--spring.prof
les.active=test",

]

env:
- name: SW_AGENT_NAME # & X fRS5E ¥R fEskywalking UlF Z7=ARSSAISLAIZFR
value: deepsight-gateway
- name: SW_AGENT COLLECTOR BACKEND_SERVICES # X OAP server Addresses
value: oap.skywalking:11800
- name: SERVER _PORT # Et&javalRSZEaIa0iRH, WRELEEHUIHTIER
value: "8080"
resources:
limits:
memory: "700Mi"
cpu: "700m"
requests:
memory: "512Mi"
cpu: "500m"
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readinessProbe:
httpGet:
path: /actuator/health
port: 80
initialDelaySeconds: 30 # BFesaafGS/ MG ERINE
periodSeconds: 10 # Inspection interval
livenessProbe:
httpGet:
path: /actuator/health
port: 80
initialDelaySeconds: 30
periodSeconds: 10
ports:
- containerPort: 80
name: httpservice
protocol: TCP
volumeMounts:
- name: host-time
mountPath: /etc/localtime
- name: sw-agent
mountPath: /usr/skywalking/agent
volumes:
- name: sw-agent
emptyDir: {}
- name: host-time
hostPath:
path: /etc/localtime

# Serivce For Deepsight-Gateway
apiVersion: v1
kind: Service
metadata:
name: deepsight-gateway
namespace: deepsight-test
labels:
app: deepsight-test
spec:
ports:
- name: web
port: 80
protocol: TCP
targetPort: 80

selector:
app: deepsight-gateway
ERRIdeploymentsZfth, AgentiBE A BT BIATGENEjavalRSS T, IXEERTR

BRELEEAIEN, FTEUMREME.
* ficggElasticsearch£EEF

‘BiTemptyDirfly5{EBBEEkubernetesth, TLEEPBindexfU/BIREREE, ECEN{FrecordDataTT
. otherMetricsDataTTL#ImonthMetricsDataTTLERIRE 7 HUERFHIATE

es-sts-template.yaml
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apiVersion: apps/v1
kind: StatefulSet
metadata:
name: elasticsearch
namespace: skywalking
spec:
replicas: 3
selector:
matchlLabels:
app: elasticsearch
serviceName: elasticsearch
template:
metadata:
labels:
app: elasticsearch
spec:
imagePullSecrets:
- name: registry-pull-secret
containers:
- env:
- name: cluster.name
value: k8s-logs
- name: node.name
valueFrom:
fieldRef:
apiVersion: v1
fieldPath: metadata.name
- name: discovery.zen.ping.unicast.hosts
value: elasticsearch-0.elasticsearch,elasticsearch-1.elasticsearch,elasticsearch-2.elasticse
rch
- name: discovery.zen.minimum_master_nodes
value: "2"
- name: ES JAVA OPTS
value: -Xms512m -Xmx512m
image: hub.deepsight.cloud/skywalking/elasticsearch:6.4.3
imagePullPolicy: Always
name: elasticsearch
ports:
- containerPort: 9200
name: rest
protocol: TCP
- containerPort: 9300
name: inter-node
protocol: TCP
resources:
limits:
cpu: "1"
requests:
cpu: 100m
volumeMounts:
- mountPath: /usr/share/elasticsearch/data
name: data
initContainers:
- command:
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- sh
- -C
- chown -R 1000:1000 /usr/share/elasticsearch/data
image: busybox
imagePullPolicy: Always
name: fix-permissions
securityContext:
privileged: true
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
volumeMounts:
- mountPath: /usr/share/elasticsearch/data
name: data
command:
- sysctl
- -w
- vm.max_map_count=262144
image: busybox
imagePullPolicy: Always
name: increase-vm-max-map
resources: {}
securityContext:
privileged: true
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
command:
- sh
- -C
- ulimit -n 65536
image: busybox
imagePullPolicy: Always
name: increase-fd-ulimit
resources: {}
securityContext:
privileged: true
volumes:
- emptyDir: {}
name: data

kind: Service
apiVersion: v1
metadata:
name: elasticsearch
namespace: skywalking
labels:
app: elasticsearch
spec:
selector:
app: elasticsearch
clusterlP: None

ports:
- port: 9200
name: rest
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- port: 9300
name: inter-node

kind: Service
apiVersion: v1
metadata:
name: elasticsearch-logging
namespace: skywalking
labels:
app: elasticsearch
spec:
selector:
app: elasticsearch
ports:
- port: 9200
name: external

* skywalking OAP-server & UIEEE

OAP-deployment.yaml

apiVersion: apps/v1
kind: Deployment
metadata:
name: skywalking-oap
namespace: skywalking
spec:
replicas: 2
selector:
matchLabels:
app: skywalking-oap
template:
metadata:
labels:
app: skywalking-oap
spec:
serviceAccountName: skywalking-oap-sa
containers:
- name: oap
image: hub.deepsight.cloud/skywalking/skywalking-oap-server:8.4.0-es6
imagePullPolicy: Always
livenessProbe:
tcpSocket:
port: 12800
initialDelaySeconds: 15
periodSeconds: 20
readinessProbe:
tcpSocket:
port: 12800
initialDelaySeconds: 15
periodSeconds: 20
ports:

BTEEE: SkyWalking8.4 ZRZLAK: Ul {iAE
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- containerPort: 11800
name: grpc
- containerPort: 12800
name: rest
resources:
requests:
memory: 1Gi
limits:
memory: 2Gi
env:
- name: JAVA_OPTS
value: "-Xmx2g -Xms2g"
- name: SW_CLUSTER
value: standalone
- name: SKYWALKING_COLLECTOR UID
valueFrom:
fieldRef:
fieldPath: metadata.uid
- name: SW_STORAGE
value: elasticsearch
- name: SW_STORAGE_ES CLUSTER _NODES
value: elasticsearch-logging:9200
- name: SW_NAMESPACE
value: skywalking
imagePullSecrets:
- name: registry-pull-secret
apiVersion: v1
kind: Service
metadata:
name: skywalking-oap
namespace: skywalking

labels:
app: skywalking-oap
spec:
ports:
- port: 12800
name: rest
- port: 11800
name: grpc
selector:

app: skywalking-oap

ui-deployment.yaml

apiVersion: apps/v1
kind: Deployment
metadata:
name: ui-deployment
namespace: skywalking
labels:
app: ui
spec:
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replicas: 1
selector:
matchLabels:
app: ui
template:
metadata:
labels:
app: ui
spec:
imagePullSecrets:
- name: registry-pull-secret
containers:
- name: ui
image: hub.deepsight.cloud/skywalking/skywalking-ui:8.4.0
imagePullPolicy: Always
ports:
- containerPort: 8080
name: page
resources:
requests:
memory: 1Gi
limits:
memory: 2Gi
env:
- name: SW_OAP_ADDRESS
value: skywalking-oap.skywalking:12800
apiVersion: v1
kind: Service
metadata:
name: ui
namespace: skywalking
labels:
service: ui
spec:
ports:
- port: 8080
name: page
selector:
app: ui
type: NodePort

skywalking serviceAccount (BJiRHEER2HES)
# IRIERRA AT MAERIEYE T

apiVersion: v1
kind: ServiceAccount
metadata:
name: skywalking-oap-sa
namespace: skywalking
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kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: skywalking-clusterrolebinding
subjects:
- kind: Group
name: system:serviceaccounts:skywalking
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: skywalking-clusterrole
apiGroup: rbac.authorization.k8s.io

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: skywalking-clusterrole
rule:
- apiGroup: [""]
resources: ["pods"]
verbs: ["get”, "watch", "list"]

3. skywalking UIS#i{ERiH
UG5
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# Licensed to the Apache Software Foundation (ASF) under one
# or more contributor license agreements. See the NOTICE file
# distributed with this work for additional information
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# regarding copyright ownership. The ASF licenses this file

# to you under the Apache License, Version 2.0 (the

# "License"); you may not use this file except in compliance

# with the License. You may obtain a copy of the License at

#

#  http://www.apache.org/licenses/LICENSE-2.0

#

# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,

# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

# Sample alarm rules.
rules:
# Rule unique name, must be ended with " rule’.
service_resp_time rule: # fRSENGRATE]
metrics-name: service resp_time # EE8TR

op: ">" # LU FT

threshold: 1000 #1000ms FfE, BRSMMNATIEIATF1s

period: 10 # ZAMEXRSRISAHEIREAATIE, XBIZENT0m
count: 3 # J$§U7 IRREE, XERIR

silence-period: 5 ZAZEKREERNEEER, XEIRENSM

message: Response time of service {name} is more than 1000ms in 3 minutes of last 10 min

tes. # HEHER
service sla rule: # fg55SLA

# Metrics value need to be long, double or int

metrics-name: service sla

op: "<"

threshold: 8000

# The length of time to evaluate the metrics

period: 10

# How many times after the metrics match the condition, will trigger alarm

count: 2

# How many times of checks, the alarm keeps silence after alarm triggered, default as same
as period.

silence-period: 3

message: Successful rate of service {name} is lower than 80% in 2 minutes of last 10 minute

service resp_time percentile rule:
# Metrics value need to be long, double or int
metrics-name: service_percentile
op: ">"
threshold: 1000,1000,1000,1000,1000
period: 10
count: 3
silence-period: 5
message: Percentile response time of service {name} alarm in 3 minutes of last 10 minutes,
ue to more than one condition of p50 > 1000, p75 > 1000, p90 > 1000, p95 > 1000, p99 > 10
0
service instance resp_time_rule: # Ag533C4509 KA &)
metrics-name: service _instance resp_time
op: ">"
threshold: 1000
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period: 10
count: 2
silence-period: 5
message: Response time of service instance {name} is more than 1000ms in 2 minutes of la
t 10 minutes
database _access resp_time rule:
metrics-name: database access resp _time
threshold: 1000
op: ">"
period: 10
count: 2
message: Response time of database access {name} is more than 1000ms in 2 minutes of la
t 10 minutes
endpoint _relation resp time rule: # XEXi sl KzATE]
metrics-name: endpoint _relation _resp time
threshold: 1000

op: ">"

perlod 10

count: 2

message: Response time of endpoint relation {name} is more than 1000ms in 2 minutes of |
st 10 minutes
# Active endpoint related metrics alarm will cost more memory than service and service insta
ce metrics alarm.
Because the number of endpoint is much more than service and instance.

endpoint_avg rule:

metrics-name: endpoint_avg

op: ">"

threshold: 1000

period: 10

count: 2

silence-period: 5

message: Response time of endpoint {name} is more than 1000ms in 2 minutes of last 10
minutes

HHHFHHFHFHHHHRE

webhooks: # HEFAEFRIENEIEUL XEETE], HUYS, #FFE, SEMITiEfEwebhookfRssHsEIl
- http://skywalking-webhook-service:8080/skywalking/alarm

EEMNEE LAY :

e **Rule name: **#INIBFR, LECSE(EEPERIE—ZFR. VaLL ZE, ZIEENX

e **Metrics name: *EE£8FR, BUENoalIAFHNEEZR, HIRSIF . Nt
. M Official OAL script

e **Include names: **ZFNIVEFTMBLSLAZIR, LLARSE, Kind (A, BAUALEER)
o **Exclude names: **IZHNWEARFIFHRLLSLIARFR, LLANRSE, King (AiE, KIAAT)
e **Threshold: **&{&

e OP: IB{EFRF, BHEIIF .

o **Period: *ZAEEMUEEFZEL—T. XE—NEHEN, SEREPEINEATEETE

e **Count: **fE— Period&EO4, WNRvaluesiBidThreshold{E (#kop) , iXZICount(d, TE
EEHR

BTEEE: SkyWalking8.4 ZRZLAK: Ul {iAE


https://ld246.com/article/1619614322777

e **Silence period: **f£ E]‘l‘ET_JNEP%EZvﬁE%ZE, TN -> TN + periodiXMERAETE., BOABER
, Bf0Period—#¥, XEKREHRENESZ (FEE—Metrics nameiE1ERE/Id) EE—Period

7 \Kﬁmk_

e **message: **&HELEE

SkyWalkingl9&E5H B Si@I HTTP iS5k TAI%, BXRAER

, HJSON #iESLET
1TRFIERY. JSONEHRERGI:

[{
"scopeld”: 1
"scope”: "SERVICE",
"name": "serviceA",
"id0": 12,
"id1": 0,
"ruleName": "service _resp_time rule”,
"alarmMessage": "alarmMessage xxxx",
"startTime": 1560524171000
3A
"scopeld”: 1,
"scope": "SERVICE",
"name": "serviceB",
"id0": 23,
"id1": 0,
"ruleName": "service resp_time rule”,
"alarmMessage": "alarmMessage yyy",
"startTime": 1560524171000

)
FERIRAR:

e **scopeld, scope: **BER]AAY Scope 1FW

e **name: **B#x Scope RYSLIRZFR

e **id0: **Scope SL{ARY ID

o **id1: *REAFE, BRIERFEA

e **ruleName: **&HZMNEZFR

e **alarmMessage: **&EEEHERES

o **startTime: **EZAJE, &N OATEE

(IS EEREE

.
7
I
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E APM & #BA

----- 3B SkyWalkingfy & & -----

[time] :2021-04-09T09:28:25

[scope] : SERVICE

[name] : deepsight-gateway

[message] : Percentile response time of service deepsight-gateway alarm in 3 minutes of last
10 minutes, due to more than one condition of p50 > 1000, p75 > 1000, p90 > 1000, p95 > 1000,
p99 > 1000

4. webhook servergfE

webhook serverfEFBAYEjavaFt &I E Hqgithub,

dockeriZ{SHI{E

FROM openjdk:8u92-alpine

ENV SKYWALKING WORK_SPACE=/skywalking \
APP_NAME=skywalking-webhook-dingding-talk.jar \
SKYWALKING_ WEBHOOK_CONFIG_DIR=/skywalking/config

RUN mkdir -p ${SKYWALKING_WORK _SPACE}/webhook && \
mkdir ${SKYWALKING WEBHOOK CONFIG_DIR}

COPY ${APP_NAME} ${SKYWALKING WORK_SPACE}/webhook

COPY start.sh ${SKYWALKING WORK_SPACE}

RUN chmod 775 ${SKYWALKING WORK SPACE}/start.sh && \
chmod 775 ${SKYWALKING_WORK _SPACE}/webhook/${APP_NAME}

WORKDIR ${SKYWALKING WORK_SPACE}
EXPOSE 8080
CMD ["/skywalking/start.sh"]

k8s&fEwebhook

apiVersion: v1
kind: ConfigMap
metadata:
name: dingtalk-configmap
namespace: skywalking
data:
application.properties: |-
server.port=8080
dingtalk.webhook=https://oapi.dingtalk.com/robot/send?access token=d22a21469b4acd9
OXXXXXX
dingtalk.secret=SEC8d8ccc523755feefOxxxxxxxxx
apiVersion: apps/v1
kind: Deployment
metadata:
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labels:
app: skywalking-webhook
name: skywalking-webhook-dingdingtalk
namespace: skywalking
spec:
replicas: 1
selector:
matchLabels:
app: skywalking-webhook
template:
metadata:
labels:
app: skywalking-webhook
spec:
containers:
- name: skywalking-webhook

image: hub.deepsight.cloud/skywalking/skywalking-webhook-dingtalk:v0.1

imagePullPolicy: IfNotPresent
ports:
- containerPort: 8080
name: http
protocol: TCP
volumeMounts:
- mountPath: /skywalking/config
name: dingtalk-volume
volumes:
- name: dingtalk-volume
configMap:
name: dingtalk-configmap

apiVersion: v1
kind: Service
metadata:
labels:
app: skywalking-webhook
name: skywalking-webhook-service
namespace: skywalking
spec:
ports:
- name: http
port: 8080
protocol: TCP
targetPort: 8080
selector:
app: skywalking-webhook
type: ClusterlP

5. uitBXS&IFHE

CPM: B ME KA RRR0REL

SLA: IRSERIMY (FR: SLA, £FR: service level agreement)
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BofEL: skywalking®EP50, P90, PISXFAR, #MEED NI,

B A= MFEAUESES S, BEEMEANE, TLEENTXMENMERNERESZANESZZ
, RMEAERERSX B ERINATE DL,

24 2RFSNEE, BEDZ/\THAZBKTE0D, FBANTFENLIDNE XM MEAES
i, B\ +EDEEZR60;

Bl e, FR7B22H, 145601 XM Y EIRIRETRIRINFITERKE, B50%891E KM AT
{KF60ms, B75%HNiEKIIMNATEIEKT60ms, B90%HEKIEN AT EETF550ms, HI5%HIEK
N AFEMETF550ms, B99%HiE kAT EHEKF550ms

alobal Response Latency ( percentile in ms =

@ P50 @ P75 © PS0 @ P95 @ P99

04-08 15
P50: 40

P75: 170
® P90: 680
P95: 1,100
® P99: 23,170
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