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kong

cm.yaml

apiVersion: v1
kind: ConfigMap
metadata:
name: kong-config
namespace: kong
labels:
addonmanager.kubernetes.io/mode: Reconcile
data:
nginx_kong.lua: |
return [[
charset UTF-8;

> if anonymous_reports then
${{SYSLOG_REPORTS}}
> end

error_log ${{PROXY_ERROR _LOG}} ${{LOG_LEVEL}};

> if nginx_optimizations then

>-- send_timeout 60s; # default value

>-- keepalive timeout 75s;  # default value

>-- client_body timeout 60s; # default value

>-- client_header_timeout 60s; # default value

>-- tcp_nopush on; # disabled until benchmarked

>-- proxy_buffer size 128k; # disabled until benchmarked

>-- proxy buffers 4 256k;  # disabled until benchmarked

>-- proxy_busy buffers_size 256k; # disabled until benchmarked
>-- reset_timedout_connection on; # disabled until benchmarked
> end

client max_body size ${{CLIENT_MAX_BODY SIZE}};
proxy_ssl_server_name on;
underscores_in_headers on;

lua_package path '${{LUA PACKAGE_PATH}};;";
lua_package cpath '${{LUA PACKAGE CPATH}};;";
lua_socket_pool_size ${{LUA SOCKET POOL SIZE}};
lua_max_running_timers 4096;
lua_max_pending_timers 16384;

lua_shared dict kong 5m;

Iua shared dlct kong _db _cache ${{MEM_CACHE SIZE};
lua_shared dict kong_db _cache miss 12m;
lua_shared dict kong_locks 8m;

lua_shared _dict kong_process_events 5m;
lua_shared_dict kong_cluster events 5m;
lua_shared dict kong_healthchecks 5m;
lua_shared_dict kong_rate_limiting_counters 12m;
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> if database == "cassandra" then

lua_shared dict kong cassandra  5m;

> end

lua_socket log errors off;

> if lua_ssl_trusted certificate then

lua_ssl_trusted_certificate '${{LUA_SSL_TRUSTED_CERTIFICATE}}';
> end

lua_ssl verify depth ${{LUA SSL VERIFY_DEPTH}};

# injected nginx_http_* directives

> for _, el in ipairs(nginx_http_directives) do
$(el.name) $(el.value);

> end

init_ by lua block {
Kong = require 'kong’
Kong.init()

}

init worker by lua block {
Kong.init_worker()
}

> if #proxy listeners > 0 then
upstream kong_upstream {
server 0.0.0.1;
balancer by lua block {
Kong.balancer()
}
> if upstream_keepalive > 0 then
keepalive ${{UPSTREAM KEEPALIVE}};
> end

}

server {
server_name kong;
> fori = 1, #proxy listeners do
listen $(proxy listeners[i].listener);
> end
error_page 400 404 408 411 412 413 414 417 494 /kong_error_handler;
error_page 500 502 503 504 /kong_error_handler;

access_log ${{PROXY ACCESS LOG}};
error_log ${{PROXY_ERROR LOG}} ${LOG_LEVEL}};

client_body buffer size ${{CLIENT BODY BUFFER SIZE}};

> if proxy_ssl_enabled then
ssl_certificate ${{SSL_CERT}};
ssl_certificate key ${{SSL CERT KEY}};
ssl_protocols TLSv1.1 TLSv1.2 TLSv1.3;
ssl_certificate_by lua_block {
Kong.ssl_certificate()
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}

ssl_session_cache shared:SSL:10m;
ssl _session tlmeout 10m;
ss|_prefer server ciphers on;
ssl_ciphers ${{SSL_CIPHERS}};

> end

> if client_ssl then
proxy ssl certificate ${{CLIENT SSL CERT}};
proxy_ssl_certificate_key ${{CLIENT SSL CERT KEY}};
> end

real_ip_header  ${{REAL_IP_HEADER}};
real_ip_recursive ${{REAL_IP_RECURSIVE}};
> fori = 1, #trusted ips do
set real_ip_from $(trusted_ipsli]);
> end

# injected nginx_proxy_* directives

> for , el in ipairs(nginx_proxy directives) do
$(el. name) $(el.value);

> end

location / {
default_type ;

set $ctx_ref ;

set $upstream_host "
set $upstream_upgrade Y
set $upstream_connection "
set $upstream_scheme ;
set $upstream _uri

set $upstream x_forwarded for "
set $upstream x forwarded proto ';
set $upstream x forwarded host ";

set $upstream x forwarded port ";

rewrite_by lua block {
Kong.rewrite()

}

access by lua block {
Kong.access()

}

proxy_http_version 1.1;

proxy set header Host $upstream_host;
proxy set header Upgrade $upstream_upgrade;
proxy set header Connection $upstream_connection;

proxy set header X-Forwarded-For $upstream x forwarded for;
proxy set header X-Forwarded-Proto $upstream x forwarded proto;
proxy set header X-Forwarded-Host $upstream x forwarded host;
proxy set header X-Forwarded-Port $upstream x forwarded port;
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proxy set header X-Real-IP $remote_addr;

proxy pass header Server;
proxy pass header Date;
proxy ssl name  $upstream host;

proxy_pass $upstream_scheme://kong_upstream$upstream_uri;

header filter by lua block {
Kong header fllter()

}

body filter by lua_block {
Kong.body filter()
}

log by lua block {
Kong.log()
}
}

location = /kong_error_handler {
internal;
uninitialized variable warn off;

content by lua block {
Kong. handle _error()

}

header filter by lua block {
Kong header fllter()

}

body filter by lua block {
Kong.body filter()

}

log_by lua_block {
Kong.log()

}
}

> end

> if #admin_listeners > 0 then
server {
server name kong_admin;
> fori = 1, #admin_listeners do
listen $(admin_listenersJi].listener);
> end

access log ${{ADMIN_ACCESS LOG}};
error log ${{ADMIN_ERROR_LOG}} ${{LOG_LEVEL}};

client_max_body_size 10m;
client_body buffer size 10m;
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> if admin ssl enabled then
ssl_certificate ${{ADMIN_SSL_CERT}};
ssl certlflcate - key ${{ADMIN SSL CERT _KEY};
ssl_protocols TLSv1.1 TLSv1.2 TLSv1.3;

ssl_session_cache shared:SSL:10m;
ssl _session tlmeout 10m;
ss|_prefer server ciphers on;
ssl_ciphers ${{SSL_CIPHERS}};

> end

# injected nginx_admin_* directives

> for _, el in ipairs(nginx_admin_directives) do
$(el.name) $(el.value);

> end

location / {
default_type application/json;
content_by lua_block {
Kong.serve admin _api()
}
}

location /nginx_status {
internal;
access_log off;
stub_status;

}

location /robots.txt {
return 200 'User-agent: *\nDisallow: /';
}
}

> end

11
kong.yaml

apiVersion: apps/v1
kind: Deployment
metadata:
name: kong
namespace: kong
spec:
replicas: 1
selector:
matchLabels:
app: kong
template:
metadata:
labels:
name: kong

app: kong
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spec:
tolerations:
- key: "node.kubernetes.io/unreachable”
operator: "Exists”
effect: "NoExecute”
tolerationSeconds: 60
- key: "node.kubernetes.io/not-ready"
operator: "Exists"
effect: "NoExecute”
tolerationSeconds: 60
terminationGracePeriodSeconds: 0 # SEIZRIMIBR
initContainers:
# hack to verify that the DB is up to date or not
# TODO remove this for Kong >= 0.15.0
- name: wait-for-migrations
image: hub.sky-cloud.net/k8s/kong:1.0.3
imagePullPolicy: IfNotPresent
command: [ "kong", "migrations”, "list" ]
env:
- name: KONG_ADMIN_LISTEN
value: 'off'
- name: KONG_PROXY _LISTEN
value: 'off'
- name: KONG_PROXY_ACCESS LOG
value: "/dev/stdout”
- name: KONG_ADMIN_ACCESS LOG
value: "/dev/stdout”
- name: KONG_PROXY_ERROR LOG
value: "/dev/stderr"
- name: KONG_ADMIN _ERROR LOG
value: "/dev/stderr"
- name: KONG_PG_HOST
value: postgres-0.postgres.postgres
- name: KONG_PG_PORT
value: '5432'
- name: KONG_PG_DATABASE
value: kong
- name: KONG_PG_USER
value: kong
- name: KONG_PG_PASSWORD
value: kong
- name: KONG_PLUGINS
value: jwt-keycloak,oidc,acl,aws-lambda,azure-functions,basic-auth,bot-detection,correl
tion-id,cors,datadog,file-log,hmac-auth,http-log,ip-restriction jwt,key-auth,|dap-auth,loggly,o
uth2,post-function,pre-function,prometheus,rate-limiting,request-size-limiting,request-termi
ation,request-transformer,statsd,syslog,tcp-log,udp-log,zipkin
- name: TZ
value: Asia/Shanghai
resources:
limits:
memory: 1024Mi
requests:
memory: 1024Mi
volumeMounts:
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- name: tz
mountPath: /etc/localtime
hostAliases:
- ip: "192.168.1.225"
hostnames:
- "nginx-service"
- "nap.sky-cloud.net"
containers:
- name: kong-proxy
image: hub.sky-cloud.net/k8s/kong:1.0.3
imagePullPolicy: IfNotPresent
env:
- name: KONG_PG_HOST
value: postgres-0.postgres.postgres
- name: KONG_PG_PORT
value: '5432'
- name: KONG_PG_DATABASE
value: kong
- name: KONG_PG_USER
value: kong
- name: KONG_PG_PASSWORD
value: kong
- name: KONG_PROXY ACCESS LOG
value: "/dev/stdout”
- name: KONG_PROXY ERROR LOG
value: "/dev/stderr"
- name: KONG_ADMIN_LISTEN
value: '0.0.0.0:8001, 0.0.0.0:8444 ssl'
- name: KONG_PLUGINS

value: jwt-keycloak,oidc,acl,aws-lambda,azure-functions,basic-auth,bot-detection,correl
tion-id,cors,datadog,file-log,hmac-auth,http-log,ip-restriction jwt,key-auth,|dap-auth,loggly,o
uth2,post-function,pre-function,prometheus,rate-limiting,request-size-limiting,request-termi

ation,request-transformer,statsd,syslog,tcp-log,udp-log,zipkin

ports:

- name: proxy
containerPort: 8000
protocol: TCP

- name: proxy-ssl
containerPort: 8443
protocol: TCP

- name: kong-admin
containerPort: 8001

livenessProbe:
failureThreshold: 3
httpGet:

path: /status

port: 8001

scheme: HTTP
initialDelaySeconds: 30
periodSeconds: 10
successThreshold: 1
timeoutSeconds: 1

readinessProbe:

failureThreshold: 3
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httpGet:
path: /status
port: 8001
scheme: HTTP
periodSeconds: 10
successThreshold: 1
timeoutSeconds: 1
volumeMounts:
- name: tz
mountPath: /etc/localtime
volumeMounts:
- hame: nginx
subPath: nginx_kong.lua
mountPath: /usr/share/lua/5.1/kong/templates/nginx_kong.lua
volumes:
- name: tz
hostPath:
path: /etc/localtime
- name: nginx
configMap:
name: kong-config
items:
- key: nginx_kong.lua
path: nginx_kong.lua

svc.yaml

apiVersion: v1
kind: Service
metadata:
name: kong
namespace: kong
spec:
externallPs: # FE5EServiceZEIMRIP
- 192.168.30.51 # 1P
ports:
- name: kong-proxy
port: 8000
targetPort: 8000
protocol: TCP
- name: kong-proxy-ssl
port: 8443
targetPort: 8443
protocol: TCP
- name: kong-admin
port: 8001
targetPort: 8001
protocol: TCP
selector:

app: kong

konga
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apiVersion: v1
kind: Service
metadata:
name: konga
namespace: kong
spec:
externallPs: # ZF=ServiceZ|7MRIP
- 192.168.30.51 #1P
ports:
- name: konga
port: 1337
targetPort: 1337
protocol: TCP
selector:
app: konga

apiVersion: apps/v1
kind: Deployment
metadata:
name: konga
namespace: kong
spec:
replicas: 1
selector:
matchLabels:
app: konga
template:
metadata:
labels:
name: konga
app: konga
spec:
tolerations:
- key: "node.kubernetes.io/unreachable”
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 60
- key: "node.kubernetes.io/not-ready"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 60
terminationGracePeriodSeconds: 0 # SEIZAMMER
containers:
- name: konga
image: hub.sky-cloud.net/k8s/konga:0.14.7
imagePullPolicy: IfNotPresent
env:
- name: DB_ADAPTER
value: "postgres”
- name: DB_HOST
value: "postgres-0.postgres.postgres” //Bc & _E{REUEEERYMELE
- name: DB_PORT

JRChERE: 1E K8S A kong RS MIK


https://ld246.com/article/1617939431355

value: "5432"

- name: DB_USER
value: "konga"

- name: DB_ PASSWORD
value: "rO0tme"

- name: DB_ DATABASE
value: "konga"

- name: NODE_ENV
value: "production”

ports:

- name: konga
containerPort: 1337
protocol: TCP

volumeMounts:

- hame: tz
mountPath: /etc/localtime

volumes:
- hame: tz

hostPath:

path: /etc/localtime
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ice entities, as the name impiies, are abstractions of each of your own upstream services. Exary

+ ADD NEW SERVICE

bl ¥
—l)

MRS, BEXA RS Ahost w1,

Service Detail )
@ Service details

"’ Routes

@ Plugins Name  sky-nap

22 Eligible consumers (el

Description
Tags

Protocol http

http
hitps

Host  nap-service sky

Port 8801

8o

Path  fapi/sky-nap
F!.etnas 5
Connect '[I'!'l.'IEOut &0000
=
—_l

mif_FE/IRoutes FHX MRS EEHREI—urligiE
EEFPathsZ /g, BEAIFAILUBTIESHXNMNSREERT

JESCHESE: £ K8S A kong MRS M


https://ld246.com/article/1617939431355

© Route detalls

B
a2 i ors [[TD * For hosty patha. methods and protocols. press enter o spply swerny walue you type
MName
Haosts
Paths faplisky-nap X
asts  path
methods
Https redirect status code
HTTR HTTPS  Location
426
Regex priority
regex_priority
created_at
o
Methods

GET X POST X PUT X PATCH X DELETE X

hosts . paths methods

L]

XIS

1:cumentation

X R ERAYERkongRES RS BZEAL T ljoy

JESZiEE: 7E K8S LA kong ARSI


https://ld246.com/article/1617939431355

