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system-view

hosthame

sysname USG6000V2
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save all

RErunningfic&

display current-configuration all

interface

display interface

interface GigabitEthernet0/0/0
undo shutdown
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ip binding vpn-instance default

ip address 192.168.1.60 255.255.255.0
service-manage http permit
service-manage https permit
service-manage ping permit
service-manage ssh permit
service-manage snmp permit
service-manage telnet permit
service-manage netconf permit

Logging
display logbuffer

address (group)

display ip address-set all

ip address-set hello type object
address 0 11.10.1.0 mask 25

ip address-set ttttt type group
description asdasd
address range 10.10.12.2 10.10.12.10
address address-set addr
address address-set kkk
address address-set uuu

address range 10.10.123.2 10.10.123.10

service (group)
display ip service-set all

ip service-set fdf type object
description tgasfasd

service protocol tcp source-port 0 to 2 destination-port 0 to 65
service protocol udp source-port 0 to 655 destination-port 0 to 65535
service protocol tcp source-port 0 to 76 destination-port 88 to 999
service protocol tcp source-port 666 destination-port 777 to 4564

service protocol icmp icmp-type 8 9
service protocol 111

service protocol icmp icmp-type host-unreachable

ip service-set zxvasfasfsafa type group
description asdasdsd
service service-set ad
service service-set ah
service service-set bgp
service service-set discard-tcp

Zone
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display zone

firewall zone trust
set priority 85
add interface GigabitEthernet0/0/0

firewall zone name aaa
set priority 20

application
display application user-defined

sa
user-defined-application name UD 3333

description ada

data-model browser-based

label Productivity-LossEvasiveTunnelingSupports-VideoSocial-ApplicationsNetwork-Storag
Database

rule name zxc

protocol tcp

ip-address 2.2.2.2

port 3333

signature context packet direction both plain-string vva field General-Payload

rule name aaz

port 6600

signature context packet direction request regular-expression "aaa?" field General-Payload

rule name azxc

ip-address 2.2.2.2

port 55

port 66

port 44

undo signature

policy
display security-policy all

security-policy
rule name dfsd

description fdsdfd
source-zone trust
source-zone local
destination-zone aaa
destination-zone untrust
source-address address-set addr
source-address address-set asdf
destination-address address-set addr
destination-address address-set fangcong
service ad
service ah
application app HTML2JPG_Enterprise_Version
application category Business Systems sub-category Auth_Service

B 29 USG6000 ZRFIBHNIEHELS


https://ld246.com/article/1612436458265

application app-group dvsd
time-range time1

profile av zxcss

profile ips web_server
action permit

policy logging

session logging

session aging-time 324
long-link enable

long-link aging-time 3243

timeRange
display time-range all
time-range abc
period-range 01:30:00 to 23:00:00 Wed Tue Mon

absolute-range 00:00:00 2019/10/9 to 00:00:00 2019/10/10
absolute-range 00:00:00 2019/10/15 to 00:00:00 2019/10/24

huawei usg Configuring NAT

Static NAT (1331)

{s§iF3static nat SkiH1T B RYBIHEEE
%% cisco asa 192.168.1.204

2O i Managementd/0
nameif management

security-level @
ip address 192.168.1.204 255.255.255.0
5 . £ 2 o [ ]

interface GigabitEthernet0/0

nameif untrust

security-level 0

ip address 172.16.205.1 255.255.255.0

1%%&:huawei usg 192.168.1.205
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security-policy

rule name untrust 2 dmz cOdbd

description create by NAP 97e5819c¢-2c2c-435b-9e29-5e40d8715f9a
source-zone untrust

destination-zone dmz

source-address address-set WS 172.16.205.1 32
destination-address address-set ws_10.1.206.1

service Any

action permit

nat server untrust 2 dmz b9fe1 global 12.1.214.33 inside 10.1.206.1
ciscoig g FigEIRH:

route untrust 12.1.214.0 255.255.255.0 172.16.205.254 1

fEcisco_tping 12.1.214.33
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Source NAT
TENAT AR TSI R M EA L EE FIFARItBYES ] Internet, REESIGHR M EAIRSCHIIERIPEIFARI L
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nat-policy
[USG6000V2-policy-nat]
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rule name snat1
[USG6000V2-policy-nat-rule-snat1]

description test
[USG6000V2-policy-nat-rule-snat1]
destination-zone untrust
[USG6000V2-policy-nat-rule-snat1]

source-zone trust
[USG6000V2-policy-nat-rule-snat1]
source-address address-set WS 192.168.1.11 32
[USG6000V2-policy-nat-rule-snat1]
destination-address address-set WS 2.3.1.120 32
[USG6000V2-policy-nat-rule-snat1]

service TCP_241
[USG6000V2-policy-nat-rule-snat1]

action nat address-group test2 //test2 gttt BB EAYthE
[USG6000V2-policy-nat-rule-snat1]

Destination NAT

EINATH =R

« BERINATEEEEYRMANAT ServertiEBAS. HRMANATSSRNATARN, NRMMESRNORMitHSARSOEIHFERE, IREEseSEENSARPEERSBIFWV
. ENFWRETSIEE.

B AMip12.1.214.33/94431m 0 BREFZIFARIp 10.1.206.149999
nat server untrust 2 dmz_b9fel protocol tcp global 12.1.214.33 443 inside 10.1.206.1 9999

FTLARR 1= @I nat-serverfy /5 Tk  TdnathVEc &
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