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1.1 Z£EAR

o NEHEMZES (Intrusion Detection Systems) : 2RISR, £, ELRER
ggﬁg@ggﬁﬁt FEIRMUREIIERNE T, BREEH IS SIB I SR KRR, —R
=] T

o NBBEIES (Intrusion Prevention System) : LUEBRIER TIE, DFEUESNNEN: &d
&, IERREE. KD, EH. REmRSHTERIIOITERT, EAEANGITABEMEIFLAE
. EMmEMERIFNEBHNTE, —RERATELSELFR

o [okiE ( FireWall ) : BRESIhAEE, TIEEMSSEHENIDLL, HHMERFNHNEESET—E
MNEE, HAEPCEERIN A EERINE A T AR TR IR —AThse A, EAR_LASCIERZEEIA
7R‘F9€%@qﬁ: B EAE, RIFMSITFRIARIREE, S5 R 2INNIBRETREDMZ (demilitarize
zone) %%

RS

TIZ2RNX ERIBa7KES: BakiE (Waterwall) , SBaXIEERS, 2—FpElLLREEERNZ S MR
MLE. IMERIEO. FENRIAFTEIWWEAREEHRNESEHRR. KR XHX UMt EN&R, 581
=oh. ERHTEEBIF. ESHESER. IR e R EBIMNER SRR,
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1.2 faKR1ERY2E

BRIFEERIS :

o THIBKEE: BRSSEENZR—EE

o WSROI BRSSIEEAFKIE—MIRI B
M A RS:

o TEMHRANIE: T BRHRBISCINER D IhRERIB XIS, B— e TIREETE4SCEL, W: £,
RS, BHER, 2%, iR=R Checkpoint, NetScreen(Juniper20049F40{Z3EToie) S

o IHFIXIE: IETTEAEEFaZ LAIBGKIERINARE, Windows Bkl ISA --> Forefront
MG

YRR -
o MLEERANES: OSHEEITRIUER, NIRAITERSKIE
o AR KIE/RIBRSSEE: proxy RIERIX, OSHEEILE
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M EXSEIRCAHATIERE, SERIKIERRGNRENITEER, SFrpaEspIR (ACL) , &
WEHIEATES NSRRI, BROtLE, FrAROSHMYKEEFRR, SN AEKHER
RFZEIEEEY

flis: MAPRRIER, LEEERESTFHR

R TEGENRAELNE, RSF

RIFRERG XS
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Proxy Server
Rz FRER K S /ACERARSS BEP IR, BARAERARSS=E (Proxy Server)
1SR SR K S AR 2R B (SRR 3 /IR
RSN FBFRYEIEE B IERSS 2 ERY "HEEE" KSCH
iR ENAENEEHTIREG, kRS
R IEINEAkIERI SR,
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2 Linux fXIBRYEZIAR

2.1 Netfilter

Linuxpa iS22/ Netfilter B{HEMRY, Netfilter TYEENZSSE, ERElinuxpiZzE Netfilter £Lin
X 2.4x2Z [EFr—RBOLInuxBE KBNS, RlinuxIZBI— 1N F&ES. NetfilterRBERGIRT, BE
FHIETY FetE, IR ESTMNERZNSANEEELR. Netfilter SIPINUKRETERES, HAF
FIERIFI TS, HbuliEi, QMIBEIRME

NetfilterB/34: https://netfilter.org/documentation/

[17:28:01 root@centos8 ~]#grep -m 10 NETFILTER /boot/config-4.18.0-193.el8.x86_64
CONFIG_NETFILTER=y

CONFIG_NETFILTER_ ADVANCED=y

CONFIG_BRIDGE_NETFILTER=m

CONFIG_NETFILTER INGRESS=y

CONFIG_NETFILTER NETLINK=m

CONFIG_NETFILTER_ FAMILY BRIDGE=y

CONFIG_NETFILTER_ FAMILY_ARP=y

# CONFIG_NETFILTER NETLINK _ACCT is not set
CONFIG_NETFILTER_NETLINK QUEUE=m

CONFIG_NETFILTER_NETLINK LOG=m

[17:35:40 root@centos7 ~]#grep -m 10 NETFILTER /boot/config-3.10.0-1127.el7.x86_64
CONFIG_NETFILTER=y

# CONFIG_NETFILTER DEBUG is not set

CONFIG_NETFILTER_ ADVANCED=y
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CONFIG_BRIDGE_NETFILTER=m
CONFIG_NETFILTER_NETLINK=m
CONFIG_NETFILTER_NETLINK ACCT=m
CONFIG_NETFILTER_NETLINK QUEUE=m
CONFIG_NETFILTER_NETLINK LOG=m
CONFIG_NETFILTER_NETLINK QUEUE CT=y
CONFIG_NETFILTER_SYNPROXY=m

ERLinuE(THAETE
2.2 fpKIETHNE

2.2.1 iptables

HXEBiptablesi®#trIas ST TR, TIFERFTIAE, ARESMAN, SHFRIMNIBIEEetfilter
SFREAIAEGNIEEEE

[17:34:38 root@centos8 ~]#rpm -qi iptables

Name : iptables

Version :1.84

Release :10.el8

Architecture: x86 64

Install Date: Thu 17 Dec 2020 05:01:47 PM CST

Group : Unspecified

Size : 1974473

License : GPLv2 and Artistic 2.0 and ISC

Signature : RSA/SHA256, Sun 26 Apr 2020 10:09:33 AM CST, Key ID 05b555b38483c65d
Source RPM : iptables-1.8.4-10.el8.src.rpm

Build Date : Fri 24 Apr 2020 09:51:59 PM CST

Build Host : x86-01.mbox.centos.org

Relocations : (not relocatable)

Packager :CentOS Buildsys

Vendor  :CentOS

URL : http://www.netfilter.org/projects/iptables

Summary : Tools for managing Linux kernel packet filtering capabilities
Description :

The iptables utility controls the network packet filtering code in the
Linux kernel. If you need to set up firewalls and/or IP masquerading,
you should either install nftables or this package.

Note: This package contains the nftables-based variants of iptables and
ip6tables, which are drop-in replacements of the legacy tools.

jeffl: wiziptablesiservice@

[17:36:01 root@centos7 ~]#yum install iptables-services.x86 64
[17:38:32 root@centos7 ~]#rpm -gl iptables-services
/etc/sysconfig/ip6tables

/etc/sysconfig/iptables
/usr/lib/systemd/system/ip6tables.service
/usr/lib/systemd/system/iptables.service
/usr/libexec/initscripts/legacy-actions/ip6tables
/usr/libexec/initscripts/legacy-actions/ip6tables/panic
/usr/libexec/initscripts/legacy-actions/ip6tables/save
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/usr/libexec/initscripts/legacy-actions/iptables
/usr/libexec/initscripts/legacy-actions/iptables/panic
/usr/libexec/initscripts/legacy-actions/iptables/save
/usr/libexec/iptables
/usr/libexec/iptables/ip6tables.init
/usr/libexec/iptables/iptables.init

2.2.2 firewalld

MCentOS 7 IRFFHASIN T #FitRImEETE
R4S

e firewalld

e firewalld-config

ENETH:
o firewall-cmd #3817 TH
o firewall-config B, T{E

2.2.3 nftables (Z|E=)

NetfilterfE RGN AMIB I T B hook(AF) function(INPUT, OUTPUT. FORWARD. PRE
OUTING, POSTROUTING), MiXE“hook function@BFAFK, BFRILUET— M ST A (ipt
bles) MESAMNBEEITERER (table) Brk, BiEHIPEGIEAMUE (rules) , FMUHES
HESE (chain) E

#27: M Linux kernel 4.2 kixLAfS, Netfilter #ZEprerouting BIII T — ingress Z)FRE], SJLAE
XMHOAOEERISEREE2ENRE, XN FHEELTEEHER, EX LR tc wd (REEH
B) p98m

=R

o RAZAAN: PREROUTING --> INPUT-->FFZSaHE

o SRHAN: FIFPZSEN#FE -->O0UTPUT--> POSTROUTING

e 5% . PREROUTING --> FORWARD --> POSTROUTING

2.3 iptablesAY¢HR%

iptablesfiF M ktablef1RMiEchain R —EERINIZE By,
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a

raw }
=
Destinatio
*’ &&=~

filter
mangle
. Y~ LO(._‘.ALHOST )j £/

%% chain:

e REHE: BMRERINT—MEFRE

o BEMHE: RATHAEMRHTT Barhs, USTHERERIRMINEREIENF; REHook#BFH
BEMER, AEX

FMMAEEchain:
INPUT,OUTPUT,FORWARD,PREROUTING,POSTROUTING

RN FEtable: filter, nat, mangle, raw, security

o filter: ITIERMINIZR, RIEFUE YRS EFAFSRARIEIEE, AR

e nat: network address translation HbHHEIRFINIZR

e mangle: {EXEUEIRCAMNIZR

o raw: XFAGARNERZIREE], INRETEZHEKITERE

e security: FATFSEHEIAENES (MAC) WZAMN, HLinuxZEiER (A0SELinux) SEH

iSRS ENRAIRRE -
security -->raw-->mangle-->nat-->filter

RINGERIRIKFR
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| raw ® | mangle 3% | nat & filter &
\‘ ------ | ------ ‘ ------ :q'l,‘l % ;:Qmij
PREROUTING## | PREROUTING# ||| PREROUTING % ||| 2%
B3I MM
| OUTPUTH 4 POSTROUTINGH# HPOSTROUTING ## & NEUT
INPUT ## 4 OUTPUT # ~{ FORWARD ##
OUTPUT # . INPUT | OUTPUT &
FORWARD #
iR SR ILERE
e raw: OUTPUT — =
—(_ A% [#HLME%&E ] = (P&
ST ﬁ_ mangle: OUTPUT — i
mangle: INPUT —! e ] i
Nk BT filter: OUTPUT -
nat: INPUT j i
filter: INPUT ' g
] : H
—|raw: PREROUTING = P \ ¥
[d \ mangle: FORWARD - mangle: POSTROUTING
mangle: PREROUTING — = |k | =
# filter: FORWARD =~ nat: POSTROUTING f
nat: PREROUTING - / PO

AR anERdE

-

o Y MUREHAR-ER, HIEQE%IEAPREROUTINGSE, MZIBERRGENIPHNEESS

iEhE

o IREUEGARHAFIN, LIRERSOEERTHE, FAINPUTHE, HiEEIIAINPUTHERS
(FHUHEHAEIE., FNLETHEFTINZEEER, XEHREZTOUTPUTHE, ARBIEPO

TROUTING§ESH

o MREFNEEEELLEN, BRERAITER, BIREMERE®H, SIFORWARDEE, AEE

POSTROUTING##si

2.4 netfilter RERIE
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