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LB FEUKER:

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-data-redis </artifactld >
<version>2.3.3.RELEASE</version>

</dependency>

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-configuration-processor</artifactld >
<version>2.3.3.RELEASE < /version>
<optional>true</optional>

</dependency>

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-security </artifactld >
<version>2.3.3.RELEASE < /version>

</dependency>

<dependency>
<groupld>io.springfox</groupld>
<artifactld>springfox-swagger2 </artifactld >
<version>2.9.2</version>

</dependency>

<dependency>
<groupld>io.springfox</groupld>
<artifactld>springfox-swagger-ui</artifactld>
<version>2.9.2</version>

</dependency>

<dependency>
<groupld>io.jsonwebtoken</groupld>
<artifactld>jjwt</artifactld>
<version>0.9.1</version>

</dependency>

Securitytz/(LEiE

import com.base.common.utils.Md5Utils;

import com.base.web.config.security.filter.JwtAuthenticationTokenFilter;

import com.base.web.config.security.handler.*;

import com.base.web.service.UserService;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.security.config.annotation.authentication.builders.Authenticatio
ManagerBuilder;

import org.springframework.security.config.annotation.web.builders.HttpSecurity;

import org.springframework.security.config.annotation.web.configuration.WebSecurityConfig
rerAdapter;

import org.springframework.security.config.http.SessionCreationPolicy;

import org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder;

import org.springframework.security.crypto.password.PasswordEncoder;
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import org.springframework.security.web.authentication.UsernamePasswordAuthenticationFil
er;

import org.springframework.web.cors.CorsConfiguration;

import org.springframework.web.cors.CorsConfigurationSource;

import org.springframework.web.cors.Ur|BasedCorsConfigurationSource;

import javax.annotation.Resource;
import java.time.Duration;

import static java.util.Collections.singletonlList;

/**

* Security config

* @author ming

* @version 1.0.0

* @date 2021/1/13 15:04

**/

@Configuration

public class SecurityConfig extends WebSecurityConfigurerAdapter {

@Resource
private UserService userService;

@Resource
private CustomAuthenticationFailureHandler authenticationFailureHandler;

@Resource
private CustomAuthenticationSuccessHandler authenticationSuccessHandler;

@Resource
private CustomAuthenticationEntryPointHandler authenticationEntryPointHandler;

@Resource
private CustomLogoutSuccessHandler logoutSuccessHandler;

@Resource
private CustomAccessDeniedHandler accessDeniedHandler;

@Resource
private JwtAuthenticationTokenFilter authenticationTokenfFilter;

/**

* BCryptPasswordEncoder

*/

@Bean

public PasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder();

}

/**

* Implementation of user defined password encryption
*/

@Bean
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public PasswordEncoder customPasswordEncoder() {

return new CustomPasswordEncoder();

}

/**

* B E
*/

@Bean

public CorsConfigurationSource corsConfigurationSource() {
UrlBasedCorsConfigurationSource source = new UrlBasedCorsConfigurationSource();
CorsConfiguration configuration = new CorsConfiguration();

configuration.setAllowCredentials(true);

configuration.setAllowedOrigins(singletonList("*"));
configuration.setAllowedMethods(singletonList("*"));
configuration.setAllowedHeaders(singletonList("*"));
configuration.setMaxAge(Duration.ofHours(1));
source.registerCorsConfiguration("/**", configuration);

return source;

}

/**
* URL whitelist
*/
private static final String[] AUTH_WHITELIST = {
// -- swagger ui
"/v2/api-docs”,
"/swagger-resources/**",
"/swagger-resources/configuration/ui”,
"/swagger-resources/configuration/security”,
"/swagger-ui.html/**",
"/css/**,
"[js/**",
"/images/**",
"/webjars/**",
"**/favicon.ico”,
A
"/csrf",
// -- user & common
"/user/registry”,

"/user/login”,
"/user/logout”,
"/common"
|3
/**
*OEE

* @param http HttpSecurity
* @throws Exception e

*/

@Override

protected void configure(HttpSecurity http) throws Exception {

http.formLogin()
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/BT RO

//.loginPage("/login_page")
JoginProcessingUrl("/user/login")
//ENERES, FAFPEM key, BAIAZ username
.usernameParameter("username")
[IENERE, BFPZERBH key, BAIAS password
.passwordParameter("password")
/BRI
.successHandler(authenticationSuccessHandler)
/SRR E
failureHandler(authenticationFailureHandler)
permitAll()

.and()

/&N

Jogout()

JogoutUrl("/user/logout”)

//EREMER

.clearAuthentication(true)
JogoutSuccessHandler(logoutSuccessHandler)
permitAll()

.and()

VoA =1

.cors()
.configurationSource(corsConfigurationSource())
.and()

//BUBEB RSN

.csrf().disable()

//ETFjwt, RFEEsession
.sessionManagement()
.sessionCreationPolicy(SessionCreationPolicy.STATELESS)
//UriIB&g &8

.and()

.authorizeRequests()
.antMatchers(AUTH_WHITELIST)

permitAll()

.anyRequest()

.authenticated();

/| BR%EF

http.headers().cacheControl();

// FIJWT filter

http.addFilterBefore(authenticationTokenFilter, UsernamePasswordAuthenticationFilter.c
ass);

//7ctokengiE tokenFERAHIMERALIE

http.exceptionHandling()
.authenticationEntryPoint(authenticationEntryPointHandler)
.accessDeniedHandler(accessDeniedHandler);

}
/**

* BREAFPEEIRS TERuser-details |
* (ALAKRERE. HUEE. loap. HEN) XEEEEN
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*

* @param auth &L EER[/ER, BTFYERAFERMURIES

* @throws Exception e

*/

@Override

protected void configure(AuthenticationManagerBuilder auth) throws Exception {
auth.userDetailsService(userService).passwordEncoder(passwordEncoder());

}

/**
* BREMEIIIESLH (md5)
*/

private static class CustomPasswordEncoder implements PasswordEncoder {

@Override

public String encode(CharSequence plaintext) {
return Md5Utils.md5(String.valueOf(plaintext));

}

@Override

public boolean matches(CharSequence plaintext, String cipher) {
return cipher.equals(Md5Utils.md5(String.valueOf(plaintext)));

}

}

}
2.4b1828CustomAccessDeniedHandler java

import com.base.common.ApiResponse;

import com.base.web.config.security.utils. WebMvcWriter;

import lombok.extern.slf4).SIf4j;

import org.springframework.http.HttpStatus;

import org.springframework.security.access.AccessDeniedException;
import org.springframework.security.web.access.AccessDeniedHandler;
import org.springframework.stereotype.Component;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import java.io.lOException;

/ **
* MR B R B (AR R NBTR AR A A R E R I F )

* @author ming

* @version 1.0.0

* @date 2021/1/15 14:35

**/

@Component

@SIf4j

public class CustomAccessDeniedHandler implements AccessDeniedHandler {

@Override
public void handle(HttpServletRequest request, HttpServletResponse response, AccessDeni
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dException e) throws IOException {
log.error("#EO-> {} <-IFIENRARRE, BREM: {}", request.getRequestURI(), e);
response.setContentType("application/json;charset=UTF-8");
response.setStatus(HttpStatus.FORBIDDEN.value());
ApiResponse resp = ApiResponse.failed(HttpStatus.FORBIDDEN.value(), "tXfRAE!");
new WebMvcWriter().out(response, resp);

}
}

3.CustomAuthenticationEntryPointHandler.java

import com.base.common.ApiResponse;

import com.base.web.config.security.utils.JwtTokenUtils;

import com.base.web.config.security.utils. WebMvcWriter;

import lombok.extern.slf4).SIf4j;

import org.apache.commons.lang3.StringUtils;

import org.springframework.http.HttpStatus;

import org.springframework.security.core.AuthenticationException;
import org.springframework.security.web.AuthenticationEntryPoint;
import org.springframework.stereotype.Component;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import java.io.lOException;

/**
* SHRSELE
* (FRAERERAPNEARRIFITHIS )

* @author ming

* @version 1.0.0

* @date 2021/1/15 14:36

**/

@Component

@SIf4j

public class CustomAuthenticationEntryPointHandler implements AuthenticationEntryPoint {

@Override
public void commence(HttpServletRequest request, HttpServletResponse response, Authen
icationException e) throws |IOException {
String token = request.getHeader(JwtTokenUtils. TOKEN_HEADER);
response.setContentType("application/json;charset=utf-8");
int status = HttpStatus.UNAUTHORIZED.value();
response.setStatus(status);
if (StringUtils.isEmpty(token)) {
String message = "Rig&Token!!";
log.error("#ZOAE]-> {} <-IBKEM: {}, {}", request.getRequestURI(), e, message);
new WebMvcWriter().out(response, ApiResponse.failed(10000 + status, message));
return;

}
if (StringUtils.startsWith(token, JwtTokenUtils. TOKEN PREFIX)) {

token = StringUtils.substring(token, JwtTokenUtils. TOKEN PREFIX.length());
}

String username = JwtTokenUtils.getUsername(token);
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if (StringUtils.isEmpty(username)) {
String message = "1HIASHEAEIE"
log.error("ZOiAE]-> {} <-IBREM: {3, {}", request.getRequestURI(), e, message);
new WebMvcWriter().out(response, ApiResponse.failed(10000 + status, message));
}
}
}

4.CustomAuthenticationFailureHandler.java

import com.base.common.ApiResponse;

import com.base.web.config.security.utils. WebMvcWriter;

import lombok.extern.slf4).SIf4;;

import org.springframework.http.HttpStatus;

import org.springframework.security.authentication.*;

import org.springframework.security.core.AuthenticationException;

import org.springframework.security.core.userdetails.UsernameNotFoundException;
import org.springframework.security.web.authentication.AuthenticationFailureHandler;
import org.springframework.stereotype.Component;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import java.io.|OException;

**

* ERARMALE

* @author ming

* @version 1.0.0

* @date 2021/1/21 14:37

**/

@SIf4j

@Component

public class CustomAuthenticationFailureHandler implements AuthenticationFailureHandler {

@Override
public void onAuthenticationFailure(HttpServletRequest request, HttpServletResponse resp
nse, AuthenticationException e) throws IOException {
log.error("BRINIEXRY: {}", e);
response.setContentType("application/json;charset=utf-8");
response.setStatus(HttpStatus. UNAUTHORIZED.value());
ApiResponse resp;
if (e instanceof BadCredentialsException || e instanceof UsernameNotFoundException) {
resp = ApiResponse.failed(1111, "MK R EZBEAEIR!");
} else if (e instanceof LockedException) {
resp = ApiResponse.failed(1112, "IKF#EHIE, BEHKAEER!");
} else if (e instanceof CredentialsExpiredException) {
resp = ApiResponse.failed(1113, "Z#B138, BEKREER!");
} else if (e instanceof AccountExpiredException) {
resp = ApiResponse.failed(1114, "IKFIidHE, BEAREER!");
} else if (e instanceof DisabledException) {
resp = ApiResponse.failed(1115, "IKF#ZEH, BEAREER!");
} else {
resp = ApiResponse.failed(1116, "BFREM");
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}
new WebMvcWriter().out(response, resp);
}
}

5.CustomAuthenticationSuccessHandler java

import cn.hutool.core.date.DatePattern;

import com.baomidou.mybatisplus.core.conditions.update.UpdateWrapper;
import com.base.common.ApiResponse;

import com.base.common.entity.sys.SysUser;

import com.base.common.handle.RequestHolder;

import com.base.common.utils.lpUtil;

import com.base.common.utils.JsonUtils;

import com.base.common.utils.RedisCacheUtil;

import com.base.web.config.security.utils.JwtTokenUTtils;

import com.base.web.config.security.utils. WebMvcWriter;

import com.base.web.entity.vo.UserlnfoVO;

import com.base.web.service.SysMenuService;

import com.base.web.service.UserService;

import com.github.hiwepy.ip2region.spring.boot.IP2regionTemplate;
import lombok.extern.slf4).SIf4j;

import org.apache.commons.lang3.0bjectUtils;

import org.springframework.http.HttpStatus;

import org.springframework.security.core.Authentication;

import org.springframework.security.core.userdetails.UserDetails;
import org.springframework.security.web.authentication.AuthenticationSuccessHandler;
import org.springframework.stereotype.Component;

import javax.annotation.Resource;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import java.io.|OException;

import java.time.LocalDateTime;

import java.time.format.DateTimeFormatter;
import java.uti.HashMap;

import java.util.Map;

/ **
* ERAIIALIE

* @author ming

* @version 1.0.0

* @date 2021/1/21 14:49

**/

@SIf4j

@Component

public class CustomAuthenticationSuccessHandler implements AuthenticationSuccessHandler

{

@Resource
private UserService userService;

@Resource

B3RS spring-boot security + jwt + redis + swagger B S


https://ld246.com/article/1611372926794

private RedisCacheUtil redisCacheUrtil;

@Resource
private IP2regionTemplate ip2region;

@Resource
private SysMenuService menuService;

@Override
public void onAuthenticationSuccess(HttpServletRequest request, HttpServletResponse res

onse, Authentication auth) throws IOException {

String username = auth.getName();

log.info("FAF-> {} <-BFAIN", username);
response.setContentType("application/json;charset=utf-8");
response.setStatus(HttpStatus.OK.value());

SysUser user = userService.getSysUser(username);

try {
String jwtToken = JwtTokenUtils.createToken(userService.loadUserByUsername(usern

me), false);

// R EFE ER AL
// response.setHeader(JwtTokenUtils. TOKEN HEADER, token);

// refresh user info

user.setLoginlp(lpUtil.getlp(new RequestHolder().getRequest()));
user.setLoginAddress(ip2region.getRegion(user.getLoginlp()));
user.setModifyTime(LocalDateTime.now().format(DateTimeFormatter.ofPattern(DatePa

tern.NORM_DATETIME_PATTERN)));

if (redisCacheUtil.hasKey(jwtToken)) {
//3K{&redis B RItokenfRIFTATRL
String userJson = redisCacheUtil.getString(jwtToken);
UserInfoVO userinfoVO = JsonUtils.parseJsonToObj(userJson, UserInfoVO.class);
UserDetails userDetails = userService.loadUserByUsername(username);
if (ObjectUtils.isNotEmpty(userinfoVO)) {
// RBBRAFFEERIIH
jwtToken = JwtTokenUtils.createToken(userDetails, false);
// TODO: 2021/1/22 iXE A geir FEFHE R SFNERIP
userinfoVO.setJwtToken(jwtToken);
/] RIFh&EF
redisCacheUtil.delete(jwtToken);
redisCacheUtil.setString(jwtToken, JsonUtils.parseObjToJson(userinfoVO), JwtTok

nUtils.EXPIRATION);

Map<String, String> map = new HashMap<>(1);
map.put(JwtTokenUtils. TOKEN HEADER, JwtTokenUtils. TOKEN PREFIX + jwtToke

new WebMvcWriter().out(response, ApiResponse.successful(map));
return;

}
}
/] (ERERIPFIERBIE
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user.setLoginlp(user.getLoginlp());
user.setLoginAddress(user.getLoginAddress());

if (luserService.update(user, new UpdateWrapper< > (user))) {
log.error("FIFP{EEEHRTEM!!");
ApiResponse.failed(2, "FAF{EEEFTELM!!");

}

// WIEBISREIAFERSER AR HERIAEFINE

UserInfoVO userVO = userService.userInfo(user.getUsername());

userVO.setMyMenus(userVO.getRoles());

userVO.setUserRoutes(menuService.getMenuTree(userVO.getMenus()));

userVO.setModifyTime(user.getModifyTime());

userVO.setJwtToken(jwtToken);

redisCacheUtil.setString(jwtToken, JsonUtils.parseObjToJson(userVO), JwtTokenUtils.E
PIRATION);

Map <String, String> map = new HashMap<>(1);
map.put(JwtTokenUtils. TOKEN HEADER, JwtTokenUtils. TOKEN_PREFIX + jwtToken);
new WebMvcWriter().out(response, ApiResponse.successful(map));
} catch (Exception e) {
log.error("BEFIAUERRLE {}", e);
new WebMvcWriter().out(response, ApiResponse.failed(HttpStatus. UNAUTHORIZED.va
ue(), "ElEtokenXKl, IBEEEERIXR"));
}
}
}

6.CustomLogoutSuccessHandler.java

import com.base.common.ApiResponse;

import com.base.common.entity.sys.SysUser;

import com.base.common.enumeration.ResponseMessageEnum;
import com.base.common.exception.BusinessException;

import com.base.common.utils.RedisCacheUtil;

import com.base.web.config.security.utils.JwtTokenUTtils;

import com.base.web.config.security.utils. WebMvcWriter;

import lombok.extern.slf4).SIf4j;

import org.apache.commons.lang3.StringUtils;

import org.springframework.http.HttpStatus;

import org.springframework.security.core.Authentication;

import org.springframework.security.web.authentication.logout.LogoutSuccessHandler;
import org.springframework.stereotype.Component;

import javax.annotation.Resource;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import java.io.lOException;

/**

©EHERE

* @author ming
* @version 1.0.0
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* @date 2021/1/21 14:53

**/

@SIf4j

@Component

public class CustomLogoutSuccessHandler implements LogoutSuccessHandler {

@Resource
private RedisCacheUtil redisCacheUtil;

@Override
public void onLogoutSuccess(HttpServletRequest request, HttpServletResponse response,
uthentication auth) throws IOException {
String token = request.getHeader(JwtTokenUtils. TOKEN_HEADER);
if (token != null && StringUtils.startsWith(token, JwtTokenUtils. TOKEN PREFIX)) {
token = StringUtils.substring(token, JwtTokenUtils. TOKEN PREFIX.length());
} else {
log.error("EHAY, FKig&EToken");
throw new BusinessException("&HELM");
}
String username = JwtTokenUtils.getUsername(token);
log.debug(String.format("%s FIFIEEEH!!", username));
if (redisCacheUtil.hasKey(token)) {
redisCacheUtil.delete(token);

}
log.info("FF-> {} <-ZHALIN", ((SysUser) auth).getUsername());
response.setContentType("application/json;charset=utf-8");
response.setStatus(HttpStatus.OK.value());
//response.sendRedirect("/login_page");
new WebMvcWriter().out(response, ApiResponse.successful(ResponseMessageEnum.US
R LOGOUT SUCCESS.getCode(), ResponseMessageEnum.USER_ LOGOUT SUCCESS.getMsqg()));
}
}

$, N
i iEss
JwtAuthenticationTokenFilter.java

import com.base.common.ApiResponse;

import com.base.common.enumeration.ResponseMessageEnum;

import com.base.common.utils.JsonUtils;

import com.base.common.utils.RedisCacheUtil;

import com.base.web.config.security.utils.JwtTokenUtils;

import com.base.web.config.security.utils. WebMvcWriter;

import com.base.web.entity.vo.UserInfoVO;

import com.base.web.service.UserService;

import lombok.extern.slf4).SIf4;;

import org.apache.commons.lang3.0bjectUtils;

import org.apache.commons.lang3.StringUstils;

import org.springframework.http.HttpStatus;

import org.springframework.security.authentication.UsernamePasswordAuthenticationToken;
import org.springframework.security.core.context.SecurityContextHolder;

import org.springframework.security.core.userdetails.UserDetails;

import org.springframework.security.web.authentication.WebAuthenticationDetailsSource;
import org.springframework.stereotype.Component;
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import org.springframework.web.filter.OncePerRequestFilter;

import javax.annotation.Resource;

import javax.servlet.FilterChain;

import javax.servlet.ServletException;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import java.io.|OException;

/**

* Jwt Token Effectiveness Filter

* @author ming

* @version 1.0.0

* @date 2021/1/15 14:35

**/

@SIf4j

@Component

public class JwtAuthenticationTokenFilter extends OncePerRequestFilter {

@Resource
private UserService userService;

@Resource
private RedisCacheUtil redisCacheUrtil;

@Override
protected void doFilterInternal(HttpServletRequest request, HttpServletResponse response,
FilterChain filterChain) throws ServletException, IOException {
String token = request.getHeader(JwtTokenUtils. TOKEN HEADER);
if (token != null && StringUtils.startsWith(token, JwtTokenUtils. TOKEN PREFIX)) {
token = StringUtils.substring(token, JwtTokenUtils. TOKEN PREFIX.length());
} else {
filterChain.doFilter(request, response);
return;
}

String username = JwtTokenUtils.getUsername(token);

if (username != null && redisCacheUtil.hasKey(token)) {
/3RS redisFHFIFRItokenRIFTETARL
String userJson = redisCacheUtil.getString(token);
UserlnfoVO userinfoVO = JsonUtils.parseJsonToObj(userJson, UserInfoVO.class);
UserDetails userDetails = userService.loadUserByUsername(username);
if (ObjectUtils.isNotEmpty(userinfoVO)) {
// B RFPEFEERTHA
String jwtToken = JwtTokenUtils.createToken(userDetails, false);
// TODO: 2021/1/22 XErgeir T EEFHERMEFIERIP
userlnfoVO.setJwtToken(jwtToken);
/] RIFEF
redisCacheUtil.delete(token);
redisCacheUtil.setString(jwtToken, JsonUtils.parseObjToJson(userinfoVO), JwtToken
tils.EXPIRATION);

response.setHeader(JwtTokenUtils. TOKEN _HEADER, JwtTokenUtils. TOKEN PREFIX +
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wtToken);

}
}
try {
if (username != null && SecurityContextHolder.getContext().getAuthentication() == n
IT) {
UserDetails userDetails = userService.loadUserByUsername(username);
if JwtTokenUtils.validateToken(token, userDetails)) {
UsernamePasswordAuthenticationToken authentication =
new UsernamePasswordAuthenticationToken(userDetails, null, userDetails.g
tAuthorities());
authentication.setDetails(new WebAuthenticationDetailsSource().buildDetails(req
est));

SecurityContextHolder.getContext().setAuthentication(authentication);

}

}
} catch (Exception e) {

log.error("BEIHIE-> {} <-BREM FAIERISHN", request.getRequestURI();

response.setContentType("application/json;charset=UTF-8");

response.setStatus(HttpStatus. UNAUTHORIZED.value());

new WebMvcWriter().out(response, ApiResponse.failed(HttpStatus. UNAUTHORIZED.va
ue(), ResponseMessageEnum.USER TOKEN INVALID.getMsg()));

return;

}

filterChain.doFilter(request, response);

}
}

TR

1.JwtTokenUtils.java

import com.base.common.exception.BusinessException;

import io.jsonwebtoken.Claims;

import io.jsonwebtoken.Jwts;

import io.jsonwebtoken.SignatureAlgorithm;

import org.springframework.security.core.GrantedAuthority;
import org.springframework.security.core.authority.AuthorityUtils;
import org.springframework.security.core.userdetails.UserDetails;

import java.util.Date;
import java.util. HashMap;
import java.util.List;
import java.util.Set;

Jx*
* JWT utils

*
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* @author : ming

* @version 1.0

*/

public class JwtTokenUtils {

public static final String TOKEN_HEADER = "Authorization";

public static final String TOKEN_PREFIX = "Bearer ";
/**

* Z5Hkey

*/

private static final String SECRET = "security";

/-k-k
“JWTHIAITA
*/

private static final String ISS = "ming";

/**

* BEXAFER

*/

private static final String ROLE_CLAIMS = "rol";

/**

* ISHARGIEIZ3600%), BEE1\EY

*/

public static final long EXPIRATION = 3600L * 1000;

/**

* ¥ T iCAR RRUS HARTEI A 7R

*/

public static final long EXPIRATION_REMEMBER = 604800L * 1000;

**

* glliEtoken

* @param details EFEH
* @param isRememberMe E&1C{FE
* @return String
*/
public static String createToken(UserDetails details, boolean isRememberMe) throws Busin
ssException {
// SNEREECEF, NtokenAYiTHARY E] 79
long expiration = isRememberMe ? EXPIRATION_REMEMBER : EXPIRATION;

HashMap<String, Object> map = new HashMap<>();
// FEBEZF,"ROLE_"FLAISRA 2R BEE
map.put(ROLE_CLAIMS, details.getAuthorities());
return Jwts.builder()
/] INEEE
.signWith(SignatureAlgorithm.HS512, SECRET)
// BEXER
.setClaims(map)

/] JWEERITA
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.setlssuer(ISS)

// jwtERBAR

.setSubject(details.getUsername())

/] jwtRiTHE

.setlssuedAt(new Date())

// jwtid BR8]

.setExpiration(new Date(System.currentTimeMillis() + expiration))
.compact();

}

/**
* MtokenZKEXAHFEE

* @param token token

* @return username

*/

public static String getUsername(String token) throws BusinessException {
return getTokenBody(token).getSubject();

}

/**
* P\tokenF3RENAHFRBE

* @param token token
* @return GrantedAuthority
*
/
@SuppressWarnings("unchecked")
public static Set<String> getUserRole(String token) throws BusinessException {
List<GrantedAuthority> userAuthorities = (List<GrantedAuthority>) getTokenBody(toke
)-get(ROLE_CLAIMS);
return AuthorityUtils.authorityListToSet(userAuthorities);
}

/**
* BAREITHA
*

* @param token token

* @return boolean

*/

private static boolean isExpiration(String token) throws BusinessException {
return getTokenBody(token).getExpiration().before(new Date());

}

/'k*
* i ffrtoken

* @param token token

* @return Claims

* @throws BusinessException e

*/

private static Claims getTokenBody(String token) throws BusinessException {

return Jwts.parser().setSigningKey(SECRET).parseClaimsJws(token).getBody();
}
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/**
* I§iiFtoken
*

* @param token token
* @param userDetails user
* @return boolean
*/
public static boolean validateToken(String token, UserDetails userDetails) throws BusinessE
ception {
final String username = getUsername(token);
return (username.equals(userDetails.getUsername()) && lisExpiration(token));

}

}
2.WebMvcWriter.java

import com.base.common.ApiResponse;
import com.fasterxml.,jackson.databind.ObjectMapper;

import javax.servlet.http.HttpServletResponse;
import java.io.|OException;
import java.io.PrintWriter;

/**

* Web mvc out

* @author ming

* @version 1.0.0

* @date 2021/1/21 14:42
**/

public class WebMvcWriter {

public void out(HttpServletResponse response, ApiResponse resp) throws IOException {
ObjectMapper om = new ObjectMapper();
PrintWriter out = response.getWriter();
out.write(om.writeValueAsString(resp));
out.flush();
out.close();

}

}

BRI

CustomPermissionEvaluator.java

import lombok.extern.slf4).SIf4j;

import org.springframework.context.annotation.Configuration;
import org.springframework.security.access.PermissionEvaluator;
import org.springframework.security.core.Authentication;

import org.springframework.security.core.GrantedAuthority;

import java.io.Serializable;
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/'k*
* BRENXBPRFIMT
*SERFERS N (@PreAuthorize("hasPermission(‘user’,'add")" ))

* @author ming

* @version 1.0.0

* @date 2021/1/13 18:52

**/

@Configuration

@SIf4j

public class CustomPermissionEvaluator implements PermissionEvaluator {

@Override
public boolean hasPermission(Authentication auth, Object o, Object 01) {
boolean access = false;
log.info(auth.getPrincipal().toString());
// TR
if (auth.getPrincipal().toString().compareTolgnoreCase("anonymousUser") != 0) {
String privilege = o + ":" + 01;
for (GrantedAuthority authority : auth.getAuthorities()) {
if (privilege.equalsignoreCase(authority.getAuthority())) {
access = true;
break;
}
}
}

return access;

}

@Override
public boolean hasPermission(Authentication authentication, Serializable serializable, String
s, Object o) {
return false;
}
}

MethodSecurityConfig.java

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.security.access.expression.method.DefaultMethodSecurityExpress
onHandler;

import org.springframework.security.access.expression.method.MethodSecurityExpressionHa
dler;

import org.springframework.security.config.annotation.method.configuration.EnableGlobalMe
hodSecurity;

import org.springframework.security.config.annotation.method.configuration.GlobalMethodS
curityConfiguration;

/**

) EREEREEE BPRT)

* @author ming
* @version 1.0.0
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* @date 2021/1/21 15:49

**/

@EnableGlobalMethodSecurity(prePostEnabled = true, securedEnabled = true)

public class MethodSecurityConfig extends GlobalMethodSecurityConfiguration {
private CustomPermissionEvaluator customPermissionEvaluator;

@Autowired
public void setCustomPermissionEvaluator(CustomPermissionEvaluator customPermissionE
aluator) {
this.customPermissionEvaluator = customPermissionEvaluator;
}

@Override
protected MethodSecurityExpressionHandler createExpressionHandler() {
DefaultMethodSecurityExpressionHandler expressionHandler = new DefaultMethodSecur
tyExpressionHandler();
expressionHandler.setPermissionEvaluator(customPermissionEvaluator);
return expressionHandler;
}
}

B ]VES

ApiResponse.java

import com.base.common.enumeration.ResponseMessageEnum;
import io.swagger.annotations.ApiModel;

import io.swagger.annotations.ApiModelProperty;

import lombok.AllArgsConstructor;

import lombok.Data;

import java.io.Serializable;

/**

* Global Return

* @author ming

* @version 1.0.0

* @since 2020/4/14 14:30

**/

@Data

@ApiModel("ZF—HN2E")

@AllArgsConstructor

public class ApiResponse<T> implements Serializable {

private static final long serialVersionUID = 9024462031856060619L;
@ApiModelProperty("IKZ&H3")

private Integer code;

@ApiModelProperty("{58")

private String msg;

@ApiModelProperty("##E")

private T data;

private ApiResponse() {
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super();

}

public static <T> ApiResponse<T> successful(Integer code, String msg) {
return getApiResponseWithoutData(code, msg);

}

public static <T> ApiResponse<T> successful(T data) {
ApiResponse<T> apiResponse = new ApiResponse<>();
apiResponse.setCode(ResponseMessageEnum.OPERATION_SUCCESS.getCode());
apiResponse.setMsg("");
apiResponse.setData(data);
return apiResponse;

}

public static <T> ApiResponse<T> successful(Integer code, String msg, T data) {
return getApiResponseWithData(code, msg, data);
}

public static <T> ApiResponse<T> failed(Integer code, String msg) {
return getApiResponseWithoutData(code, msg);
}

private static <T> ApiResponse<T> getApiResponseWithoutData(Integer code, String msg)

ApiResponse<T> apiResponse = new ApiResponse<>();
apiResponse.setCode(code);

apiResponse.setMsg(msg);

apiResponse.setData(null);

return apiResponse;

}

private static <T> ApiResponse<T> getApiResponseWithData(Integer code, String msg, T
ata) {
ApiResponse<T> apiResponse = new ApiResponse<>();
apiResponse.setCode(code);
apiResponse.setMsg(msg);
apiResponse.setData(data);
return apiResponse;
}
}

RedisUtils

import lombok.extern.slf4;.SIf4j;

import org.apache.commons.lang3.StringUstils;

import org.springframework.data.redis.core.RedisTemplate;
import org.springframework.stereotype.Component;

import javax.annotation.Resource;
import java.util.*;
import java.util.concurrent.TimeUnit;

/**
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* redis EfF T B3
*

* @author ming

* @version 1.0.0

* @since 2019/8/22 17:27
**/

@SIf4j

@Component

public class RedisCacheUtil {

//iE: XEAREEFAutowirediZSEBYIRELEN, /A @Resource
// StringRedisTemplateERARFIRYZStringRIFFIMLRES,
// RedisTemplateZRAREBREIDKIIFFULERR, {#FHkeyFvalueB 2R ABILHRIRFFIIFE

/**

* i FAredis

*/

@Resource

private RedisTemplate<String, Object> redisTemplate;

/**

* S ERFERIIETkey , THR

* @param username FF%A
* @param obj  AISFHEXER
* @return key
*/
public String generateCachePageKey(String username, String obj, Integer pageNo, Integer
ageSize) {
return generateCacheKey(username, obj) + " page[" + pageNo + "," + pageSize + "]";

}

/ **
* R S EIRERRIEFkey

* @param username FF%A

* @param obj  W/SEHEXGHE

* @return key

*/

public String generateCacheKey(String username, String obj) {
if (StringUtils.isBlank(username) || StringUtils.isBlank(obj)) {

return null;

}

return username + " " + obj;

}

/ *%*
* IR RS A

* @param key #

* @param time BjEI(FD)

*/

private void expire(String key, long time) {
if (time > 0) {
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redisTemplate.expire(key, time, TimeUnit.SECONDS);

}
}

/ *%
* tRiEkey SKEUD AR E)

* @param key $## AggAnull

* @return BHE)(RY) IR[EIORFRAKABRL
*/

public Long getExpire(String key) {

return redisTemplate.getExpire(key, TimeUnit.SECONDS);

}

Jx*
* Hlirkey REFHE

* @param key
* @return true Z7x falseA~Z7E
*/
public Boolean hasKey(String key) {
try {
return redisTemplate.hasKey(key);
} catch (Throwable e) {
return false;
}
}

/**
: MR

* @param key AJLUE—ME EH
*/
public Long delete(String... key) {
if (key != null && key.length > 0) {
Collection<String> collection = Arrays.asList(key);
if (key.length == 1) {
Boolean re = redisTemplate.delete(key[0]);
if (re) {
return 1L;
} else {
return OL;
}
} else {
return redisTemplate.delete(collection);
}

}

return OL;
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* SRENFATER
*

* @param key key

* @return String value

*/

public String getString(String key) {
Object obj = redisTemplate.opsForValue().get(key);
return obj.toString();

}

/**
’ RFFITER

* @param key #

* @param value {8

public void setString(String key, Object value) {
redisTemplate.opsForValue().set(key, value);

}
/**

* BBEFRAFIRERE

* @param key e
* @param value B
* @param expireTime B{A]#}) timeZEAF0 WIRtime/NFET0 KR EFREA
*/
public void setString(String key, Object value, long expireTime) {
if (expireTime > 0) {
redisTemplate.opsForValue().set(key, value, expireTime, TimeUnit.SECONDS);
} else {
setString(key, value);

* @param key key
* @return obj
*/
public Object getObject(String key) {
return redisTemplate.opsForValue().get(key);

}

/**

* BIEEFHIAFIRERE

* @param key $#

* @param value {8

* @param time E[E)(FY) timeZEXF0 AR time/NFET0 KiREFTIRAA
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*/
public void setObject(String key, Object value, long time) {
//JsonUtils.toJson
if (time > 0) {
redisTemplate.opsForValue().set(key, value, time, TimeUnit.SECONDS);
} else {
setObject(key, value);
}
}

/ *%*
* BEBEFRA

* @param key #

* @param value {8

public void setObject(String key, Object value) {
redisTemplate.opsForValue().set(key, value);

}

/**
* B
* @param key $#
* @param delta ZIEA0JL(KTF0)
* @return long
*/
public Long incr(String key, long delta) {
if (delta < 0) {
throw new RuntimeException("EBIEEFHATF0");
}

return redisTemplate.opsForValue().increment(key, delta);

}

/**
* JEBI
*

* @param key #
* @param delta ZjF/bJ1L(NF0)
* @return long
*/
public Long decr(String key, long delta) {
if (delta < 0) {
throw new RuntimeException("1BiREF XA F0");
}

return redisTemplate.opsForValue().increment(key, -delta);

/**
* HashGet

*
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* @param key $# AggAnull
* @param item I A<gE/anull
* @return (B
*/
public Object hget(String key, String item) {
return redisTemplate.opsForHash().get(key, item);

}

/**
* $KEXhashKeyxs WASFrE#E(E

* @param key

* @return XRAYZNEE

*/

public Map<Object, Object> hmget(String key) {
return redisTemplate.opsForHash().entries(key);

}

/**

* HashSet

* @param key 2

* @param map RS MNEE
*/

public void hmset(String key, Map<String, Object> map) {
redisTemplate.opsForHash().putAll(key, map);
}

/**
* HashSet Fi&EATE]

* @param key #
* @param map XYRIZMEE
* @param time BdjE]()

public void hmset(String key, Map <String, Object> map, long time) {
redisTemplate.opsForHash().putAll(key, map);
if (time > 0) {
expire(key, time);

}
/**

* [E—3KhashZRPMANEGE INRAFESBEE

* @param key $#

* @param item IR

* @param value (&

*/

public void hset(String key, String item, Object value) {
redisTemplate.opsForHash().put(key, item, value);

}
/-k*
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* [E—3KkhashZRPMANELE INRAFEREE

* @param key ##
* @param item I
* @param value {8
* @param time BiE)(F)) iEE AR EFEMNhashREHT &, XERERREHE
*/
public void hset(String key, String item, Object value, long time) {
redisTemplate.opsForHash().put(key, item, value);
if (time > 0) {
expire(key, time);
}
}

/**
* MbRhashZ=hrYE

* @param key $# AggAnull

* @param item I BILAMHEZA AggAnull

*/

public void hdel(String key, Object... item) {
redisTemplate.opsForHash().delete(key, item);

}

/**
* #lrhashZRP 2B ZIMANE

* @param key ## Age/anull

* @param item I A<gEanull

* @return true Z(E falseA~"f=1E

*/

public boolean hHasKey(String key, String item) {
return redisTemplate.opsForHash().hasKey(key, item);

}

/**
* hashiBtg WRAFE MStIE— FEHEERERE

* @param key ##
* @param item I
* @param by EEA0S1L(KTF0)
* @return double
*/
public double hincr(String key, String item, double by) {
return redisTemplate.opsForHash().increment(key, item, by);

}

/**

* hashi®i,

* @param key ##

* @param item I

* @param by ZiF/ME(/VF0)
* @return double
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*/
public double hdecr(String key, String item, double by) {
return redisTemplate.opsForHash().increment(key, item, -by);

f——

J**
* fRtEkey3REXSetRRIRTEE

* @param key
* @return Set
*/
public Set<Object> sGet(String key) {
return redisTemplate.opsForSet().members(key);

}

**

* tRiEvalue \—" seth &I, BB FE

* @param key $#
* @param value {8
* @return Boolean
*/
public Boolean sHasKey(String key, Object value) {
return redisTemplate.opsForSet().isMember(key, value);

}

/-k*
* BRI\ set &l
* @param key §#
* @param values {& AJLARZA
* @return Long BTN
*/
public Long sSet(String key, Object... values) {
return redisTemplate.opsForSet().add(key, values);

}
/**

’ FosetEliEMANEF

* @param key &

* @param time  BdjEIFD)

* @param values R LAZSEN
* @return BEINEL

*/
public Long sSetAndTime(String key, long time, Object... values) {
try {
Long count = redisTemplate.opsForSet().add(key, values);
if (time > 0) {

expire(key, time);

}

B3RS spring-boot security + jwt + redis + swagger B S


https://ld246.com/article/1611372926794

return count;
} catch (Throwable e) {
return OL;
}
}

/**

* FRENsetRIFRIIKE

* @param key 2
* @return Long
*/
public Long sGetSetSize(String key) {
try {
return redisTemplate.opsForSet().size(key);
} catch (Throwable e) {
return OL;
}
}

/**

* BhR{EHvaluely

* @param key #
* @param values {ErRILARZN
* @return BERAI NN
*/
public Long setRemove(String key, Object... values) {
try {
return redisTemplate.opsForSet().remove(key, values);
} catch (Throwable e) {
return OL;

/**
* BIdZR5 | SREisthRYE
* @param key $#
* @param index 3| index>=0RF, 03k, 1B ATE, HRORSEHE; index<O0Rd, -1, &
, BEETATTER, OREHE
* @return Obj
*/
public Object IGetindex(String key, long index) {
try {
return redisTemplate.opsForList().index(key, index);
} catch (Throwable e) {
return null;
}

}
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**

* FlistNEF

* @param key $#

* @param value {8

*/

public void ISet(String key, Object value) {
redisTemplate.opsForList().rightPush(key, value);

}

J**
* BlistINEF

* @param key #
* @param value {8
* @param time AjE)(FD

public void ISet(String key, Object value, long time) {
redisTemplate.opsForList().rightPush(key, value);
if (time > 0) {
expire(key, time);

}

/**
* FlistNEF

* @param key $#

* @param value {8

*/

public void ISet(String key, List<Object> value) {
redisTemplate.opsForList().rightPushAll(key, value);

}

*%*

* BlistliNEF

* @param key #
* @param value {8
* @param time BF[E)(FD)
*/
public void ISet(String key, List<Object> value, long time) {
redisTemplate.opsForList().rightPushAll(key, value);
if (time > 0) {
expire(key, time);
}
}

/**
* IR [iEisth IR R ER

* @param key $#

* @param index 25|
* @param value (&
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* @return boolean
*/
public boolean |Updatelndex(String key, long index, Object value) {
try {
redisTemplate.opsForList().set(key, index, value);
return true;
} catch (Throwable e) {
return false;
}
}

/**
* RN MEvalue

* @param key ##
* @param count #RZ /DN
* @param value (&
* @return FBERAS NN
*/
public Long IRemove(String key, long count, Object value) {
try {
return redisTemplate.opsForList().remove(key, count, value);
} catch (Throwable e) {
return OL;
}
}
}

Swaggerfic&

1.SwaggerConfig.java

import com.base.web.config.security.utils.JwtTokenUTtils;

import lombok.AllArgsConstructor;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;
import org.springframework.core.env.Environment;

import org.springframework.core.env.Profiles;

import springfox.documentation.builders.ApilnfoBuilder;

import springfox.documentation.builders.ParameterBuilder;

import springfox.documentation.builders.PathSelectors;

import springfox.documentation.builders.RequestHandlerSelectors;
import springfox.documentation.schema.ModelRef;

import springfox.documentation.service.Apilnfo;

import springfox.documentation.service.Contact;

import springfox.documentation.service.Parameter;

import springfox.documentation.spi.DocumentationType;

import springfox.documentation.spring.web.plugins.Docket;
import springfox.documentation.swagger2.annotations.EnableSwagger2;

import java.util.*;

/**

* Swagger config
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*

* @author ming

* @version 1.0.0

* @date 2020/04/15

**/

@Configuration
@EnableSwagger2
@AIllArgsConstructor

public class SwaggerConfig {

private final SwaggerProperties properties;

/**

* frps-console (7000)

* frp_0.34.3 linux 386 (ali Centos 7)

*<p>

* Client

*cmd : frpc: frpc.exe -c frpc.ini

*<p>

* http://gua.esbug.com:7000/swagger-ui/index.html
* swagger-ui V3:

* http://localhost:8818/swagger-ui/index.html

* swagger-ui V2:

* http://localhost:8818/swagger-ui.html

*/

@Bean

public Docket createRestApi(Environment environment) {
//REERRswaggerfJifig
Profiles profiles = Profiles.of("uat”, "dev");
//FIE ARG H profilesfy7n/R{E, F1&enablefEZlenable(enable) 5iEH

Boolean enable = environment.acceptsProfiles(profiles);

ParameterBuilder parameterBuilder = new ParameterBuilder();

List<Parameter> parameters = new ArrayList<>();

parameterBuilder.name(JwtTokenUtils. TOKEN HEADER).description("<H8").modelRef(ne
ModelRef("string")).parameterType("header").required(false).build();

parameters.add(parameterBuilder.build());

return new Docket(DocumentationType.SWAGGER 2)
.pathMapping("/")
.groupName("EFIELR")
.enable(enable)
// BapilNTTERIRE N 2] son Resourcelistingliiz,
.apilnfo(apilnfo())
// SR E aswaggerfydockh
.select()
.apis(RequestHandlerSelectors.basePackage(properties.getBasePackage()))
.paths(PathSelectors.any())
.build()
/] SEFRERIMYES
.protocols(newHashSet("https", "http"))
.globalOperationParameters(parameters)
//.globalRequestParameters()
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// BRUSRIRE, vEfheader tokenZAIEEE
/*.securitySchemes(Collections.singletonList(securitySchema()))
// BRUEE 2 BRI

.securityContexts(Collections.singletonList(securityContext()))*/;

}

/**

* AP SHEHEXRER
*/

private Apilnfo apilnfo() {
return new ApilnfoBuilder()
title(properties.getTitle())
.description(properties.getDescription())
.termsOfServiceUrl(properties.getUrl())
.version(properties.getVersion())
.contact(new Contact(properties.getContact().getName(), properties.getContact().ge
Url(), properties.getContact().getEmail()))

Jbuild();

}

@SafeVarargs
private final <T> Set<T> newHashSet(T... ts) {
if (ts.length > 0) {
return new LinkedHashSet <> (Arrays.asList(ts));
}

return null;

}
}

2.SwaggerContact.java

import lombok.Data;

/**

* @author ming

* @version 1.0.0

* @date 2021/1/5 10:44

**/

@Data

class SwaggerContact {
private String name;
private String url;
private String email;

}
3.SwaggerProperties.java

import lombok.Data;
import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.stereotype.Component;

/**
* @author ming

B3RS spring-boot security + jwt + redis + swagger B S


https://ld246.com/article/1611372926794

* @version 1.0.0
* @date 2021/1/5 10:14
**/
@ConfigurationProperties(prefix = "swagger-doc")
@Component
@Data
public class SwaggerProperties {
private String accessTokenKey;
private String basePackage;
private String title;
private String description;
private String url;
private String version;
private SwaggerContact contact;

}
4. BEXymIEEE

#H#H#HH#H# swagger-ui #####H#
### doc
swagger-doc:
access-token-key: ""
base-package: "com.base.web.controller”
title: "EAHARSSAPI"
description: "EARtiRSSAPI"
url: "http://localhost:${server.port}/swagger-ui.html|"
version: "0.0.1"
contact:
name: "ming"
url: "http://www.itwetouch.com/"
email: "an23gn@163.com”

IPRiERE(EF
BB R T LU\ BI B

@PreAuthorize("hasPermission('user’,'list")")
@GetMapping("list")
@ApiOperation(value = "FHF%IZ", notes = "F&HEF%IER")
@ApilmplicitParams({

@ApilmplicitParam(name = "current”, value = "ZHgITa#3", dataType = "int", paramType =
"query", defaultValue = "1"),

@ApilmplicitParam(name = "size", value = "BRE5:#{", dataType = "int", paramType =
query”, defaultValue = "10", example = "10", allowableValues = "10,20,40,60"),

@ApilmplicitParam(name = "userName", value = "FBF48", dataType = "string", paramTy
e = "query"),

@ApilmplicitParam(name = "telephone”, value = "F#5", dataType = "string", paramTy
e = "query"),

@ApilmplicitParam(name = "email", value = "HFf&", dataType = "string", paramType = "
uery"),
)
public ApiResponse getUserList(@RequestParam(name = "current”, required = false, defaultV
lue = WebConstant.PAGE_NO) Integer current,

@RequestParam(name = "size", required = false, defaultValue = WebCons
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ant.PAGE _SIZE) Integer size,

@RequestParam(name = "userName", required = false, defaultValue = "")
tring userName,

@RequestParam(name = "telephone”, required = false, defaultValue = "")
tring telephone,

@RequestParam(name = "email", required = false, defaultValue = "") Strin
email) {

return userService.userList(current, size, userName, telephone, email);

}

BEFEO

@PostMapping("login®)
@ApiOperation(value = "&R", notes = "BPFERGCHFRAFE/FHSHE/MB5E)")
@ApilmplicitParams({
@ApilmplicitParam(name = "username”, value = "FBF48", dataType = "string", paramTy
e = "query", required = true, defaultValue = "admin"),
@ApilmplicitParam(name = "password", value = "Z#3", dataType = "string", paramType
= "query", required = true, defaultValue = "123456")
)
public void login(@RequestParam(name = "username"”) String username,
@RequestParam(name = "password") String password) throws Exception {
// nothing to do

}
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@PostMapping("logout”)
@ApiOperation(value = "&H", notes = "FHHFZEH")
@ResponseStatus(HttpStatus.OK)
public void logout() throws Exception {
// nothing to do

}
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