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#!/bin/bash

#

#********************************************************************

#Author:zhangzhuo

#QQ: 1191400158

#Date: 2021-01-16

#FileName: pam_google anthenticator.sh

#URL: [https://www.zhangzhuo.ltd](https://www.zhangzhuo.ltd)

#Description: The test script

#Copyright (C): 2021 All rights reserved
#********************************************************************

. /etc/init.d/functions

#%&&Egoogle-authenticator

rpm -q google-authenticator &>/dev/null || { yum install -y google-authenticator &>/dev/nu
l;action "google-authenticatori&R&aE5ERy"; }

rpm -q expect &>/dev/null || { yum install -y expect &>/dev/null; action "NEERAGLETTRH"; }
HRE

Version="grep -Eo "[0-9].[0-9]" /etc/redhat-release | tr "' '%" | tr \n' % |cut -d% -f 1°

if [ $Version -eq 8 ];then
echo -e 'y\n-1\ny\ny\ny\ny\n' | google-authenticator &>goog.log
elif [ $Version -eq 7 ];then
expect <<EOF &>goog.log
set timeout 20
spawn google-authenticator
expect {
"y/n" { send "y\n";exp_continue }
}
expect eof
EOF
fi
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[!-fgoog.log] && { exitiecho -e "H1TEHIR"; }

grep pam_google authenticator.so /etc/pam.d/sshd && action &>/dev/null ||sed -i.bak '"1aau
h required pam_google authenticator.so' /etc/pam.d/sshd && action "t#&EiR{EsshdRSS
an”

sed -i.bak 's/AChallengeResponseAuthentication.*/ChallengeResponseAuthentication yes/' /e
c/ssh/sshd_config && action "sshdEt & EHE(E"

systemctl restart sshd.service &8& action "sshdE#fEEN5ER"
action "google-authenticatorilfTigf&R#Egoog.log3 4"

echo -e "\033[1;31miEERIX MU 4B EAPPHIZIIEHINO33[0m”

grep -E "https:\/\/www.*" goog.log

echo -e "\033[1;31miBZicgoog.logX{EFF TYour emergency scratch codes are: FEIRIFFIS
LABFFANELAS(EA\033[0m”
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