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6' PAMIAIEFH]

6.1 PAMY'EB
INIEEE: XA, MysQL, NIS, LDAPZ

PAM: Pluggable Authentication Modules, {EEAVEGUEEIR, Sun AT} F1995 FHAMN—FS
WEHERRUEFIEZEIE] . PAM RGFAARSBIIERFR APl, BT iRHE—ESIEHEEN—E
—HIAPI, BRFRHAOIRSINZIRSZAPANESX DT, FERAERRYLIR BRIESTELEARRE
IRBEEARFDENAES ML EE RSB EEF—FAIEESR, BEAMBIAILE

a
6.2 PAMZE
. vdz:Ede 4
g*4- R fiEGI &
fisnE — T )
T
PAM-API — — — — — — S S —————— \
i
PAMECIE PAMHandle PAMBZEE
PAM-SP] — — — & — — — — - — — — — 1 — — — — —_—-
PAMEE S5 1R

PAMIRH TXIFABIRSHATIANERIFP RIS, ERTAESR, IniEER, W: telnetrlogin fsh,ftp
A AYPPP, suSNEBRRFT, RASERIETPAMEE X EHIEARR N BREFIARIAIESE
; NARFHAEBESERSEFRPERPAM APl(pam_xxxx( ))REIIHIAUEGZRER; mPAM
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SRR AENFIEPAM SPIRREEER (EEFAREpam_sm xxxx( MPAMZEOERER, B
2 ?;J&L;\%EQEDDAEU%ZEEP PAMIZEE (libpam) NEENECES 4, 15 FEERFFIERNAIPAMEAR
EIRE

6.3 PAMIEXCZIY

e 3% pam

o IERHER: /lib64/security/*.so

o ISEMEHIERANIRE S /etc/security/
o [ FRTEFARPAMRIRAYECE S (4

o FEE(H: /etc/pam.conf, BRAFRIFE, —RNEAEERE
o NEFNBARREME— N ERNECES: /etc/pam.d/APP_NAME
o IE: fl/etc/pam.diFfE, /etc/pam.confiGai

6.3.1 6ffl: EEERFESZIHPAM

[14:32:28 root@centos8 ~]#ldd "which sshd’ | grep libpam
libpam.so.0 => /lib64/libpam.so.0 (0x00007f0e3e4d8000)

[14:44:42 root@centos8 ~]#ldd "which passwd’ | grep libpam
libpam.so.0 => /lib64/libpam.so.0 (0x00007f5c1ffab000)
libpam_misc.s0.0 => /lib64/libpam_misc.s0.0 (0x00007f5¢1fda7000)

#ASZFFPAM
[14:44:52 root@centos8 ~]#ldd /usr/sbin/httpd | grep libpam

6.4 PAMIL{E[RIE

PAMIAE—HRBEX IR : Service(fRS3)—PAMECE /)~ pam *.so

PAMINIEESCEMEI—TIRSS, ARINEAENAIPAMAEE X4 (i F/etc/pam.d ), REEHE
UES (R F/lib64/security T)HITREIAUE

Linux--PAM <4 <2 4

Pluggable Awuthentication Modules for linux

Sendmail o fin] $A WE L Pam_uniz. so
Pam 3
L Ipop3d -
[ - | PAM Pam_nologin. so
ﬂ_:lx— | | Imapd il "
-4 libpum. zo nm 1k
Vaftpd | HE
P el 1
. fote/pan. 4/< > L

PAMIAIES#E7~1

1. & HIT/usr/bin/passwd 12, FEIAZRY

2. passwdFFATERAPAMIELR, PAMIEHRSHEES passwdfZFRIPAMIBRIREXF, X MEREXH—
zET's 7£/etc/pam.d/BBISEFRERAIE, BIPAMESIES /etc/pam.d/passwdlttiR &34

2 /etc/pam.d/passwdigESHRIEEE, EXFEPAMETIRARIERIEIRSRIAITIGUE
4. 4—:941IE2§%IEH§Z passwdiX{MER, MpasswdiXMEFSIRIEPAMEUERSERAE T —1EE
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BTN EREEE BT IGIE)

6.5 PAMECE SR BB
BB/ etc/pam.configz, LEHXAER

application type control module-path arguments

EBEREXHE/etc/pam.d/EX

type control module-path arguments
SEREA:

application: 18BRS3%, 0: telnet, login, ftpZ, IRBZBZE "OTHER" (KFFIEIRBEZI4H
BEENETIRS

type: 1EHELRZEHEY, BNINRE

control : PAMEEZAMTAMNE SiZ RS HEFAIPAMIEIRIIRLINEEMIE R, — @At
module-path: FIRIGIAAELR IS N AR SCHRIER RS

Arguments: FREIBEGIZIERAISE]

1RR2EB (module-type)

o Auth IKSHRAIEFNEY

e Account IKFRIBRE, SKSEIEFRXIABAIESRAIINEE, 0: FAERE/ TR XNENMRS
alalEsEl, BREIFFRIIE|IA: rootFAFREENEHIEER)

o Password FIP (S B Om BB E R B B TS
o Session FIFLIEEAAAGES, 1 REITFIOXALY, BEMHENS
o -type FRENRATIREEIIEAERE NEREIR A H S M TR R SRR T RS HHOEE

Control:

e required : —EHR, FRMERGIUREIAINZABEEBIDIALE, (BRINBI%AERREIRN, KWL
AV EANBEAAR, MEEFEE—typePRIFMBEREENITRE, BRRUERIRE LA
Fr, BPARESH

e requisite : —EER, ZRBWATHREINIIABEBIDIALE, (BE—BIZRRIREIRK, KABH
E—typeRRUHTER, MERERSEFHNRELNERER. 2—TMWEFRMY

o sufficient : —Zi@IY, FTIERERIREIRIHNET SHOIAERIER, AOBHITRE—typeEIE
SR, (BUIRAERREIRW A2, BIARS &M, HicTriEaJrequiredfirequisite

e optional : FRIFAERZERIERT, CHAISEASIBMIANLEXEER, HiREE—RK2EE
e include: FEREMAIREXHFENNEERES

module-path:

o IR FRTELEXT IR IR :
o IRIRSFRTTEIBRIERIR: /lib64/security B R NEUERAIEERMEXTEEE, @0: pam_shells.so, pam_

imits.so

o BB EEBRIEBmENY, f/etc/security/*.confH RF
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Arguments

e debug : ZIERN = Asyslog( EEILERBAZIRFRTHFno_warn : RIBZERARIE
HERRXENERER

e use first_pass | ZRRAGEIERAFBAED, RENI—MERISEIMANETD

o try first pass : ZIERELARN—MERMNAFEEIER, MRZEZBIEANEY, BiErRFE
D

e use_mapped_pass IZIRIRAEERTRAFBANER, MEERRENITAIZE

e expose_account RIFZERBFAFRIKSEEFER, —RABEELRERPMETER, Eiit
RPEaN % EiE—EE R

it (EPAMECENHIED E4EX
i fwiEpamRUE, FRISEDHIA—root&iE, LALLrootBHBISIEEIR

6.6 PAM{EIREEH]

BAEELN: http://www.linux-pam.org/Linux-PAM-html/
BABZ]A: http://www.linux-pam.org/documentation/
pamiEHRIZR4AR: /user/share/doc/pam-*

rpm -qd pam

man -k pam_

man &5#R%2 @1: man 8 rootok
6.7 EFAPAMEELIR

6.7.1 pam shellstgEiR

Ihge: wEBMshell

#80: man pam _shells

2= RAFER/bin/cshiIBPAIE R
[14:45:11 root@centos8 ~]#yum install csh -y

[14:56:14 root@centos8 ~]#vim /etc/pam.d/login  #HXNMNRIEERREN KRRttty AR,
A ET LSRN

[19:11:49 root@centos8 ~]#vim /etc/pam.d/sshd #REIXNFRREAsshiEENTEER
HFHRINTEX T

auth required pam_shells.so

HFIXPMEREHE /etc/shells3XEFHIshel | RB SR, AMAERE TEERTIASE

[14:58:00 root@centos8 ~]#vim /etc/shells
Zxig/bin/csh
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[14:58:14 root@centos8 ~]#useradd -s /usr/bin/csh testuser
#testuseriG AT ER
[15:23:00 root@centos8 ~]#tail -f /var/log/secure #BJLABEEZHE

6.7.2 pam_securettyf&EiR

TheE: RitiFrootFIF#E/etc/securettyllHiVR £ %&in F &
ZZ6l: CentOS 7 ftiFroot{EtelnetEHpE

[15:26:38 root@centos8 ~]#vim /etc/pam.d/remote
#ETE—ITIILERE

#auth required pam securetty.so

#8k& /etc/securetty SO

pts/0,pts/1...pts/n

#liXAroot telnet&ER
Zfl: fECentos8_LELMpam securetty.sot&iiRZX|FrootitiEERtelnetiRsS

#E A CentOS8 BB IXIRI (BIS B FRLHELR FrLAStiFrootinfEtelnetE R
[15:30:28 root@centos8 ~]#telnet 192.168.10.81

Trying 192.168.10.81...

Connected to 192.168.10.81.

Escape character is 'A]'".

Kernel 4.18.0-193.el8.x86 64 on an x86 64

centos8 login: root

Password:

Last failed login: Thu Jan 14 15:34:00 CST 2021 from :ffff:192.168.10.1 on pts/2
There was 1 failed login attempt since the last successful login.

Last login: Thu Jan 14 15:33:43 from :ffff:192.168.10.1
HENECEARfiFrootiniZtelnet& R

[15:35:45 root@centos8 ~]#vim /etc/pam.d/remote

HAINAT

auth required pam_securetty.so

#BUFRZS 24, CentOSS_EBRIARTRIELL ST
[15:38:02 root@centos8 ~]#touch /etc/securetty

#,
[15:38:06 root@centos8 ~]#telnet 192.168.10.81

6.7.3 pam_nologin.sof&iR

TheE: N5R/etc/nologinXHHF7E &S EEFroot AP A RE Sk, i FAFEMRY, «87=/etc/nologi
X HRE, FHEESKk EEEXEZRMIER/ etc/nologinXHREIINT (EEIRSEEMHPRIGER)

[19:16:37 root@centos8 ~]#vim /etc/pam.d/sshd
auth required pam_nologin.so #7500

#4pknologin3ff, REARIX NIRRT root AR EMAFEAT ISR
[19:24:21 root@centosS ~]#touch /etc/nologin

HERIVIREIRE, ERKXWSIREE
[19:25:36 root@centos8 ~]#echo zhangzhuo > /etc/nologin
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6.7.4 pam_limits.sof&iR (BERIRSBHRMMALE)

;jgj?g: ?%%F%&%U%Wﬂ‘ﬁﬁjﬁ%E’\Jiﬁﬂ,ﬁﬂ’ﬂﬂﬁﬁﬁﬂ, flan: eIFTFRIEEE, TiaiTOHERE, 1]
F=8

(EPSBRFIRISEINST =L -
(1) ulimit@z<

ulimitZlinux shel IREa<S, EEE—ESHE, BTshelHEREFHIEHTRIRIRS). ulimi
RIRTEER per-process B, BEiRR, SN HEEGECHIImIt(E.

fERUlimit A TIES, SZRPAERL.
ulimitRZashel IHEREFHE, APBEHERA.
AJLAEprofilediIAulimithIiR S, FTAERIMEIK AL,

-H g B RPR .

-S IREPIFSRIEPRH.

-a BRERIATENERRS.

-c size:i® B coreSX{HHIRA(E. B :blocks

-d sizelRBEEUERIRAXE. B kbytes

-f sizen@ B 6 HAIRAE B {i:blocks

-| sizelRBEERFHIEHEIRAE B kbytes

-m sizeR BRI LUFERIEFRFIISRAE B :kbytes

-n sizelR B RZAT AR T A S EARTAVER KIE. BN
-p sizelREEBE P XAVERKE. B kbytes

-s size iR B RAIRAE. B kbytes

-t size:i® B CPUEART ARG A LFR.BA{iI:seconds

-u size: R AP HEEL

-v size i@ B I RFRIR AR B kbytes unlimited E—MEE, BFRT-ARE

#1588

=R, EAIIHESSE, BIARRHNEIRS
{EBY, EARMNHESSE, WIS —ENEE
(2) BeEfH:

pam_limitsBYIREBERET per-process B

/etc/security/limits.conf
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/etc/security/limits.d/*.conf
BCEN R

#FHT—IENX
<domain> <type> <item> <value>

FELIRA
I SABLEXT SR

Username EB/\NEHF

@group BRTERF

* B RF

% {NFFBRF maxlogins limit , BTLAER %group 15i%. R % B3 F * XIFrE B maxsyslogins
imitpRHl.  %group FRIRFHILAFRIFFE AR BHIRKERE

PREISEE

Soft ZRH, ZEBAF B ST LUK
Hard &R, EHrootlFigE, BiEidkernel3&HI4RK

- “EZRRRE
PREVRGESR

nofile FrBET8RIRITIFFRYERASIAE4E 2L 791024
nproc FEESREIRTIZITHIHIZRIRAELE BAJ91024

IEERME
EH: RANSTHEERGAE

[15:38:52 root@centos8 ~]#ulimit -a

core file size (blocks, -¢) unlimited #unlimitedZ=RAFRE

data seg size (kbytes, -d) unlimited

scheduling priority (-e) 0

file size (blocks, -f) unlimited

pending signals (-1) 3586

max locked memory (kbytes, -1) 64

max memory size (kbytes, -m) unlimited

open files (-n) 1024 #F—PHER LTSRS
pipe size (512 bytes, -p) 8

POSIX message queues  (bytes, -q) 819200

real-time priority (-n o0

stack size (kbytes, -s) 8192

cpu time (seconds, -t) unlimited

max user processes (-u) 3586 #— AP L EHE/ &R RS E
virtual memory (kbytes, -v) unlimited

file locks (-x) unlimited

FH: ulimitas SELXRAPFIFRIHANE

[15:45:07 root@centos8 ~]#ulimit -n
1024
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[15:45:56 root@centos8 ~]#ulimit -n 1048577

-bash: ulimit: open files: cannot modify limit: Operation not permitted

[15:46:02 root@centos8 ~]J#ulimit -n 1048576
[15:46:08 root@centos8 ~]#ulimit -a

core file size (blocks, -c) unlimited

data seg size (kbytes, -d) unlimited
scheduling priority (-e) 0

file size (blocks, -f) unlimited
pending signals (-1) 3586

max locked memory (kbytes, -1) 64

max memory size (kbytes, -m) unlimited
open files (-n) 1048576

pipe size (512 bytes, -p) 8

POSIX message queues (bytes, -q) 819200
real-time priority (-n o0

stack size (kbytes, -s) 8192

cpu time (seconds, -t) unlimited
max user processes (-u) 3586

virtual memory (kbytes, -v) unlimited
file locks (-x) unlimited
[15:46:16 root@centos8 ~]#echo 2720 | bc
1048576

E6: FREAPRSITFNXHHMISTHEY, HSRAREF

[15:46:32 root@centos8 ~]#cat /etc/pam.d/system-auth
session required  pam_limits.so

[15:47:28 root@centos8 ~]#vim /etc/security/limits.conf
#apachera]FJF102401N3 14

apache - nofile 10240

#ey R BB TRBIT 20 NHFE

cy hard nproc 10

#HcyBRERia{Tbash, MERER

[16:02:03 root@centos8 ~]#cat /etc/security/limits.conf
zhang - nofile 6666

zhang - nporc 5

cy - nofile 8888

[16:02:07 root@centos8 ~]#su - zhang

Last login: Thu Jan 14 14:31:59 CST 2021 on pts/1
[zhang@centos8 ~]$ ulimit -n

6666

£fl: FRElzhang BFRARNRBERIXE

[16:04:03 root@centos8 ~]#tail -n1 /etc/security/limits.conf
zhang - maxlogins 2

[16:04:33 root@centos8 ~]#who

root pts/0 2021-01-14 15:58 (192.168.10.1)

root pts/1 2021-01-14 15:58 (192.168.10.1)

zhang pts/2 2021-01-14 16:04 (192.168.10.1)

zhang pts/3 2021-01-14 16:04 (192.168.10.1)

EREF: (ER)
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[zhang@centos8 ~1$ tail -n5 /etc/security/limits.conf
* - core unlimited

* - nproce 1000000 #ERAHFEEL

* - nofile 1000000 #TFFEHHHATFRAEE

* - memlock 32000

* - msgqueue 8192000

6.7.5 pam succeed iffgiR

ge: RIESEHPRRERHERE IR BRI
Z£f5): ubuntuBRAARTEIFroot SR EEE
FArootZRKEEAM, EEHE, IEEIPam/RE

Vim /etc/pam.d/gdm-passwd #{& T E1T %
#auth requried pam_succeed if.so user !=root quiet_success

6.7.6 pam_google anthenticatorf&EiR

AR MFA ?

Multi-Factor Authentication (MFA) 2—MEIBREMIIRELEXLEKTTE, CREBERFRMEN
HNBEYMEIN—EL2RIF.

TheE: SLHISSHERMNMRSMNIIE, STIIFAPPRIEIFHRS, BivitrootFIFRIZRS, EBEEAmILA
o

EARuh: https://github.com/google/google-authenticator-android

BEF IR RENEF THHRE Google Authenticator FIFB

AndroidEH T

efil:
o EFNNETIFER: BHIiFseatauthenticator, HZ3EAPPEE WAl LMERMS/INERFRMinaO
P

ot

e LiEgoogle-authenticator, FEEHepelii

e H117google-authenticator

e £/etc/pam.d/sshdhiZlauth required pam_google authenticator.so

o (EMsshdEe & {4/etc/ssh/sshd_configfiChallengeResponseAuthentication yes
o ESsshiRSS

#EE
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[19:36:30 root@centos8 ~]#yum info google-authenticator.x86 64

#LAR, HRixepellf
[19:50:30 root@centos8 ~]#yum install -y epel-release
[19:44:00 root@centos8 ~]#yum install -y google-authenticator.x86 64

#AT, FrBkIER ATy
[19:51:36 root@centos8 ~]#google-authenticator

Do you want authentication tokens to be time-based (y/n) y
Warning: pasting the following URL into your browser exposes the OTP secret to Google:
#X SRR T FEAYMEAZRAappi A " 4ERSRINEN, FERZ LK
https://www.google.com/chart?chs=200x2008chld=M|0&cht=qr&chl=otpauth://totp/root
centos8%3Fsecret%3D4DME7Q3DLMD75TQY722B2KB4ME%26issuer%3Dcentos8
Failed to use libgrencode to show QR code visually for scanning.
Consider typing the OTP secret into your app manually.
Your new secret key is: ADME7Q3DLMD75TQY722B2KB4ME
Enter code from app (-1 to skip): 509005 #
Code confirmed
Your emergency scratch codes are:
#FTHERISFHERT, LBLEFNERTEERIMER, B MERTEMERT
EERINAYERILATE/root/.google_authenticator3{4HRi7R10
21350850
32992678
17672106
41326673
97208182

Do you want me to update your "/root/.google_authenticator” file? (y/n)y

Do you want to disallow multiple uses of the same authentication
token? This restricts you to one login about every 30s, but it increases
your chances to notice or even prevent man-in-the-middle attacks (y/n) y

By default, a new token is generated every 30 seconds by the mobile app.

In order to compensate for possible time-skew between the client and the server,
we allow an extra token before and after the current time. This allows for a

time skew of up to 30 seconds between authentication server and client. If you
experience problems with poor time synchronization, you can increase the window
from its default size of 3 permitted codes (one previous code, the current

code, the next code) to 17 permitted codes (the 8 previous codes, the current
code, and the 8 next codes). This will permit for a time skew of up to 4 minutes
between client and server.

Do you want to do so? (y/n) y

If the computer that you are logging into isn't hardened against brute-force
login attempts, you can enable rate-limiting for the authentication module.

By default, this limits attackers to no more than 3 login attempts every 30s.

Do you want to enable rate-limiting? (y/n) y

#1EpamEi B S {4sshd SRR nR
[19:58:37 root@centos8 ~]#vim /etc/pam.d/sshd
auth required pam_google authenticator.so
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#HER sshIRSSECE G
[20:01:45 root@centos8 ~]#vim /etc/ssh/sshd_config
ChallengeResponseAuthentication yes

#&EJgsshikSs
[20:02:44 root@centos8 ~]#systemctl restart sshd

(EAsshERINFEALL BiRCEREERappaliSEHRIEE 7 BEEREENES

28 root@centos7 ~]J#ssh 192.168.10.81
ion code:

e the web console with: systemctl enable --now cockpit.socket

Last login: Fri Jan 15 20:04:21 2021
[20:05:87 root@centosd ~]#j]

ESgEE: 5-PAM IAEHLE


https://ld246.com/article/1610715290706

