1E&:
RSk
SRR :
FFRITMY :

_
i
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3 sshfR53

3.1 sshiRSENA
ssh: secure shell protocol, 22/tcp, ZeHITIEESR, LMINZEES, KBEFHL telnet 1Y
I=103: s N E 2o 1R

e OpenSSH: sshif{AIFFRSEHL, CentOS BRIAREE
e dropbear: B— sshifMYASFFRETEAISCIL

SSH Y hR%s
o vl: EFCRC-32MAC, AZ&L%; man-in-middle
o v2: MHEFHUMNEELZENMACER, EFDHEEMEARME, EFRSAZDSATTISMIAIE

3.1.1 RIPTIRFRIE

B3k 3-ssh fRSS
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WA BT A L2 W2

Client Server

Ros = 1D & Public K

e e R

——

LA W 2 B S LN X

Pualic Koy 7 Public Key

o EFImARIHEIRR

o [RBIHEEIE IR, LUR—MRIEID (X—EFREEIRSIRAR)

o = FumtE R TERY

o ZFinFAECHINARKRIEID, HEH—MERes, FRARSIRAAHINE

o PR REINERIHERIIRS R, RSIRFAEFARESE, 155 IRes

o RS InAFEEAYEResSREFIAID, HEHEFRNAR (X—LRBFREEIEFIRAA)

;3‘2 ;‘Ex—‘z%: WAEZEFE=1HE, D3AECH—IA. FAH, DIRSAIAE, ZEHEENED
wn=

3.1.2 sshiilZiE A RIE

Chent Sef e

b s s R S P e R B SO SR Pubbc Key B

oy Dt s
&)

Public Key B

W E SEL MR

3.2 opensshiiRs3

OpenSSHESSH  (Secure SHell) #HYAIRZBFFHRLI, —RRESMLinuiRAF I TR, ET
25K

Opensshi{gEXE :

e openssh

e openssh-clients

e openssh-server

j&fil: openssh {HXE&
[10:59:08 root@centos8 ~]#rpm -qa openssh*

openssh-clients-8.0p1-4.el8 1.x86 64
openssh-server-8.0p1-4.el8 1.x86 64

B 3-ssh RS
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openssh-8.0p1-4.el8 1.x86 64

BRS388i%TER: /usr/sbin/sshd

Unit 3244: /usr/lib/systemd/system/sshd.service
B i

e Linux Client: ssh, scp, sftp, slogin

e Windows Client: xshell, MobaXterm,putty, securecrt, sshsecureshellclient

3.2.1 ERixsshii S

sshin@EsshBFif, AFEINTERASRIENMNZR LI

L FPITiEiEREsshiRS 8T, S8 HlsshiRS588/etc/ssh/ssh_host*key.pubIZ{FEI A SBEIZ AT
~/.ssh/know_hostsrdh, TORIEERS, SBEIICECENINAIFATH, FEEICED, SHEBIEE
sshEPIRECES4: /etc/ssh/ssh_config

FERE

#StrictHostKeyChecking ask #8/XERARE G ERRStrictHostKeyChecking no
# ldentityFile ~/.ssh/id rsa

# ldentityFile ~/.ssh/id_dsa

# |dentityFile ~/.ssh/id_ecdsa

# |dentityFile ~/.ssh/id “ed25519

# Port 22

iBhl: FUEEREEaETE

[11:08:32 root@centos8 ~]#sed -i.bak '/StrictHostKeyChecking/s@.*@StrictHostKeyChecking
o@' /etc/ssh/ssh_config

Bt

ssh [user@]host [COMMAND]
ssh [-] user] host [COMMAND]

Bkl

-p port: IZFEARSS AR TR O]

-b IEEIERZRRIP

-v JEIRET

-C E455 =

X 1R

-t sBFIfotty>ES, U0: ssh -t remoteserver1 ssh -t remoteserver2 ssh remoteserver3
-0 option #[: -o StrictHostKeyChecking=no

-i IERERASASHERR, SCENE T key3ilE, EIAEMASSF: ~/.ssh/id_dsa,
~/.ssh/id_ecdsa, ~/.ssh/id ed25519, ~/.ssh/id _rsaZs

Bfl:

B3k 3-ssh fRSS
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[10:09:59 root@centos7 certs]#ssh -t 192.168.10.81 ssh -t 192.168.10.71

root@192.168.10.81's password:
root@192.168.10.71's password:
Last login: Tue Jan 12 09:07:30 2021 from 192.168.10.1

ehl: imfEhiTaes

[11:12:05 root@centos8 ~]#ssh 192.168.10.71 "sed -i.bak '/StrictHostKeyChecking/s@.*@Stric

HostKeyChecking no@' /etc/ssh/ssh_config”
root@192.168.10.71's password:

iehl: EmiEENiETHtshel 2

[11:15:22 root@centos8 ~]#hostname -I

192.168.10.81

[11:15:25 root@centos8 ~]#cat test.sh

#!/bin/bash

hostname -I

[11:15:27 root@centos8 ~]#ssh 192.168.10.71 /bin/bash < test.sh
root@192.168.10.71's password:

192.168.10.71

3.2.2 ssh&FRIGIERA
sshiRSZERAYE ARIER

EER
Client Server
T - Publc Key
Exchange Public Ky
~ bl A P R A RN TS e R R A P ~
Password 12345 AGV zdGhhaGFoYQ
Login Request
publicKey!! | mamaUI0E SRR | s

T
i Logen Responie ..........,........_.E
R SPUBERE wemavime

o w—

1. 2RimkiEsshiEK, RSHASEECHARAEERF
2. AP SRIEIRS B AR R SRS S TN

3. INEEREREIEEIRS:, IRSS=sFE CRUABMEE, WREMIER, NAFERMTH

BEFZANERAR

B3k 3-ssh fRSS
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IR

Client Serve
PREBMPublic KeyTiServer
Pmle el | i kTP, -
S FENE LT 13579
LLLLLL Rt
Public Key Lo vt
amRHaGHROZvW
- = smREHaGhh ROZwvW
P R T
AN 13579
REULSSM: 13579
Login Response

1. BSEEEFiRER—XIEA (ssh-keygen)

2. FIEZE PRI $Assh-copy-id ¥ MNEIRSS %

3. BEFmBRRE—MEFSFK, SfFEip. RS

4, [RGSIHBRIZFIRINERS, £Flauthorized keysHhEH, WISREMMAIPFIER, HSkE
—ANFRFE, fFla0: magedu

5. RS ImiS AP imfs NI SRR R HHITINE, AEAIEEE i
6. FEIRSmARRIER G, ERRSERMEHITES, ARBRERENFHARREERS R
7. RS mEZEEFimARKNFASRE, IRZARFASREHEITHL, R, MATREEER

3.2.3 SEMETFEANERT
FEEFPinER=EEX

ssh-keygen -t rsa [-P 'password'] [-f “~/.ssh/id_rsa"]
BAEHEREITE RS SR NAFNRER
ssh-copy-id [-i [identity file]] [user@]host
BIRFABOS

ssh-keygen -p

IGUECEE (authentication agent) (REMBERENZHE, OSHATEMA—IR, EGNOMEF, £
W E RS root FIF

#ZFANE

ssh-agent bash

#ARLEIT A LR INLS U

ssh-add

f£SecureCRTEXshel ISCIIE Fkey3GiE
f£SecureCRTTBE—> Bl A—> & pkldentity. pub3Zf4

(Y JopensshFEA/HET, (@A SecureCRT, Xshell REERMWIR) |, HEHIFIEEREN LB
{#authorized_keys/, ;T B RX9600, FERERAIsshEN LHAT:

ENCEE: 3-ssh RS


https://ld246.com/article/1610627255617

ssh-keygen -i -f Identity.pub >> .ssh/authorized keys
efl: EMEFkeyISiE

[11:20:21 root@centos7 ~]#ssh-keygen
#TEAId_rsa@FATBid_rsa.pub2 58

[11:23:48 root@centos7 ~]#ll .ssh/

total 12

-rW------- 1 root root 1675 Jan 12 11:23 id rsa
-rw-r--r-- 1 root root 394 Jan 12 11:23 id_rsa.pub
-rw-r--r-- 1 root root 175 Jan 11 19:28 known hosts

[11:24:19 root@centos7 ~]#ssh-copy-id root@192.168.10.81

/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub”
/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are
Iready installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is to
nstall the new keys

root@192.168.10.81's password: ## \iTiEFIF 245

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'root@192.168.10.81""
and check to make sure that only the key(s) you wanted were added.

[11:29:11 root@centos8 ~]#ll .ssh

total 16
-rW---=---- 1 root root 394 Jan 12 11:24 authorized keys
-rW------- 1 root root 2602 Jan 11 14:06 id rsa

-rw-r--r-- 1 root root 566 Jan 11 14:06 id_rsa.pub
-rw-r--r-- 1 root root 175 Jan 9 09:11 known hosts

[11:31:21 root@centos7 ~]#ssh 192.168.10.81

[11:32:14 root@centos7 ~]#scp /etc/fstab 192.168.10.81:/data
fstab 100% 150 123.2KB/s 00:00

FXSFATHINE

[11:35:47 root@centos7 ~]#ssh-keygen -p

Enter file in which the key is (/root/.ssh/id_rsa): #[E%, FEEEIAIG
Enter new passphrase (empty for no passphrase):  #HIN\ZFFG

Enter same passphrase again: H#IAZERS

Your identification has been saved with the new passphrase.
[11:36:05 root@centos7 ~]#ssh 192.168.10.81

Enter passphrase for key '/root/.ssh/id_rsa': AN NINZEAIZERS

Activate the web console with: systemctl enable --now cockpit.socket
Last login: Tue Jan 12 11:35:06 2021 from 192.168.10.71

#B2Rsshi{iE, ZESE—IRMAFARERBELUSAREHEA

[11:37:24 root@centos7 ~]#ssh-agent bash

[11:37:31 root@centos7 ~]#ps aux | grep agent

root 1686 0.0 0.0 72472 7767 Ss 11:37 0:00 ssh-agent bash

root 1700 0.0 0.0 112812 972 pts/0 R+ 11:37 0:00 grep --color=auto agent
[11:37:41 root@centos7 ~]#ssh-add

JFSZiERE: 3-ssh fR5S
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Enter passphrase for /root/.ssh/id_rsa:

Identity added: /root/.ssh/id rsa (/root/.ssh/id rsa)

[11:37:58 root@centos7 ~]#ssh 192.168.10.81

Activate the web console with: systemctl enable --now cockpit.socket
Last login: Tue Jan 12 11:36:19 2021 from 192.168.10.71

iehl: BEFkeyISiFsctEENEE

[11:42:10 root@centos8 ~]#cat hosts.txt

192.168.10.81

192.168.10.71

[11:42:21 root@centos8 ~]#for i in “cat hosts.txt;do ssh $i hostname -l;done
192.168.10.81

192.168.10.71

efl: EMxshellfyEFkeyIilE
FEMARER, ESLAR, EHEERSSS
[11:54:49 root@centos8 ~]#cat id rsa 2048.pub >.ssh/authorized keys

3.2.4 Hftisshg iz TH

3.2.4.1 scpip S

scp [options] SRC... DEST/
Bt

scp [options] [user@]host:/sourcefile /destpath
scp [options] /sourcefile [user@]host:/destpath
scp [options] [user@]host1:/sourcetpath [user@]host2:/destpath

E %R

-C EHEUER

-r BAEH!

-p REFRGRIEMER

-q FREMED
-P PORT #SBBremote hostfyasIradis

3.2.4.2 rsyncis $

rsync TEAILAE T sshilrsyncSEEMRITER A RS H MG, FER%TERIshel EZH
WO, tbscpER, ETIEBHUERY, RREHMSARANG, WTERETFrsync

IE: BEWIRENEREERE rsyncikit

rsync -av /etc serverl:/tmp #EHBRIMER X4
rsync -av /etc/ serverl:/tmp #REHIBRTHE

FEH%IR:

B3k 3-ssh fRSS
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-n IR EHITE

-v BRFMEiE

-r BIASH B R

-p {REBIR

-t {REB(EIHTEE,

-g IREBAHEER

-0 (REBFFIEEER

-| BRI ABHITES (BHA)

-L SRRt S

U WNERBRE RIS L AR B RIS, S REREE
-z B4, TAIME T

-a 784, 1BEATF-rlptgoD, {BEARLREBACL (-A) FOSELinuxEt (-X)
--delete JREUEMIER, BirsuEtRBsIRSHER

efl:

[14:18:25 root@centos8 ~]#rsync -auv --delete /data/fstab 192.168.10.71:/root

3.2.4.3 sftpis S

REANHEMTE, AEIMERNtpTEEN, FAsshiRSTML L4 HEFTEAERIS cd
kdir rmdir pwd get putFig<, FJFE? SihelpIREE:ENER

sftp [user@]host
sftp> help

3.2.5 sshigZkMN A

SSH £BmINZAMEZERA SSH ZEFIHSRESIHZIEINMEEIE, toh, SSH EBEIEIEE h TCP
ORIMBERIEIT SSH EERE A, HEBFHEE THENAIINE R EZIRSS . X—IIEHand “
B" (tunneling) , XEE SSH JEAM TCP JHEEM T — ML eiiBiEspf TEHmmEE. i
, Telnet, SMTP, LDAP X%t TCP NFEtIsEMMN SR, R THFR, BiBLUUKEFAEEREX
i, mSIttER, MR TIEFMEFRIFEXERE T —Kis R, (BRIF SSH iNiEE,
EBITIE TCP inO4E A SKAEER SSH #ITER

SSH iR &ZBEIZRILFmATIEE :

e 12 SSH Client i%Z SSH Server iz [BAETREUE

o SR KIBAIBRHITER — L ZRIFIEEEZAY TCP &

3.2.5.1 SSH #FithimO¥e%
SSHAHBIHOE

ssh -L localport:remotehost:remotehostport sshserver
IR :
-t EaiEHA

-N F¥JFFiziEshell, SbFEFRAS
-g BFMKINEE
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efil:
#LiHEAAAY9527/im AT, WINFEiE A sshsrvilsshiRSS, BEZHEE &S telnetsrv:23

#data<-->localhost:9527 <-->localhost:XXXXX<-->sshsrv:22<-->sshsrv:YYYYY <-->telnetsrv:
3

ssh -L 9527:telnetsrv:23 -Nfg sshsrv
telnet 127.0.0.1 9527

el FiimOER

.

| | A | |
_ssh(http}b‘—ssh(httpjhﬁwﬂ—ssh(httpj

[ NY |

192.168.10.81 Internet

#1£192.168.10.8 118

[19:23:28 root@centos8 ~]#hostname -I

192.168.10.81

[19:23:30 root@centos8 ~]#ssh -fNL 9527:192.168.10.72:80 192.168.10.71
[19:25:08 root@centos8 ~]#curl 127.0.0.1:9527

zhangzhuo

3.3.5.2 SSHixfziRw%E%

ssh -R sshserverport:remotehost:remotehostport sshserver

=f5:

#1Esshsrviilr9527imORYIAR], AIEHRE, FIIEEETsshikBERiEKEI A sshZFim, BH
R ZeitkZtelnetsrv:23

#Data<-->sshsrv:9527 <-->sshsrv:22 <-->localhost:XXXXX<-->localhost:YYYYY <-->telnetsrv:2
ssh -R 9527:telnetsrv:23 -Nf sshsrv

Bhl: EfEiROEAFH LIRS

JR3GEE: 3-ssh fRSS
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TVET
=——csh(http)# -\ T (http)

sewe\r.':952? . Internet
192.168.10.81
192.168.10.82

#1£192.168.10.81#14T

[19:32:27 root@centos8 ~]#hostname -I
192.168.10.81

#WAMFcFTHFgatewayIhge, BUTTEFTFFEIPII iR
[19:39:20 root@centos8 ~]#vim /etc/ssh/sshd config
GatewayPorts yes

[19:40:47 root@centos8 ~]#systemctl restart sshd

#1£192.168.10.718117

[19:28:04 root@centos7 ~]#ssh -fNgR 9527:192.168.10.72:80 192.168.10.81
#1£192.168.10.81#117

[root@localhost ~]# curl 192.168.10.81:9527

zhangzhuo

3.3.5.3 SSHEIFIROFEER

#ZAfirefoxifainternetdy, A#1EY1080imAMARIEIRSS S, firefoxBUinRNER#EE A ZEsshserve
|, Hsshserver&zZipainternet

ssh -D 1080 root@sshserver -fNg

#TEAH firefoxig B IEsocket proxy:127.0.0.1:1080
curl --socks5 127.0.0.1:1080 http://www.google.com

JR3GEE: 3-ssh fRSS
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iehl: B IROEASLIMZE EMAR

-“-
—ssh(http)® —ssh{http)h—- -—ssh(http]

ssh client: 9527 Internet
192.168.10.81

GFW

192 168.10.82

#1£192.168.10.8#117

[19:49:06 root@centos8 ~]#ssh -fND 9527 192.168.10.71

[19:56:04 root@centos8 ~]#curl --socks5 127.0.0.1:9527 http://192.168.10.72
zhangzhuo

#IXFRTS TR BESCILAL LK
ehl: SSiROEASEIRES ERMA2

—ssh(http) *‘—ssh(http}

ssh chem 9527 Internet
192.168.10.81

#1£192.168.10.7117

[19:48:52 root@centos7 ~]#ssh -gfND 9527 192.168.10.71

#1£192.168.10.81#117

[20:02:19 root@centos8 ~]#curl --socks5 192.168.10.71:9527 http://192.168.10.72
zhangzhuo

#FIXF AT LASCHL EL A EA U AERNX AN £ K
KIS RErI LA EREHTE
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ECEGR ERRACERIRSS &8
TERRERSRY)
Bt SRR EW)
FERARFAEREU)

o FaHfEREM)
HTTP 12X

HFIHACERRT FTP #0 HTTPS

HTTPS Proxy

&wO(P) 0

wH(0) 0

ETP B

WOR) 0

SOCKS =41, 192.168.10.71
SOCKSv4 @ SOCKS v5
BatERER URL (PAC)

@Om 9527

3.2.6 sshiRS5EEECE

fRs58sim: sshd

ARSS B8 IRAIECE S/ /etc/ssh/sshd_config
RS RRImAVECE S SR man 5 sshd_config
RS

Port ListenAddress ip
LoginGraceTime 2m

PermitRootLogin yes #EZAubuntuARFiFrooticiEssh&R

StrictModes yes #HoE.ssh/SXHHNMEE, PIRSE

MaxAuthTries 6 #pecifies the maximum number of authenticationattempts permitted
er connection. Once the number of failures reaches halfthis value, additional failures are logg

d. The default is 6.

MaxSessions 10 #RE—NMEERARE
PubkeyAuthentication yes #EJFkeyi&iF
PermitEmptyPasswords no  #ZS RS
PasswordAuthentication yes #&FFFZMZEiERE
GatewayPorts no

ClientAlivelnterval 10 #B{7:Fb
ClientAliveCountMax 3 #Z{IA3

JR3GEE: 3-ssh fRSS
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UseDNS yes HESEEA B /Ino
GSSAPIAuthentication yes #2EIERERIKANO
MaxStartups #FRINEEZERKAE, BAETO
Banner /path/file

#LUTN R LABRS A& SR AP RI739E
AllowUsers user1 user2 user3
DenyUsers user1 user2 user3
AllowGroups g1 g2
DenyGroups g1 g2

efl: igEssh=H60sBEhiEH

Vim /etc/ssh/sshd _config
ClientAlivelnterval 60
ClientAliveCountMax 0

Service sshd restart #¥5: FiFF—MNEETBER
BH: fRRsshBREISHIEIER

vim /etc/ssh/sshd_config
UseDNS no
GSSAPIAuthentication no

systemctl restart sshd
jefil: 7£ ubuntu EFHroot ixfEssh&FH

#HEMsshdBRSSECE 14

vim /etc/ssh/sshd config

#PermitRootLogin prohibit-password JEEEIIT
PermitRootLogin yes {EXATERZ

systemctl restart sshd

sshiRSSRORRIESERE

o N ERAERUAIRC

e %) HsEFprotocol version 1

o [RiIAIERAF

¢ RETHSIEBATAIK

o F B KIEIREsshiblAsRg

o (DA ERYIPbIE

o EFOSIAIERY, {FRRZME%EE, tal: tr -dc A-Za-z0-9_ < /dev/urandom | head -c 12|xargs
o ERETERRIAIL

o ZEIFHERATEN

o ZitrootHFRERER

o BRHEIsshAIE AR R FELEY
o REDITHE

B3k 3-ssh fRSS
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3.4 sshE{tHtEXTH

3.4.1 EFixiEsshBFRsshfs
FHEPELRRMt, BaEICentOS8 BigEIRME, ALAFIAsshiniZEEHInZER
[15:14:09 root@centos7 ~]#yum install fuse-sshfs

[15:16:22 root@centos7 ~]#sshfs 192.168.10.81:/data /mnt/ -o nonempty
[15:16:41 root@centos7 ~]#df

Filesystem Size Used Avail Use% Mounted on
devtmpfs 475M 0 475M 0% /dev

tmpfs 487M 0 487M (0% /dev/shm
tmpfs 487M 7.7M 479M 2% /run

tmpfs 487M 0 487M 0% /sys/fs/cgroup
/dev/mapper/centos-root 17G 2.8G 15G 17% /
/dev/sda1 1014M 178M 837M 18% /boot
tmpfs 98M 0 98M 0% /run/user/0

192.168.10.81:/data 17G 5.8G 12G 34% /mnt
e MREEZNBRIETEENM -o nonempty2#]

3.4.2 BaiERsshT Asshpass

FHEPELRIRML, sshBFARREEDSITHIEERMY, sshpasstIHIN, R TIX—EIEE, sshpassFATFIE
RESSHRYZEREIEIE, —RRAEShIIAS, TTRERBMAERS (AHlknown_hostsX4HHERIFE
BEER) . ERAHRA -p SEIEEIHENEL, AREEEFITERSEE, BXFERENGSIT. X

. INETEEEY,
B

sshpass [option] command parameters
7 DI -

-p password #FIRERSE VR -p SEGEEIHXNER, AEEEERITERSES
-f filename #/FERRFEBRINME, BREEXHRSHIE—1T.
-e #IZINETESSHPASSIENZRD

Bfl:

[15:15:05 root@centos8 ~]#yum -y install sshpass
[15:19:52 root@centos8 ~]#rpm -ql sshpass
/usr/bin/sshpass

/usr/lib/.build-id

/usr/lib/.build-id/1f
/usr/lib/.build-id/1f/c5d6cf03500df846a1a801aab749f478845a4d
/usr/share/doc/sshpass
/usr/share/doc/sshpass/AUTHORS
/usr/share/doc/sshpass/COPYING
/usr/share/doc/sshpass/Changelog
/usr/share/doc/sshpass/NEWS
/usr/share/man/man1/sshpass.1.g9z

B3k 3-ssh fRSS
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[15:20:08 root@centos8 ~]#sshpass -p 123456 ssh 192.168.10.71

[15:21:07 root@centos8 ~]#sshpass -p 123456 ssh 192.168.10.71 hostname -I
192.168.10.71

[15:22:14 root@centos8 ~]#cat pass.txt
123456
[15:22:19 root@centos8 ~]#sshpass -f pass.txt ssh 192.168.10.71

[15:24:18 root@centos8 ~]#export SSHPASS=123456;sshpass -e ssh 192.168.10.71
Ehl: HEIES B ENIroot BB IFEN 253

[16:00:10 root@centos8 ~]#cat chanage root password.sh
#!/bin/bash

#
#********************************************************************
#Author:zhangzhuo

#QQ: 1191400158

#Date: 2021-01-12

#FileName: chanage root password.sh

#URL: https://www.zhangzhuo.ltd

#Description: The test script

#Copyright (C): 2021 All rights reserved
#********************************************************************
rpm -q sshpass &>/dev/null || yum -y install sshpass

export SSHPASS=123456

NET=192.168.10

foriin {1..254};,do

{

PASS="openssl rand -base64 9

sshpass -e ssh -o StrictHostKeyChecking=no $NET.$i "echo $PASS | passwd --stdin root &>/d
v/null" &>/dev/null

echo $NET.$i:$PASS >> host.txt

&

done

wait

jBfl: #HtEEPESSENkeyISIiERIA

[16:31:17 root@centos8 ~]#cat sshpass1.sh

#!/bin/bash

NET=192.168.10

PASS=123456

ssh-keygen -P "" -f /root/.ssh/id_rsa &>/dev/null

rpm -q sshpass &>/dev/null || yum -y install sshpass &>/dev/null
foriin {1..100};,do

{

sshpass -p $PASS ssh-copy-id -o StrictHostKeyChecking=no -i /root/.ssh/id_rsa.pub $NET.S$i
>/dev/null

J&

done

wait

ichl: HESRESEEkeyIRIERZ2
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[16:37:27 root@centos8 ~]#cat sshpass2.sh
#!/bin/bash

HOSTS="

192.168.10.71

192.168.10.72

PASS=123456

ssh-keygen -P "" -f /root/.ssh/id_rsa &>/dev/null

rpm -q sshpass &>/dev/null || yum install -y sshpass &>/dev/null
foriin $HOSTS;do

{

sshpass -p $PASS ssh-copy-id -o StrictHostKeyChecking=no -i /root/.ssh/id rsa.pub $i &>/de
/null

&

done

wait

3.4.3 BERBMEHT Rpssh
EPELIRCRIBI T S BIEILIER TR

e pssh: EFpythonfRE, AIEZERSHLITHSNITE, LAISTINHAESR, #HtTEFssh
scPIZANMFTIE, A http://code.google.com/p/parallel-ssh/

e pdsh: Parallel remote shell program, 2—1"Z&EinfEshellZFin, FILAFTHITEZSNITE
M ERES, alfER/IMAERTEshel fRSS, B4Ersh, Kerberos IVHssh, IR : https://pdsh.

ooglecode.com/

e mussh: Multihost SSH wrapper, 22— shelli{iA, RIFERGSESNEN LB I sshiiTan
. BJf#EFEssh-agentfIRSA/DSAZH, LURDEINGERS, IIHE: http://www.sourceforge.net/proje
ts/mussh

pssh GSERUNT:

-H: EH=FF/FE, IBHEN" [user@]host[:port]”
-h file: ENFIFRIUG, RBEIV" [user@]host[:port]”
A FEEINERBIRED

-i: B MRS EENERM IR EEEIE

- BERERNBRA

-p: FERMZFEEL [FIidk)

-0: HIHASHEER [Eik]

-e: fEiEEmHE [AE]

-t: TIMEOUT BRIRTEIRE, OFIR® [AIik])
-O: SSHHEY%EIR

-P: $TEDHRSZESIRENEE

-v: EEEL

--version: BERA

efil:

#ENAEsshaYkeylNIE, BIY -ARI, (EREANEERITIES

[16:41:11 root@centos8 ~]#pssh -H "192.168.10.71" -A hostname
#HEHER

[16:41:35 root@centos8 ~]#pssh -H zhang@192.168.10.71 -A -i hostname
#181d psshittExseLinux

B3k 3-ssh fRSS
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[16:53:23 root@centos8 ~]#pssh -H root@192.168.10.71 -A -i 'sed -i "s/~SELINUX=.*/SELIN
X=disabled/" /etc/selinux/config'

#ZEFEM,

[16:53:49 root@centos8 ~]#pssh -H "192.168.10.71 192.168.10.72" -i -A hostname
#ZBEN

[16:55:23 root@centos8 ~]#cat host.txt

192.168.10.71

192.168.10.72

[16:55:27 root@centos8 ~]#pssh -h host.txt -i -A echo $SHOSTNAME
#BINERSIRIIVEEREE R D BIREFEEAMENHY/data/stdoutfl/data/stderr R T
[16:58:18 root@centos8 ~]#pssh -H 192.168.10.71 -o /data/stdout -e /data/stderr -i -A "host
ame"

#LEFENR5|S5[EExR

[16:59:54 root@centos8 ~]#pssh -h host.txt -A -i 'echo $HOSTNAME'

#EERNE RS |S5 ek

[17:01:10 root@centos8 ~]#pssh -h host.txt -A -i 'ls /data/*'

pscp.psship S
pscp.psshIEERG A ESHIZITFEEN

pscp [-VAr] [-h hosts file] [-H [user@]host[:port]] [-| user] [-p par] [-0 outdir] [-e errdir] [-t tim
out] [-O options] [-x args] [-X arg] local remote

pscp-psshikli

v BREHIEE
-r BASHBER

Bfl:

#EARMbcurl.sh E%IE]/data/BR
[17:05:46 root@centos8 ~]#pscp.pssh -H 192.168.10.71 -A /root/curl.sh /data/

FEAM SN HEESHIZ/app/BR
[17:06:32 root@centos8 ~]#pscp.pssh -H 192.168.10.71 -A /root/chanage _root_password.sh /
oot/push_ssh key.sh /data/

#HEA AR ESHIF/app/BR
[17:09:16 root@centos8 ~]#pscp.pssh -H 192.168.10.71 -A -r /data/ /data/

pslurpis &
pslurpIIgEREImfE AU HIt ES IR A

pslurp [-VAr] [-h hosts file] [-H [user@]host[:port]] [-] user] [-p par][-o outdir] [-e errdir] [-t ti
eout] [-O options] [-x args] [-X arg] [-L localdir] remote local (&itE4%)

pslurpiEli

-L IBEMITEEN FEEIATAIFERIER, local 2 FEEIAHFINEFR
-r BRASHER

ehl:

BSsERE: 3-ssh iR5S


https://ld246.com/article/1610627255617

#HIYE TH BTIRSEMpasswd Ut ZE/app ™, FER Suser
[17:12:24 root@centos8 ~]#pslurp -H 192.168.10.71 -A -L /app /etc/passwd user

[17:14:26 root@centos8 ~]#pslurp -h host.txt -A -L /data/ /etc/redhat-release version
Warning: do not enter your password if anyone else has superuser
privileges or access to your account.
Password:
[1] 17:14:33 [SUCCESS] 192.168.10.71
[2] 17:14:34 [SUCCESS] 192.168.10.72
[17:14:34 root@centos8 ~]#tree /data/
/data/
— 192.168.10.71
L— version
— 192.168.10.72
L— version

2 directories, 2 files

3.5 dropbear

HMatt JohnstonFrFF&fSecure Shell#k{4, Dropbear— MEXJH/INSSHIRSZEEMZ ik, ©
TE— 1 ETPOSIXIZHIFS, Dropbear2FFEEY, EMEETFMRICANFENE. Dropbear
FRIEMBRY "BRAN" AULinux (BREMBUNIx) R4, WNFCEIKHEES, PEAEFESESEEENEBIR
B TBULOpenSSH, TTHEHRARESR

B : http://matt.ucc.asn.au/dropbear/dropbear.html
Bfl: miFEEdropbear

#LEERE:

[17:16:21 root@centos8 ~]#yum install gcc zlib-devel

#TE

[17:19:00 root@centos8 ~]#wget https://matt.ucc.asn.au/dropbear/dropbear-2020.80.tar.bz2
[17:19:31 root@centos8 ~]#tar xvf dropbear-2020.80.tar.bz2

g RS

[17:19:50 root@centos8 dropbear-2020.80]#less INSTALL README

[17:21:06 root@centos8 dropbear-2020.80]#./configure --prefix=/apps/dropber --sysconfdir=
etc/dropber

[17:23:48 root@centos8 dropbear-2020.80]#make PROGRAMS="dropbear dbclient dropbear
ey dropbearconvert scp”

[17:23:48 root@centos8 dropbear-2020.80]#make PROGRAMS="dropbear dbclient dropbear
ey dropbearconvert scp" install

[17:23:17 root@centos8 dropbear-2020.80]#tree /apps/

/apps/

L— dropber

— bin

— dbclient

— dropbearconvert

— dropbearkey

—scp

F— sbin

L— dropbear

L—share
L— man
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—— manT

— dbclient.1

— dropbearconvert.1

L— dropbearkey.1

— man8

L— dropbear.8

#ELEPATHT &

[17:24:55 root@centos8 ~]#echo 'PATH=/apps/dropbear/sbin:/apps/dropbear/bin:$PATH' >/
tc/profile.d/dropber.sh

#EERRFATH

[17:31:21 root@centos8 ~]#mkdir /etc/dropbear

[17:31:46 root@centos8 ~]#dropbearkey -t rsa -f /etc/dropbear/dropbear rsa_host key -s 20
8

[17:32:37 root@centos8 ~]#dropbearkey -t dss -f /etc/dropbear/dropbear dsa_host key
#BEnf)sshiRSS

[17:32:38 root@centos8 ~]#dropbear -p :2222 -FE #gi&iafT, #H=Fsshd

[17:34:56 root@centos8 ~]#dropbear -p :2222  #F58151T

Bl

[17:09:40 root@centos7 ~]#ssh -p 2222 192.168.10.81

[17:35:51 root@centos8 ~]#dropbear -p 2222 192.168.10.81 ##HZ3Fssh
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