1E&:
RSk
SRR :
FFRITMY :

_
i
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2 OpenSSL

2.1 OpenSSL 7148

Bk: https://www.openssl.org/

OpenSSLItHIFE1998F i, HBEWFEAP—EERNNEZETR, EEEKM LEH, OpenSSLLAEric
oungbAKTim  HudsonBAFF&RISSLeay NERM, BEERARIERSALNENEER, SSLeayfE19985F
2BEIEFR. EAE1998F12H, HEB/MI X HOpenSSL, HEFRTE

OpenSSLEBEEZRSIRIRA7ABMA 13N FAAREERINRE (AHTFSAtER0penSSLETEE
2H—H5) . RERREERAT (ARR) , ERNESESE

ZIMESFHIEAZI10055%7T, EEMKERBRK. TLS 1.3 BT A H Akamai #58)

OpenSSLE— M HIURAUIBRIREES, NAEFILMERX MR TREBE, BRul, R
INB—ImELENS 0. XN Z RN AEEERMAIWTTIRSS 25

HIZERLICGESHTSRK, LM T7TEANNZINEE, LI TSSLSTLStMY., OpenSSLETLAZE{TEOpP
nVMS. Microsoft WindowsLAR £ ASEEEUNIKMEER AL (B1FSolaris, Linux, Mac OS X5
MR AE TR IBBSDIRER Ht)

OIEHERE: OpenSSL1.0.1ERA (7&1.0.1g9) 88— "ERRE, URFRGEERIRS=H
FER. ZRET2014F4BHMAETH, RM=02 —AYERM LG

BIE=/ N

e libcrypto: FAFSCIIINEFNBRZENE
o libssl: FAFSEMssBSMNIRERE
e openssl: ZRIRHSITIE

JR3Z5E#E: 2-OpenSSL
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2.2 Base644h3

Base64ZM 4B L H NAIRATEH 8Bit FERIRIZHTNC—, Base6dmi@—FFET 64 rAI+IEN
FERRR HEIEERRTTE

[1] A 16 Q 32 a 48 W
i B i7 R 332 h 49 x
2 o i8 s 34 i 50 ¥
3 D 19 T 3as i 51 z
4 E 20 u 36 k 52 1}
5 F 21 v 37 I 53 1
5 G 22 W 38 m 54 2
7 H 23 x 39 n 55 3
8 I 24 Y 40 0 56 4
9 2 25 Z 41 [+] 57 5
10 K 26 a 42 q 58 6
11 L 27 b 43 r 59 7
12 ™M 28 c 44 s 50 8
i3 N 29 d 45 t 51 9
14 (9] 30 -] 46 u 62 +
15 P 31 f 47 v 63 !
base64fYRESTIEUT :

BE3NFERA— MBS, REREINFEH, BRKARRES AR, AR
ENHH6A (2R96:X757964, (ER6ANFRBEIARTATE) | BE2MA0KIES, Hl—MHRIFT,
BHXHFTAITASIE, NN EERRBEER, BHBANRFR. XERHITTE, sAlsek
P EIRAYRIS I,

RERLA LRSI EManwiEa T :

& M a n
ASCITSH 7 97 110
- 10011 /0:1/0:1/ 0000 01 ©0 111 (2 (0
#3l 19 2 5 46
Base645%H3 T w F u
Bl
[19:32:04 root@centos7 ~]#echo -n Man | base64  ##{74wi3
TWFu
[20:47:36 root@centos7 ~]#echo -n TWFu | base64 -d #f##5
Man
[20:48:10 root@centos7 ~]#echo -n ab | base64
YWI=
[20:48:20 root@centos7 ~]#echo -n ab | base64 | base64 -d
ab

el EeFTEEX

[20:48:44 root@centos7 ~]#]#echo -n JXUORjYwJXUTOTdEJXU2NzBCJIXUTMONCIXVGRjAXJXU
ExJXU2N;jJGJXU3MzhCJXU2 NjUzJXU2N;jlI1 JXVGRjBDJXU2MjExJXU3NjgOUVEIdUZGMUEYOT
wODYyMCV1RkYwQyVINTNFRiIVINEVFNSVINTJBMCV1 NEUyQSVINTk3RCVINTNDQIVINT
xNyV1RkYxRiUwQQ== | base64 -d
%u4F60%u597D%u670B%u53CB%UFF01%u6211%u662F%u738B%u6653%u6625base64: inval
d input

[20:49:34 root@centos7 ~]#echo -n %u4F60%u597D%u670B%u53CB%uFF01%u6211%u662F
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u738B%u6653%u6625 | base64 -d
base64: invalid input

2.3 opensslih$
AETIRI :

o XEIR

o HLALIBIER;

=HFaS:

o TNEMRS

o HEREDS

o NZEMm<S

Bhl: openssIfIZEHIEZEREERE
[19:32:15 root@centos8 ~]#openss| version
OpenSSL 1.1.1g FIPS 21 Apr 2020
[20:52:31 root@centos8 ~]#openssl|

OpenSSL> version
OpenSSL 1.1.1g FIPS 21 Apr 2020

2.3.1 opensslfE SXIFRINZG

TH: openssl enc, gpg

Hi%: 3des, aes, blowfish, twofish

encip$: #HI: man enc

hngz:

[20:57:20 root@centos8 ~]#openssl enc -e -des3 -a -salt -in fstab -out zhang.cipher
=

[20:57:42 root@centos8 ~]#openssl enc -d -des3 -a -salt -in zhang.cipher -out zhang
T BEEAEN

2.3.2 opensslip SERISFE NS

TE&: openssl dgst

&% md5sum, shalsum, sha224sum,sha256sum...
dgst @< #85: man dgst

openssl dgst -md5 [-hexZAIA] /PATH/SOMEFILE

JR3Z5E#E: 2-OpenSSL
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openssl dgst -md5 testfile
md5sum /PATH/TO/SOMEFILE

[21:00:07 root@centos8 ~]#openssl md5 fstab

MD5(fstab)= 305613baf4b7a3319ee340fb8d53d2cf

[21:00:10 root@centos8 ~]#openssl sha512 fstab

SHA512(fstab)= ce24e2d29c1c65f6b7808f47aa91fa840ac11f43337f0d7a10af56666e02f46468
8¢532590187daddfbc70f70c73b739ee87c1e581d9f1d9e5e7867e8ae4f62

[21:00:21 root@centos8 ~]#sha512sum fstab
ce24e2d29c1c65f6b7808f47aa91fa840ac11f43337f0d7a10af56666e02f4646888c532590187da
dfbc70f70c73b739ee87c1e581d9f1d9e5e7867e8ae4f62 fstab

#FENR:
MAC: Message Authentication Code, BRENNZAI—FRE(RRFE, FFCIMESEEPRIEATER

EASSER AL H
HMAC: hash-based MAC, {FAEBREE%L

2.3.3 opensslas SEARERE

passwdip<: #Bjman sslpasswd

[21:00:43 root@centos8 ~]#openss| passwd --help
Usage: passwd [options]
Valid options are:

-help Display this summary

-in infile Read passwords from file

-noverify Never verify when reading password from terminal
-quiet No warnings

-table Format output as table

-reverse Switch table columns

-salt val Use provided salt

-stdin Read passwords from stdin

-6 SHA512-based password algorithm

-5 SHA256-based password algorithm

-apr1 MD5-based password algorithm, Apache variant

-1 MD5-based password algorithm

-aixmd5 AIX MD5-based password algorithm

-crypt Standard Unix password algorithm (default)

-rand val Load the file(s) into the random number generator

-writerand outfile Write random data to the specified file
[20:50:55 root@centos7 ~]#openss| passwd --help
Usage: passwd [options] [passwords]

where options are

-crypt standard Unix password algorithm (default)

-1 MD5-based password algorithm

-apri MD5-based password algorithm, Apache variant
-salt string use provided salt

-in file read passwords from file

-stdin read passwords from stdin

-noverify never verify when reading password from terminal
-quiet no warnings

-table format output as table
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-reverse switch table columns
efl:

[09:14:25 root@centos8 ~]#getent shadow zhang
zhang:$6$0nQWTH1iY2ZSQYbI$WkasOxw7n5k8ZRY.5fa49mkXhuJGNi7YGHccEgoyi9TsVd1nf/
QBvmMQ9nChGHXJGHENXH3wYsRamP/CB4/B1:18639:0:99999:7:::

[09:14:31 root@centos8 ~]#echo 123456 | openssl passwd -6 -salt OnQwTH1iY2ZSQYbl -stdin
$6$0nQWTH1iY2ZSQYbl$WkasOxw7n5k8ZRY.5fa49mkXhuJGNi7YGHccEgoyi9TsVd1nf/5QBv
Q9nChGHXJGHENXH3wYsRamP/CB4/B1

[09:15:07 root@centos8 ~]#openssl passwd -6 -salt OnQwTH1iY2ZSQYbl 123456
$6$0nQWTH1iY2ZSQYbI$WkasOxw7n5k8ZRY.5fa49mkXhuJGNi7YGHccEgoyi9TsVd1nf/5QBv
Q9nChGHXJGHENXH3wYsRamP/CB4/B1

jefil: FIPythoniER{ECentos7, “Rfishab12MNEREEEE, centos7 openssliRAFEEZHshab2
mEEx

[21:03:46 root@centos7 ~]#python -c 'import crypt,getpass;pw="magedu";print(crypt.crypt(
w))'

$6$pxOXHIVIPThLDgmQ$FI3OLfvAbxFtwMhB.L6gKADg5XxYnpQA1q5sFgDen4Z/sJYbu4NAK
ddO/g.PMU9F2GPvNyDtD7Ja6F19W4q;.

Bfl: elEIBARFRIEER, £CentOSSHIUbuntu#BiEm

[09:18:30 root@centos8 ~]#useradd -p ‘echo 123456 | openssl| passwd -6 -salt OnQwTH1iY2Z
QYbl -stdin” wang

[09:19:12 root@centos8 ~]#getent shadow zhang
zhang:$650nQwWTH1iY2ZSQYbl$WkasOxw7n5k8ZRY.5fa49mkXhuJGNi7YGHccEgoyi9TsVd1nf/
QBvmQ9nChGHXJGHENXH3wYsRamP/CB4/B1:18639:0:99999:7:::

[09:19:21 root@centos8 ~]#getent shadow wang
wang:$6$0nQwWTH1iY2ZSQYbI$WkasOxw7n5k8ZRY.5fa49mkXhu)JGNi7YGHccEgoyi9TsVd1nf/
QBvmQ9nChGHXJGHENXH3wYsRamP/CB4/B1:18639:0:99999:7:::

ehl:

[09:21:03 root@centos8 ~]#openss| passwd -1 -salt SALT (5Z%8{i)
[09:21:11 root@centos8 ~]#openss| passwd -1 -salt centos

2.3.4 opensslip SERBEEY

BEHNERAERKES: (hBEINEF, FUBBRMENR, RiQFERETAERRENE

/dev/random #YMNFEEIREIRENEL, BEVIEAER, PEZE
/dev/urandom #MNFSBIREIFENIEL, BENZUER, SFIBTGERIOMENIEL, FEEZE

#E81: man sslrand
openss| rand -base64|-hex NUM

NUM: JR-F08, (ERA-hex, 8MFRFA7NES, BIATHMTHS], HIRFFFEINUM*2
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efl: “ERkhEN10(IKERRT

[09:24:11 root@centos8 ~]#openssl rand -base64 9 |head -c10
Vy8567ZT4x

[09:25:40 root@centos8 ~]#tr -dc '[:alnum:]' < /dev/urandom | head -c 10
3hl4sC5geK

2.3.5 opensslfE SEEHPKI

LA :

e &;%: RSA, ELGamal

e TH: gpg, openssl rsautl (man rsautl)
HFER:

e B%: RSA, DSA, ELGamal

A3

e Bi%: dh

e DSA: Digital Signature Algorithm

e DSS: Digital Signature Standard

e RSA:

opensslapSAERMZEIAXT)L: man genrsa

HERKFATH

openssl genrsa -out /PATH/TO/PRIVATEKEY.FILE [-des3] [NUM BITS,2k1A2048]

@XIFRINERIE:man genrsa

-aes128, -aes192, -aes256, -aria128, -aria192, -aria256, -camellia128, - camellia192, -camellia
56, -des, -des3, -idea

R INERAYSREA

openssl rsa -in /PATH/TO/PRIVATEKEY.FILE -out /PATH/TO/PRIVATEKEY2.FILE

BHl:

FERXITRWSBINERIFATE, BEIREM NN RSSIZSe, NAEN iz
[09:26:54 root@centos8 ~]#(umask 077 ; openssl genrsa -out app.key 2048)

[09:31:16 root@centos8 ~]#cat app.key
HENNEXI TR BkeyiR® WHNERE, (BEASE

[09:34:18 root@centos8 ~]#openssl genrsa -out app2.key -des3 2048
[09:35:40 root@centos8 ~]#cat app2.key

MELAREZENH 225H
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openssl rsa -in PRIVATEKEYFILE -pubout -out PUBLICKEYFILE
Bhl: AMKEMISERERXHX)
[09:41:08 root@centos8 ~]#(umask 077;0penss| genrsa -out app.key)

[09:41:12 root@centos8 ~]#ll

total 4

-rW------- 1 root root 1679 Jan 12 09:41 app.key

[09:41:17 root@centos8 ~]#openssl| genrsa -out app.key 1024

[09:41:53 root@centos8 ~]#ll
total 4
-rW------- 1 root root 891 Jan 12 09:41 app.key

el MFATHIREN A

[09:41:58 root@centos8 ~]#openssl rsa -in /root/app.key -pubout -out app.key.pub
writing RSA key

[09:43:02 root@centos8 ~]#ls

app.key app.key.pub

[09:43:03 root@centos8 ~]#cat app.key.pub

————— BEGIN PUBLIC KEY-----
MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDjXRDEyJQpyAavttGBHdymjkgz
A6rA85IWmPCq7kZ9eE691uiJX6tsCt+vIVZpDtRuZaksMjXFZYm2EybDTSCnd6hV
aEptBaQbjCfFDBB5071Z7KZIF6LcUDh/T3yCU3SLDWNmMORi2326pfO5FcL9hkyim
rLfs76TYmNcZNS5IILQIDAQAB

----- END PUBLIC KEY-----

Cl: ERINZEAOTATH, HFR

[09:46:10 root@centos8 ~]#openssl genrsa -out /root/app.key -des3 1024
Generating RSA private key, 1024 bit long modulus (2 primes)

O o o o o

e is 65537 (0x010001)

Enter pass phrase for /root/app.key:

Verifying - Enter pass phrase for /root/app.key:
[09:46:18 root@centos8 ~]#ll

total 4

-rW------- 1 root root 963 Jan 12 09:46 app.key
[09:46:21 root@centos8 ~]#cat app.key

[09:46:30 root@centos8 ~]#openssl rsa -in /root/app.key -out /root/app.key
Enter pass phrase for /root/app.key:

writing RSA key

[09:47:07 root@centos8 ~]#ls -I

total 4

-rw------- 1 root root 887 Jan 12 09:47 app.key

[09:47:11 root@centos8 ~]#cat /root/app.key

2.4 B I\ CASINER RIS IMA

EBFABCA:
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e OpenCA: OpenCAFRRBLRERIPerl3TOpenSSLHT RFF R —ERZMIPKIGZR Y

e openssl: #HXE opensslflopenssl|-libs

IEBHREREELR:

1. EREBEHRIFIEK

2. RAYZLS

3. CAZE

4. FREGIEH

j&fl: openssl-libsfd

[09:47:25 root@centos8 ~]#rpm -ql openssl-libs
/etc/pki/tls

/etc/pki/tls/certs

/etc/pki/tls/ct_log list.cnf
/etc/pki/tls/misc

openssIfEEE 14 :

[09:49:35 root@centos8 ~]#cat /etc/pki/tls/openssl.cnf
=HEREE: matchItEg, optionaldi&, suppliedigit
match: ZERAFIEGHERIRCAIRERERUII—E

optional: AIEAE, RCAGBEEAIAFA—H
supplied: RESIXIARIEER

2.4.1 gIZEFABCA

1.8 CAFRRZERIN

#EERIER RS [ S
touch /etc/pki/CA/index.txt

HEEE—MUALEBRIFSIS
echo 01 > /etc/pki/CA/serial

2.4 CATAH

cd /etc/pki/CA/
(umask 066; openssl genrsa -out private/cakey.pem 2048)

3.4RCARSIER
#EBEFNAATIER

openssl req -new -x509 -key /etc/pki/CA/private/cakey.pem -days 3650 -out /etc/pki/CA/cace

t.pem

FEIERA :
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-new: ARGFNEPEEFK

-x509: ERFCALRBEIEH

-key: HpkIERATFIZIAIRATESI4

-days n: IFRRIBRERR

-out /PATH/TO/SOMECERTFILE: iIEBAHFIFIER
EZAHES: https://country-code.cl/

Bl —RERBERIED

[09:50:22 root@centos8 ~]#openss| req -utf8 -newkey rsa:1024 -subj "/CN=www.zhangzhuo.
rg" -keyout app.key -nodes -x509 -out app.crt

[09:56:25 root@centos8 ~]#openssl X509 -in app.crt -noout -text

2.4.2 HiGIEFBHMAZIED

1. AR EEBIEBRENERFAR
(umask 066; openssl genrsa -out /data/test.key 2048)

2. P FEEREBIENEMERRENG

openssl req -new -key /data/test.key -out /data/test.csr
3.ECAEZ BB HISIEBMASIBTRE

openssl ca -in /data/test.csr -out /etc/pki/CA/certs/test.crt -days 100
TR BABEKER, &, ARBMR=IWIFICA—EL
4. SHIEBPRIER

openssl x509 -in /PATH/FROM/CERT FILE -noout -text|issuer|subject|serial|dates

#EERERSHBEPIRE
openssl ca -status SERIAL

2.4.3 RiHIED

EEFiniA I E R IEASEBRIserial

openss| x509 -in /PATH/FROM/CERT_FILE -noout -serial -subject

EFAL, RIEZEFRZRserialSsubject(5R, MELRIEERESindex. txtXHRIER—H, B

openssl ca -revoke /etc/pki/CA/newcerts/SERIAL.pem
BES— I RHIEBNES, I8 F—XEHHEBRETIERR, Z7RERNT
echo 01 > /etc/pki/CA/crinumber

EFREBmETIR
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openssl ca -gencrl -out /etc/pki/CA/crl.pem
aHcrl3y:

openssl crl -in /etc/pki/CA/crl.pem -noout -text

2.4.4 CentOS7 R ZEZXRIED

#HB centos7BIXMNIEEFERMaketliE B EUEH
[09:07:30 root@centos7 ~]#cd /etc/pki/tls/certs

[10:05:58 root@centos7 certs]#make

[10:06:01 root@centos7 certs]#ls
ca-bundle.crt ca-bundle.trust.crt make-dummy-cert Makefile renew-dummy-cert

[10:06:11 root@centos7 certs]#cat Makefile
[10:08:32 root@centos7 certs]#make app.crt

[10:09:30 root@centos7 certs]#ls
app.crt app.key ca-bundle.crt ca-bundle.trust.crt make-dummy-cert Makefile renew-dum
y-cert

[10:09:34 root@centos7 certs]#openssl x509 -in app.crt -noout -text

2.4.5 SLERZEF: fECentos8 ELIMFAB CAFLER RIS
2.4.5.1 S3ECARXB R ¢

[10:12:13 root@centos8 ~]#mkdir -pv /etc/pki/CA/{certs,crl,newcerts,private}
mkdir: created directory '/etc/pki/CA'

mkdir: created directory '/etc/pki/CA/certs'
mkdir: created directory '/etc/pki/CA/crl’
mkdir: created directory '/etc/pki/CA/newcerts'
mkdir: created directory '/etc/pki/CA/private’
[10:13:06 root@centos8 ~]#tree /etc/pki/CA
/etc/pki/CA

F— certs

F— crl

— newcerts

—— private

4 directories, O files
[10:13:27 root@centos8 ~]#touch /etc/pki/CA/index.txt
[10:13:58 root@centos8 ~]#echo 00 > /etc/pki/CA/serial

index.txtfllserial EEMAZIEBIAEEER, MRAEFE, SHBMUTERER

[root@centos8 ~]#openssl ca -in /data/app1/appl.csr -out

/etc/pki/CA/certs/app1.crt -days 1000

Using configuration from /etc/pki/tls/openssl.cnf 140040142845760:error:02001002:system i
rary:fopen:No such file or directory:crypto/bio/bss file.c:72:fopen('/etc/pki/CA/index.txt’,'r') 1

JESgESE: 2-OpenSSL


https://ld246.com/article/1610606336518

0040142845760:error:2006D080:BIO routines:BIO_new_file:no such file:crypto/bio/bss file.c:79

[root@centos8 ~]#openssl ca -in /data/app1/app1.csr -out

/etc/pki/CA/certs/app1.crt -days 1000

Using configuration from /etc/pki/tls/openssl.cnf

/etc/pki/CA/serial: No such file or directory error while loading serial number
140240559408960:error:02001002:system library:fopen:No such file or directory:crypto/bio/bs
_file.c:72:fopen('/etc/pki/CA/serial’,'r') 140240559408960:error:2006D080:BIO routines:BIO ne
_file:no such file:crypto/bio/bss file.c:79:

2.4.5.2 SIFECARYFATA

[10:14:24 root@centos8 ~]#cd /etc/pki/CA/
[10:16:14 root@centos8 CA]#(umask 066;0penss| genrsa -out private/cakey.pem 2048)

[10:16:45 root@centos8 CAl#tree

— certs

— crl

F— index.txt

— newcerts

— private

L— cakey.pem
— serial

4 directories, 3 files

[10:16:50 root@centos8 CAJ#ll private/

total 4

-rW------- 1 root root 1679 Jan 12 10:16 cakey.pem
[10:17:06 root@centos8 CA]#cat private/cakey.pem

2.4.5.3 CAMARBEZIED

[10:17:15 root@centos8 CAJ#openssl req -new -x509 -key /etc/pki/CA/private/cakey.pem -da
s 3650 -out /etc/pki/CA/cacert.pem

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [XX]:.CN

State or Province Name (full name) [J:neimeng

Locality Name (eg, city) [Default City]:baotou

Organization Name (eg, company) [Default Company Ltd]:zhangzhuo
Organizational Unit Name (eg, section) [J:devops

Common Name (eg, your name or your server's hostname) []:ca.zhangzhuo.org
Email Address [J:admin@zhangzhuo.org

[10:19:47 root@centos8 CAl#tree
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— cacert.pem
— certs

— crl

F— index.txt

— newcerts

— private

L— cakey.pem
— serial

4 directories, 4 files
[10:19:49 root@centos8 CAl#cat /etc/pki/CA/cacert.pem

[10:20:14 root@centos8 CA]#openssl x509 -in /etc/pki/CA/cacert.pem -noout -text

#53Hcacert.pem{EZwindows_t, EX3{4RF Hcacert.pem.crt, WHEALUEZI TESER

on IEH

= EEEE IBEe

miiHHﬁE

It CA RERIEBAREE. EEAEE, SHRIBREN"RE
ENRIEBERTE X

AEA: ca.zhangzhuo.org

e ca.zhangzhuo.org

BUHEAM 2021-01-12 3 2031-01-10

SWEH0). || EEEREES)

X

2.4.5.4 R4 FATRFIEB IS
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[10:24:15 root@centos8 CA]#mkdir -p /data/app1
[10:30:11 root@centos8 CA]#(umask 066;0penssl genrsa -out /data/app1/app1.key 2048)

[10:30:39 root@centos8 CAl#cat /data/app1/app1.key

[10:30:45 root@centos8 CAl#openssl req -new -key /data/app1/app1.key -out /data/app1/ap
1.csr

[10:32:48 root@centos8 CAJ#Il /data/app1/

total 8
-rw-r--r-- 1 root root 1066 Jan 12 10:32 app1.csr
-rW------- 1 root root 1675 Jan 12 10:30 app1.key

MANBEIASGACA—E: BXR, &3, AR, NRFR, S THEHIET

[root@centos8 ~]#openssl ca -in /data/app2/app2.csr -out

/etc/pki/CA/certs/app2.crt

Using configuration from /etc/pki/tls/openssl.cnf Check that the request matches the signatu
e Signature ok

The stateOrProvinceName field is different between CA certificate (beijing) and the request (h
bei)

2.4.5.5 CAR&ZIES

[10:37:25 root@centos8 CA]#openssl ca -in /data/app1/app1.csr -out /etc/pki/CA/certs/app1.
rt -days 1000

Using configuration from /etc/pki/tls/openssl.cnf

Check that the request matches the signature

Signature ok

Certificate Details:

Serial Number: 0 (0x0)

Validity

Not Before: Jan 12 02:37:26 2021 GMT

Not After : Oct 9 02:37:26 2023 GMT

Subject:

countryName = CN
stateOrProvinceName = neimeng
organizationName = zhangzhuo
organizationalUnitName = devops
commonName = app.zhangzhuo.org
emailAddress = root@zhangzhuo.org

X509v3 extensions:

X509v3 Basic Constraints:

CA:FALSE

Netscape Comment:

OpenSSL Generated Certificate

X509v3 Subject Key Identifier:
08:0B:BD:FA:EF:0E:88:2F:AF:4D:3D:D5:2A:85:68:7B:76:7B:0E:92
X509v3 Authority Key Identifier:
keyid:80:B9:1E:65:EF:5C:8B:75:C4:D3:C0:A8:A0:0D:91:4F:D8:87:48:3A

Certificate is to be certified until Oct 9 02:37:26 2023 GMT (1000 days)
Sign the certificate? [y/n]y

JFSTiEE: 2-OpenSSL
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1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated
[10:38:12 root@centos8 CAl#tree /etc/pki/CA/
/etc/pki/CA/
— cacert.pem
— certs
L— app1.crt
— crl
— index.txt
— index.txt.attr
— index.txt.old
— newcerts
L— 00.pem
— private
L— cakey.pem
— serial
— serial.old

4 directories, 9 files

2.4.5.6 BHIEH

[10:38:21 root@centos8 CA]#cat /etc/pki/CA/certs/app1.crt
[10:39:21 root@centos8 CA]#openssl x509 -in /etc/pki/CA/certs/app1.crt -noout -text

[10:39:57 root@centos8 CA]#openssl x509 -in /etc/pki/CA/certs/app1.crt --noout -issuer
issuer=C = CN, ST = neimeng, L = baotou, O = zhangzhuo, OU = devops, CN = ca.zhangzhuo
org, emailAddress = admin@zhangzhuo.org

[10:40:49 root@centos8 CA]#openssl x509 -in /etc/pki/CA/certs/app1.crt --noout -subject
subject=C = CN, ST = neimeng, O = zhangzhuo, OU = devops, CN = app.zhangzhuo.org, ema
|Address = root@zhangzhuo.org

[10:41:03 root@centos8 CAJ]#openssl x509 -in /etc/pki/CA/certs/app1.crt --noout -dates
notBefore=Jan 12 02:37:26 2021 GMT
notAfter=0Oct 9 02:37:26 2023 GMT

[10:41:27 root@centos8 CA]#openssl x509 -in /etc/pki/CA/certs/app1.crt --noout -serial
serial=00

#UENIHEERSXI ROERBRIBRME

[10:42:26 root@centos8 CAJ#openssl ca -status 00

Using configuration from /etc/pki/tls/openssl.cnf
00=Valid (V)

[10:42:37 root@centos8 CAl#cat /etc/pki/CA/index.txt

V 2310090237267 00 unknown /C=CN/ST=neimeng/O=zhangzhuo/OU=devops/C
=app.zhangzhuo.org/emailAddress=root@zhangzhuo.org
[10:43:02 root@centos8 CAl#cat /etc/pki/CA/index.txt.old
[10:43:17 root@centos8 CAJ]#cat /etc/pki/CA/serial

01

[10:43:31 root@centos8 CAl#cat /etc/pki/CA/serial.old

00

JFSTiEE: 2-OpenSSL


https://ld246.com/article/1610606336518

2.4.5.7 JEPBHEXUHRIEZIAFiR(ER

[10:45:44 root@centos8 CA]#cp /etc/pki/CA/certs/app.crt /data/app1/
[10:45:59 root@centos8 CAl#tree /data/app1/

/data/app1/

F— app1.crt

— app1l.csr

— app1.key

0 directories, 3 files

2.4.5.8 iEBRIGIE
ENAERATIES, Ewindows EERAHISERY, ATLAEE FEANRIESCIEE
FJFinternetBMESNIEBHA LAY

2.4.5.9 iFBRIBEE

[10:48:34 root@centos8 CAJ#openssl| ca -revoke /etc/pki/CA/newcerts/00.pem

Using configuration from /etc/pki/tls/openssl.cnf

Revoking Certificate 00.

Data Base Updated

[10:48:54 root@centos8 CAJ#openssl ca -status 00

Using configuration from /etc/pki/tls/openssl.cnf

00=Revoked (R)

[10:49:08 root@centos8 CAl#cat /etc/pki/CA/index.txt

R 231009023726Z 210112024854Z 00 unknown /C=CN/ST=neimeng/O=zhangzhuo
OU=devops/CN=app.zhangzhuo.org/emailAddress=root@zhangzhuo.org

2.4.5.10 “ERRIEBRIEFIRH

#BFIED
[10:48:34 root@centos8 CAJ#openssl| ca -revoke /etc/pki/CA/newcerts/00.pem

[10:48:54 root@centos8 CA]#openssl ca -status 00
00=Revoked (R)

#E R RIS

[10:50:29 root@centos8 CA]#echo 01 > /etc/pki/CA/crinumber

[10:51:08 root@centos8 CA]#openssl ca -gencrl -out /etc/pki/CA/crl.pem
Using configuration from /etc/pki/tls/openssl.cnf

[10:51:34 root@centos8 CAl#cat /etc/pki/CA/crinumber

02

[10:51:50 root@centos8 CAl#cat /etc/pki/CA/crl.pem

[10:51:58 root@centos8 CA]#openssl crl -in /etc/pki/CA/crl.pem --noout -text

Certificate Revocation List (CRL):

Version 2 (0x1)

Signature Algorithm: sha256WithRSAEncryption

Issuer: C = CN, ST = neimeng, L = baotou, O = zhangzhuo, OU = devops, CN = ca.zhangzhuo
org, emailAddress = admin@zhangzhuo.org

JESEE: 2-OpenSSL
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Last Update: Jan 12 02:51:34 2021 GMT

Next Update: Feb 11 02:51:34 2021 GMT

CRL extensions:

X509v3 CRL Number:

1

Revoked Certificates:

Serial Number: 00

Revocation Date: Jan 12 02:48:54 2021 GMT
Signature Algorithm: sha256WithRSAEncryption
23:14:1b:01:2d:67:d6:5a:70:13:7b:f2:68:e5:7f:d6:91:91:
76:1f:c2:f2:11:39:6d:d2:87:a5:0b:d0:2b:15:f9:cd:55:84:
a9:b5:1c:7e:c1:01:30:5f:7d:c1:c3:8a:ef:ad:ee:32:21:d6:

77:1¢:46:d9:30:92:1d:56:ad:40:54:59:19:5e:95:e1:78:20:

Of:ff:cd:e7:22:be:f5:6a:€0:28:a8:55:89:26:40:d8:23:d0:
76:0d:f6:8b:b9:7a:12:89:a2:70:46:37:aa:8f:6d:0e:31:8a:
08:34:78:04:cb:15:3a:95:ec:3e:ac:67:d0:6b:be:48:0f:92:
39:€9:e3:ab:25:89:04:99:b2:2¢:83:fe:96:79:5¢:36:85:62:
7b:d2:00:f2:8f:c0:7d:d0:f3:8b:a6:58:db:3d:57:56:fa:64:
55:a7:f8:03:cc:ca:7b:79:4a:7b:21:d0:62:48:7a:8b:51:a2:
c2:3a:5d:a7:€3:98:7c:c5:b1:db:37:€7:32:19:41:e0:8d:c4:
95:e7:de:a2:05:bb:9f:62:30:76:69:cb:7d:4d:a9:75:66:¢c6:
94:48:7a:72:20:b2:0b:d6:73:d9:32:55:60:0b:25:f:88:18:

56:46:90:f6:58:17:35:3e:b1:6e:38:b4:b0:dd:95:e3:43:7e:

73:0e:1c:f0
[10:52:32 root@centos8 CA]#sz /etc/pki/CA/crl.pem

#FGI S crl. pemf&EZlIwindows EHEUEEJacrl.pem.crl, ERILAEBLITER

JFSTiEE: 2-OpenSSL
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