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get certs by domain_port.sh

#!bin/bash
#IRSSum b E
host=$1
#img [
port=$2

HIERAFR

certName=9%3

HREGIES
echo "Q"|openssl s_client -connect ${host}:${port} -servername ${host} -showcerts | openssl x
09 -outform pem > ${certName}.crt

NRFER/INRNZ MEB T LB NEAMA
HFIREERTIZR

hosts=(www.baidu.com www.csdn.net www.cnblogs.com)
#HEEIHO, HTTPSENAIR /9443

port=443

#HEINREULED
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for host in ${hosts[@]};do
echo "Q"|openssl s_client -connect ${host}:${port} -servername ${host} -showcerts|openssl x
09 -outform pem > ${host}.crt

done
T BRI XAl EHR FEMBFRAbai
u.crtgSiER,

, 0 = GlobalSign nv-sa, CN = GlobalSign Organization Validation CA - SHAZSE

L = beijing, OU = service operation department, 0 = "Beijing Baidu Netcom Science Tech gy Co., Ltd", CN = baidu.com

=T 1 root i 30 2:46 baidu.crt
5o 4T

ERATEHNEER, HERERERIERSARdOEREE.

import _jdk certs.sh

#!/bin/bash

#HIFUEB SN dIERE
HIEPHIE

alias=$1

LT SR e
fileName=$2

keytool -import -v -trustcacerts -alias ${alias} -file ${fileName} -storepass changeit -keystore $
JAVA HOME}Y/jre/lib/security/cacerts

T BIARERSARdGERE (FEEMArootlF, &
SIENIR) .

ion department, L=beijing, ST=beijimg, C=CN

.1 Criticality=
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LT ' [= -
DNSName :
DNSName :
DNSName :
DNSName:
DNSName:
DNSName:
DNSName :
DNSName:
DNSName:
DNSName:
DNSName:
DNSName :
DNSName :
DNSName:
DNSName:
DNSName:
DNSName :
DNSName :
DNSName:
DNSName:
DNSName:
DNSName:
DNSName :
DNSName:
DNSName:
DNSName:

.map.baidu.com
.mbd.baidu.com

. fanyi.baidu.com
.baidubce.com
.mipcdn.com
.news.baidu.com
.baidupcs.com
.aipage.com
.aipage.cn
.bcehost.com
.safe.baidu.com
.im.baidu.com
.baiducontent.com
.dlnel.com
.dlnel.org
.dueros.baidu.com
.su.baidu.com
.91.com
+haol23.baidu.com
.apollo.auto
.xueshu.baidu.com
.bj .baidubce.com
.gZ .baidubce.com
.smartapps.cn
.bdtjrcv.com
DNSName: *.hao222.com
DNSName: *.haokan.com
DNSName: *.pae.baidu.com
DNSName: *.vd.bdstatic.com
DNSName: click.hm.baidu.com
DNSName: log.hm.baidu.com
DNSName: cm.pos.baidu.com
DNSName: wn.pos.baidu.com
DNSName: update.pan.baidu.com

FOE O R K R R E K R KRR E R EEEEEE LN

pr10: ObjectlId: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

eyldentifier [

PpEEO: 9E C9 79 D7 E9 5B AB 8A 16 CC 32 8E C6 99 E6 9F
pE10: 20 42 35 87

rust this certificate? [no]: yes
ertificate was added to keystore
[Storing fusr/local/java/jre/lib/security/cacerts]

ERTENEATLIEEELRIIE|JOEBERRSERER, RBEATURRIIEHXINES.
cat_jdk certs.sh

#!/bin/bash

certName=%$1

keytool -list -keystore "${JAVA_ HOME}/jre/lib/security/cacerts" -storepass changeit |grep ${ce
tName}

T 8%,

[root@ID certs]# sh cat jdk certs.sh baidu
baidu, Oct 11, 2020, trustedCertEntry,
[root@ID certsl# |}
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SMAOE: BHIEBAL, SEREIEkEE.

/**
* ¥REX HttpClient
*

* @param host

* @param path

* @return

* @author Z=fr%E

*/

private static CloseableHttpClient wrapClient(String host, String path) {
CloseableHttpClient httpClient = HttpClientBuilder.create().build();
if (host != null && host.startsWith("https://")) {

return sslClient();

} else if (StringUtil.isBlank(host) && path != null && path.startsWith("https://") {
return sslClient();

}
return httpClient;
}
/**
* EEASSLZHIREEERIESE, BUEIENISSL Sl ConnectionManager, i iiConnection
BiER

* @return HttpClient 3z#Fhttps

* @author Z=HR%E

*/

private static CloseableHttpClient ssIClient() {

try {

// ERBASSLZ BB EESWIEAX, BUEENSSL
AppLogger.debug("EAASSLZ BIEEESWIEGE, BUEHRIISSL");
X509TrustManager trustManager = new X509TrustManager() {

@Override

public void checkClientTrusted(X509Certificate[] arg0, String arg1) throws Certificat
Exception {

}

@Override

public void checkServerTrusted(X509Certificate[] arg0, String arg1) throws Certificat
Exception {

}

@Override

public X509Certificate[] getAcceptedissuers() {
return new X509Certificate[0];

}

%

SSLContext ctx = SSLContext.getInstance(SSLConnectionSocketFactory.TLS);

ctx.init(null, new TrustManager[] { trustManager }, null);

SSLConnectionSocketFactory socketFactory = new SSLConnectionSocketFactory(ctx,
NoopHostnameVerifier. INSTANCE);

// BliEReqistry
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RequestConfig requestConfig = RequestConfig.custom().setCookieSpec(CookieSpecs.
TANDARD STRICT)
.setExpectContinueEnabled(Boolean.TRUE)
.setTargetPreferredAuthSchemes(Arrays.asList(AuthSchemes.NTLM, AuthSchemes
DIGEST))
.setProxyPreferredAuthSchemes(Arrays.asList(AuthSchemes.BASIC)).build();
Registry<ConnectionSocketFactory> socketFactoryRegistry = RegistryBuilder.<Connec
ionSocketFactory>create()
register("http”, PlainConnectionSocketFactory.INSTANCE).register("https”, socket
actory).build();
// €lEConnectionManager, #ilConnectionfit&EER

PoolingHttpClientConnectionManager connectionManager = new PoolingHttpClientC
nnectionManager(
socketFactoryRegistry);
CloseableHttpClient closeableHttpClient = HttpClients.custom().setConnectionManage
(connectionManager)
.setDefaultRequestConfig(requestConfig).build();
return closeableHttpClient;
} catch (KeyManagementException ex) {
throw new RuntimeException(ex);
} catch (NoSuchAlgorithmException ex) {
throw new RuntimeException(ex);

}
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