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TEHEHRGERESERA 3 S4HkA:
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= CAWindows\System32\cmd.exe = O
:56] 93.43% 12043 files 4. 631 GiB, total 14320 files 4.957 GiB,
:56] 93.43% 12044 files 4.631 GiB, total 14320 files 4.957 GiB
-56] 93.56% 12044 files 4. 638 GiB, total 14320 files 4. 957 GiB,
:56] 93.64% 12045 files 642 GiB, total 14320 files 4.957 GiB
'56] 93.66% 12046 files 643 GiB, total 14320 files 4.957 GiB,
:56] 93.66% 12081 files 4. 643 GiB, total 14320 files 4.957 GiB,
:56] 93.66% 12111 files 643 GiB, total 14320 files 4.957 GiB, errors
-56] 93.68% 12131 files 4. 644 GiB, total 14320 files 4. 957 GiB, errors
1[1:59] 95.77% 13722 files 4. 747 GiB, total 14320 files 4.957 GiB, 0 errors
:59] 95.80% 14041 files 749 GiB, total 14320 files 957 GiB, errors ET
:59] 95.80% 14099 files 4.749 GiB, total 14320 files 4.957 GiB, errors ET
:59] .81% 14155 files 4.749 GiB, total 14320 files 4.957 GiB, errors ET
:59] 95.81% 14211 files 4. 749 GiB, total 14320 files 4.957 GiB, errors ET
:59] 95.81% 14261 files 750 GiB, total 14320 files 4.957 GiB, errors
:59] .91% 14291 files 755 GiB, total 14320 files 4.957 GiB, errors
:03] 99.47% 14310 files 4.931 GiB, total 14320 files 4. 957 GiB, errors
:03] 99.47% 14311 files @31 GiB, total 14320 files 4.957 GiB, errors
03] .60% 14312 files 4. 937 GiB, total 14320 files 4.957 GiB, errors
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14320 new, 0 changed, 0 unmodified
i 7211 new, 0 changed, 0 unmodified
Added to the repo: 4.299 GiB
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processed 14320 files, 4.957 GiB in 2:05
snapshot f93eabc5 saved
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;ﬂ‘ﬁ ERATHI ARSI, LIRTSHFIRIERTS U, ERILATEFHEITE], MAFHITE
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HEEFTFhERE

REFEHELEFRS FHEE" . AENEAECEE ( "init" ) XERIFMERE. FEETLUFEE
iy, WALIEEER NEERSHIIRS L. BIMGEARNBERTHFERE, FAENERBIBN
FrERMhIAIN. —BREPETXENEXET, (REILBEIT—=.

NTFEMED, restic EZFHIBELE PRGNS, XITER, BILNIEI:
o BIINREE IREZY
o BT GEIEE R E IEAERERE BRI G
o BT ‘ EECEREF, HEBETRENREE
, (EEAT#IER

Fith
ETUTSHS, FRNEEE, HEUE el

$ restic init --repo /srv/restic-repo

enter password for new repository:

enter password again:

created restic repository 085b3c76b9 at /srv/restic-repo

Please note that knowledge of your password is required to access the repository.
Losing your password means that your data is irrecoverably lost.

L5 ICEHRRER! REX, (REXERELEHREIFERE!
Z&E: £ Linux £, BTRESMRR, £ CIFS (SMB) #= HREFFHEERIEFR. BARRS

— NG, BABIIREDTE GODEBUG 73 asyncpreemptoff=1, GitHub issue #2659 B&Ei¥5
fRTE.

SFTP

ERHHUEER SFTP, (FEEFMSIRE SSH . EANRIRSZESHETMNERD restic KM, ATLA,
TERSLEHRELS (FH) .

LIRS ERIREE, BEBES nit R URL, BUETLARIMAIE SFTP sha0fzsE:
$ restic -r sftp:user@host:/srv/restic-repo init

enter password for new repository:

enter password again:

created restic repository f1c6108821 at sftp:user@host:/srv/restic-repo

Please note that knowledge of your password is required to access the repository.
Losing your password means that your data is irrecoverably lost.

(RIBATLEE—MEXEER, XA, XMENBEIEENMEX MERRENAFRE RAVETRE.
S5, AR SFTP IRSB2FREIHZRFBAER, (RATLAXHEERF:
IR B, sftp IRSB|/ASE ~ BEABPRER.

SNSMRRESSTE ipv6 AN, (REBEEMEA url iEX. Fig0, 7 ] a9 2222 im0 A 3
EhEaY FhEEE, NIXEEE:
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sftp://user@[::1]:2222//srv/restic-repo

ERBRRRL, F— IR EIBRANERIRE, S NMFILRBEANRINUE. WREFEREN
12, BARER—IFIL

B, AR EEXH (BEE BE ) PElE—KE:
Host foo

User bar

Port 2222

RIREREERN oo FARSHREF (XEFHMAREREmARS S 1)
$ restic -r sftp:foo:/srv/restic-repo init
(REATLAGII— MR FERYER, RERT restic, REERA IR EE LAY,
Host restic-backup-host
Hostname foo

User bar
Port 2222

XERL:

$ restic -r sftp:restic-backup-host:/srv/restic-repo init

&a, MRFERATEAENEFREIE sftp &R, (LIS 1T,
BRI TG,

IR BRI, sftp IRSHBESERBIEIZ iSRRI KAEZE. 3 restic MEEERLENEIH
&R, MATRERIER. ERAX NI, BEZFiRRY S ERANIN:

ServerAlivelnterval 60
ServerAliveCountMax 240

REST fR55:%
i

Amazon S3
B

Minio Server
B

Wasabi
B
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OpenStack Swift
%

Backblaze B2
B

Microsoft Azure Blob Storage
i

Google Cloud Storage

[

1#1Z rclone FEEAIIRSS

rclone AJLAMFSRIGIAFZHEe =FEiRS. B, BIREEFHF BLE T rclone, —RRAYERE rclone
[EiRAUEE , Hrp SWEEEIRE rclone, &4

FEET7— &l ROITFRERR, {RILABLATRIAESIL restic £ bar BRERPOIE— N RIEEE:
$ restic -r rclone:foo:bar init
restic £EEFIAFILEER rclone

ER—BF, RIRIFE— 1 FECEYFH Backblaze B2 SREUAVITIZERIZY , HiFfErgn
. ARATLAXHEEER rclone 5 HFH&IEAIAISIAS:

$ rclone Is b2prod:yggdrasil
NREAFEEIRB R TEIEFMEE, XIHEE1T restic:
$ restic -r rclone:b2prod:yggdrasil init
5/ rclone BITFHEENTBER, Niz2RE—FIRUXEFRVE
$ rclone Is b2prod:yggdrasil/foo/bar/baz
155 bar/baz/config
448 bar/baz/keys/4bf9c78049de689d73a56ed0546f83b8416795295cda12ec7fb9465af3900
44

B El}?ﬁ EASERCE rclone ATLABCE rclone, FRLARTLAET INEZERPRF rc
one

$ export RCLONE BWLIMIT=1M
YNERE debug rclone, {REJLIRBINESTE:
rclone fEimA B LA TIEN:

° FEE rclone BYERIR

OIS Restic — R, 22, B BTANEHER S REIEE (62)
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° RIFREEIBL rclone USEL, EOAR:

SFRERNMSEL ( 0 ) BORERILATE issue #1657 &

o

HT BN rclone, restic I EHLATIIE:

[ ]
[ ]
o BIRTEIEEFfERERT HISRIGHIEBIFARERISEL

ROIE—FRFNSE, FrLAiwa) IXEHRER restic :

$ restic -o rclone.program="/path/to/rclone" \
-o rclone.args="serve restic --stdio --bwlimit 1M --b2-hard-delete --verbose" \
-r rclone:b2:foo/bar

RIETLAT S

$ /path/to/rclone serve restic --stdio --bwlimit 1M --b2-hard-delete --verbose b2:foo/bar
FahiRE A LABEARSS 88 ERY SSH |, IREISTT—MNEiERY rclone SEAI, Hilan:
$ restic -o rclone.program="ssh user@host rclone" -r rclone:b2:foo/bar

rclone ap<>tBAJLATE SSH BCEEAFRIAIRPIR, XAY, RERH SSH EEMES T (XAJE
[EEEETRNSEEARRAT) -

$ restic -o rclone.program="ssh user@host" -r rclone:x
Windows ERIZRBIRT

BHal, restic A32#F Windows BUAIRHIGERE, MRIRERENRE (MINEREGR
#imAY MSYS2 . Cygwin) , {RATBESEI— M EISEIRIET.

g’éﬂl«‘l@ﬁ—/ﬁﬂ” BHAT R (here | here BIFIE) MR, £ MSYS2 £, {RAJLUXHEE

$ pacman -S winpty
$ winpty restic -r /srv/restic-repo init

=in

WERSNCRESFERHEIET. 7 restic , FHEEER. EENBN—BRHPHNRETY
R, BITTES, BANFHEENES:

$ restic -r /srv/restic-repo --verbose backup ~/work
open repository

enter password for repository:

password is correct

lock repository
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load index files

start scan

start backup

scan finished in 1.837s

processed 1.720 GiB in 0:12

Files: 5307 new, 0 changed, 0 unmodified
Dirs: 1867 new, 0 changed, 0 unmodified
Added:  1.200 GiB

snapshot 40dc1520 saved

{jjJ\;JLXE El, restic IFFERIBEIETIXNMNERIIEM ! XOREBA—FIH7SEHIRIZR
]Tll_.o

{RATLAEER!, restic HIFEAIELIET 1.720 GiB EI’ESHE B RESAN, BhSE
%ﬁgg é {2ﬁoo GiB KNSR INE 772052, aﬂﬁkéﬁ—ﬁéﬁﬁmiﬁﬁﬂ restic ATLAEA

NERIFAME R B, restic RFTENE/DRIEGE, (KPR LSRR ESRISCRI SRR
RET, SHRFRERGIEIAXYE, FEFKRERNETE. Rt (BTRESTIE) 7

SBINBK.

WERFEIRITIXM L —iE, restic RRIEB—NEIRRR, ERXERTITHE, FEAREHEE
INEEERE (RARMBRIEIRREXT) , RESHSIREXE T/FRY!

$ restic -r /srv/restic-repo backup --verbose ~/work
open repository

enter password for repository:

password is correct

lock repository

load index files

using parent snapshot d875ae93

start scan

start backup

scan finished in 1.881s

processed 1.720 GiB in 0:03

Files: 0 new, 0 changed, 5307 unmodified
Dirs: 0 new, 0 changed, 1867 unmodified
Added: 0B

snapshot 79766175 saved

(RBATLAER—MEFREPEO RN (FMER KRETELHER) ¢

$ restic -r /srv/restic-repo backup ~/work.txt
enter password for repository:

password is correct

snapshot 249d0210 saved

GNERAIRS restic M ARSKER, 1S PR (& ) restic BEIRIED
. XHERAIER:

$ echo 'more data foo bar' >> ~/work.txt
$ restic -r /srv/restic-repo backup --verbose --verbose ~/work.txt

open repository
enter password for repository:
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password is correct

lock repository

load index files

using parent snapshot f3f8d56b

start scan

start backup

scan finished in 2.115s

modified /home/user/work.txt, saved in 0.007s (22 B added)
modified /home/user/, saved in 0.008s (0 B added, 378 B metadata)
modified /home/, saved in 0.009s (0 B added, 375 B metadata)
processed 22 B in 0:02

Files: O new, 1changed, 0 unmodified

Dirs: 0 new, 2changed, 0 unmodified

Data Blobs: 1 new

Tree Blobs: 3 new

Added: 1.116 KiB

snapshot 8dc503fc saved

S E, JINMEBEAILERRE—MAEEREON RN, XeEERNRES.

R, SIFEOFENER (BEEFRFNERE—IREZFHEM, HIl— time/date) B, rest
C RRFEZXE N, REZERILITRBEERD EFRREFN. DRNERR—TER (BiE
IS, BRRIXAE) BY, restic RTEMEFRETHEIIBRTIRE, BOARISEEUXLE B MIBRERLAKEEEE,
RIS, XEETIAT R G FRISF B IMEESTINAY:

o KA (M4, FSiHE. BENXHK? )

o EERATIE]

o K/

o TRETF (EXHRFFATERSIIUFRINEEF)

PERIHEERIEIT KR — TSR RES M EEFEE T . (RNIZSSIElT
an, LABRIEFENABEEREHER.

HEBRSZIH

(REJLUBIS fEEHRRETL, SKHERR S, SRIRTHERIGING |

J EE—XRHZR, LHBR— I aHZ1%E

. 5 BiE—E, REBRANG

J EE—IR, LAHBREEEEN IS4
J BE—REZR, LBEMEEX IR E
. 5 Aiz—8, REBRANG

o EE—IREEZIR, WR—NRBZ— NI (FIiERIBE—
BRIk, MERIRASIFIEER) |, AR NERRIRE

J EE—IR, HBRETIEER/INISHE.
{£F LERES
BlanEA 1B —1 344y , BBUTRE:
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## exclude go-files

*.go

## exclude foo/x/y/z/bar foo/x/bar foo/bar
foo/**/bar

BRI LASIX R :
$ restic -r /srv/restic-repo backup ~/work --exclude="*.c" --exclude-file=excludes.txt

Lirap St restic HEPRILES FHIFRERIS M,

o FTEILEL RYSZ14
o FTEILEL YA
* FTBTE BRTEARAbar BISHEFIF K

EAEAERT flepathClob , ANRRMTREMESIHIENIER (EHEB0E— 18
)

EIRETEHEREHR S ESWER os.ExpandEny BFF, RBRLAIFRR

SWEFA . EER—FEZETH, B 0. I8, - TR
, RS RCE,
(Tt TR RS, B,

o IR

L N Ui
ﬁ&%%?ﬁwﬁ?w&%,ﬁﬁgmﬁw FTERENEE TR, XERE, /b TR

| (BT

E B R AR AT RERSEE /| H0: ITEz {BRICER
WFEA, BHGERE - TURETREETES: A TE:
ISR ESIE B T — NESIOEINSTIE, IR, T HER— Y BT, 18

BHE—1T, DHEBRXANNMG. R, FHRRI=S RS RS R Bai#Es - A7 RRXE, 57E
REGREERAIN -~ AIEETT.

EHEHBRAIPRIZRE,  (Plana<>1THRY ) SLUARERGINAE (BURTEERSEL
hell 97RE]) , restic BEAMEEN, {BARAY Shell ATEERTIEHOEEN, BHERLA restic

£ Unix 35 Shell £, {RRILIARSISERFHT, Hl40:
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BidEE I, {RAJLALL restic RED PEfiSESX a4 RATRIRI SRS
B2, #EIER, XETLABSLE restic FERDIISRS SR ARIFIR.

e, WNSYRER / BERXMNMER, AEIFEINERMERE T . restic IAEEE
TR, RACHIRIHEEN / MHRFEA—F, FERXMNERE, EHISUFRSGIN
SRR GRS
$ restic -r /srv/restic-repo backup --one-file-system /
TR, XTI FE— P aSHEES N HRSR:
$ restic -r /srv/restic-repo backup --one-file-system / /media/usb
=ERED / MXHESE, EABEEEXERSH il
TR
ZHRIE Windows ERTGESTE, HESSEEHTURRYL.
G0 I, AILAHEBBRER TR ARSI
$ restic -r /srv/restic-repo backup ~/work --exclude-larger-than 1M

XEERDETHRRE chATF 1MB B9,
BOARIBRIA/NG bytes () |, 35 /K. m/M o o/G (/T FBRFRR.

BaxH

GHOREDSE I, ARATLAN—PER S N HERUREZRE ORI, INREXEXHA
E— I RAT M (BIINEE G FaIS4k) FERED, BBAXHM 2B,

BN REE D B LR LA TREZVAIRISS

$ find /tmp/somefiles | grep 'PATTERN' > /tmp/files to backup

{RATLA(ERE restic B0XLeIdEEa9314

$ restic -r /srv/restic-repo backup --files-from /tmp/files to backup

IR ETLANRER: IS EBEX G SHES:

$ restic -r /srv/restic-repo backup --files-from /tmp/files to _backup /tmp/some_additional fil

%P% RUBSERT AR EXITERIBR, R, N {ehehl AR SRR R AL 5 %2

EbERiRER

B)Eastic 58— diff <, JUUBETRMREBIARE, BER—NMIRNGT, REBERFMRAEAY ID
B;AT:

$ restic -r /srv/restic-repo diff 5845b002 2ab627a6
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password is correct
comparing snapshot ea657ce5 to 2ab627a6:

C /restic/cmd diff.go
+ /restic/foo
C /restic/restic

Files: O new, Oremoved, 2 changed
Dirs: 1 new, O removed
Others: 0 new, O removed

Data Blobs: 14 new, 15 removed
Tree Blobs: 2 new, 1 removed
Added: 16.403 MiB
Removed: 16.402 MiB

FHRISFRRIR B FNITEE

Symlinks (fFS321%) 2AFA synlinks 7Y, restic AEREFtE(]. BRIKERT, BRINNREX
FSiEE, (REECIALRIRER.

NREXNMNBERTE—NMEPERIESR, restic 2 RNXNBFRIFEE.

@%ﬁﬂ%ﬁ%ﬁﬁﬁ*ﬂ'ﬁ%%iﬁ%ﬁl#, BIRE, SWERARIEEXE. RENNASAR
IR,

20N, restic FFRFHAEFIECIERGRRE, RATETEET restic BEEFH LMY
[AIAYiE). NSRS REFGIRIAYE, AR X NEIR,

¥ inode IEEMHISUER SR, BHIENET FUSE B9SEZESHN pCloud, ATLUES &S
BRI, ENEMENS LAY E2RE inode,

M stdin SEEVEE

B, BEERREF— N EFRNEHIFETA. 41, , X SQL ZERTLARIRE. Restic
SRAXMHRE, REEE SEREDA]

$ set -o pipefail
$ mysqgldump [...] | restic -r /srv/restic-repo backup --stdin

X=7 AR BUEERRAOERER, {RRTLAGERD fuse HEHUETUESIXMERE, ARIENE.
BN, SfEA AR, aTLiEd BE— ARG

$ mysqldump [...] | restic -r /srv/restic-repo backup --stdin --stdin-filename production.sql
=R I, XHF, R2RF pip RYAE 0 IRHRBEEMERE—ME 0 1RERS, 45

# Use the Unofficial Bash Strict Mode

aEInINRE
REEETLIE S MRS, (R o0 WIRIEDA:

$ restic -r /srv/restic-repo backup --tag projectX --tag foo --tag bar ~/work
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[...]
ISR LIS ARAEIEY oroet ap9EFRE. 00 ST LIATHEREERBRITRE. |

SR

Restic BRIBVASREDES, BRBITEHEDIRE. XRBNTASH=ERSBORIR, BE
TAMARE, X MRIHMBAIRERRIL,

SESOITETEETEAT S, 28— XERRIIEEEE, BRFTEREHKEE, RARE
BIE, REASWEN. ZRRIRRSSET(F,

METE

ATATIRI, restic SHFEMRZEPERTERIN, TIRSIFIMREE:
RESTIC_REPOSITORY NEFERNE (B -r)

RESTIC_PASSWORD FILE BERSSHRINE (B --password-file)
RESTIC_PASSWORD E:YEAEASHUNE AT

RESTIC_ PASSWORD COMMAND FNEFERI R ER HF TENZER <&
RESTIC_KEY HINT ESARIEA ID B9 key, EETE key ZHI
RESTIC_CACHE DIR BFHIER

RESTIC_PROGRESS FPS FHEA=EFTAIMIEL

AWS ACCESS KEY_ID Amazon S3 access key ID

AWS SECRET ACCESS KEY Amazon S3 secret access key

AWS DEFAULT REGION Amazon S3 default region

ST AUTH Auth URL for keystone v1 authentication

ST USER Username for keystone v1 authentication

ST KEY Password for keystone v1 authentication

OS AUTH_URL Auth URL for keystone authentication
OS_REGION_NAME Region name for keystone authentication
OS_USERNAME Username for keystone authentication

OS _PASSWORD Password for keystone authentication

OS TENANT ID Tenant ID for keystone v2 authentication

OS TENANT NAME Tenant name for keystone v2 authentication
OS_USER DOMAIN_NAME User domain name for keystone authentication
OS_PROJECT NAME Project name for keystone authentication
OS _PROJECT DOMAIN NAME Project domain name for keystone authentication

OS_APPLICATION_CREDENTIAL ID Application Credential ID (keystone v3)
OS_APPLICATION CREDENTIAL NAME  Application Credential Name (keystone v3)
OS_APPLICATION_CREDENTIAL SECRET Application Credential Secret (keystone v3)

OS STORAGE _URL Storage URL for token authentication

OS AUTH_TOKEN Auth token for token authentication

B2 ACCOUNT ID Account ID or applicationKeyld for Backblaze B2
B2 ACCOUNT KEY Account Key or applicationKey for Backblaze B2
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AZURE_ACCOUNT_NAME Account name for Azure
AZURE_ACCOUNT _KEY Account key for Azure

GOOGLE _PROJECT ID Project ID for Google Cloud Storage
GOOGLE_APPLICATION CREDENTIALS  Application Credentials for Google Cloud Storage (e
g. $HOME/.config/gs-secret-restic-key.json)

RCLONE_BWLIMIT rclone H5EEBRE

YE7 restic FrERIMREZENH TR, TRAFRRIIMEZEWHMAIFSFMRE:
e $XDG _CACHE HOME/restic, sHOME/.cache/restic:457F.
o $TMPDIR:IfRT ST
e $PATH/fusermount:restic mount B9 —i#5$IS2{4

BHARESS
AROTSEMBILG, restic REEHETIAERHIRESEG
o 0 F{pRkIhAd

o 1 BEUHEIRAS (HATRIBASEIE)
o 3 HEBWAHTCEHRIEEES GBI TRISFS LTI R RER)

(EFRRfETFRE

SUtE PR IRER
UEARET LB 7 PR RITRAR

$ restic -r /srv/restic-repo snapshots

enter password for repository:

ID Date Host Tags Directory

40dc1520 2015-05-08 21:38:30 kasimir /home/user/work
79766175 2015-05-08 21:40:19 kasimir /home/user/work

bdbd3439 2015-05-08 21:45:17 luigi /home/art
590c8fc8 2015-05-08 21:47:38 kazik /srv
9f0bc19e 2015-05-08 21:46:11 luigi /srv

(R LU 7l H S-SR BE AR ST B R -

$ restic -r /srv/restic-repo snapshots --path="/srv"
enter password for repository:
ID Date Host Tags Directory

590c8fc8 2015-05-08 21:47:38 kazik /srv
9fObc19e 2015-05-08 21:46:11 luigi /srv

B E B CRIFRTIERT host SRidifE:

$ restic -r /srv/restic-repo snapshots --host luigi
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enter password for repository:

ID Date Host Tags Directory
bdbd3439 2015-05-08 21:45:17 luigi /home/art
9f0bc19e 2015-05-08 21:46:11 luigi /srv

EEEATREETRY
H—2, [FILIABFEENmERAE (@BiZhost, paths, tags)
$ restic -r /srv/restic-repo snapshots --group-by host

enter password for repository:

snapshots for (host [kasimir])

ID Date Host Tags Directory

40dc1520 2015-05-08 21:38:30 kasimir /home/user/work
79766175 2015-05-08 21:40:19 kasimir /home/user/work
2 snapshots

snapshots for (host [luigi])

ID Date Host Tags Directory
bdbd3439 2015-05-08 21:45:17 luigi /home/art
9fObc19e 2015-05-08 21:46:11 luigi /srv

2 snapshots
snapshots for (host [kazik])
ID Date Host Tags Directory

590c8fc8 2015-05-08 21:47:38 kazik /srv
1 snapshots

EitFREZ RSHRER
MSEFEREF R ISR, PINENAEHEI— NTRIEEE, (AR cop) ®:

$ restic -r /srv/restic-repo copy --repo2 /srv/restic-repo-copy
repository d6504c63 opened successfully, password is correct
repository 3dd0878c opened successfully, password is correct

snapshot 410b18a2 of [/home/user/work] at 2020-06-09 23:15:57.305305 +0200 CEST)
copy started, this may take a while...
snapshot 7a746a07 saved

snapshot 4e5d5487 of [/home/user/work] at 2020-05-01 22:44:07.012113 +0200 CEST)
skipping snapshot 4e5d5487, was already copied to snapshot 50eb62b7

NS FNIRRETEE /orv/restic-repo SRIFFERIRIBEIBFREFEE /srv/restic-repo-copy,
BB EHITRIETFESEIE TRYBEY.

PR
RFRMBAMEFERIIZERA—F, XNHERFE LEMTEENMRE, B/b, ERISHER
WEDHR, ENSRRECEFREBRREEENRETE E’Jﬁd’—*erEﬂE}ﬁi?f}iEE'fi E TR

XA,

SHeASZ

JR3CHERE: Restic —WRIE, £2. 5. BTENEHER BEXEPIENE (5%

==

)
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X3 TF BisEFE . ATLANA IR REN BRSNS, BEER

eI, FIiERY, tAJLMERMEEE #
: . WAILAEE LEERCEER. NzRTHE
ATV IEINAEDE EBER ID B ERRNELE P

S B A EAERNEIRE, REX D ERINEINMERER R ERT R IMEERE.

?&%L‘Uﬂﬂﬁﬂ] BirA NS EA BRI, (REJLABISERTE rclone HPECERYITIERZ S imiE 5iX
I ]

ESHAIRBAILIBHIEN host, &2, ESHEIRIRESIITIE:

$ restic -r /srv/restic-repo copy --repo?2 /srv/restic-repo-copy --host luigi --path /srv --tag foo
bar

$ restic -r /srv/restic-repo copy --repo?2 /srv/restic-repo-copy 410b18a2 4e5d5487 latest

FESHRERNRES

BREHBSERMEFEZEERRR, ERESSEAEAREFEFEIRREZEATE. A7
RIEBIIRES, WMEFEESREEERERNSHBT ORISR, HHEREIMIRE
¥, JBEHEENSERT, restic MEAMNESEILERNR, BHEERREST.

REHITCIEBEEERHENR T, XEERITEETENEXERASEFEMEERERA/NE

$ restic -r /srv/restic-repo-copy init --repo2 /srv/restic-repo --copy-chunker-params

restic FLiENE— N EFERIEFRERIRAN,

WNEEFRFRIEESE M

BRIFRIEFERFE—MEEERRAIRSSRE L, SEEER, REEF T IHIRIEFRERISIR
RAE IR E TR

$ echo "boom" > /srv/restic-repo/index/de30f3231ca2e6a59af4aa84216dfe2ef7339¢549dc11
09b84000997b139628

BRETHELLENRIRBEEER:
$ restic -r /srv/restic-repo --no-cache restore c23e491f --target /tmp/restore-work
Fatal: unable to load index de30f323: load <index/de30f3231c>: invalid data returned

ﬁ?&ﬁil‘ﬂ@ﬁﬁ*ﬁiﬂﬂﬁﬁ%ﬁ B&EIET P UIEEERSIFrRAVERN. BRifaE

o FEHIIERMEANTEEEME, DIANERAR. X, R (BUA)
o SLFREERIZCENM (BRSEER, W)

{£F A ST EMEFRERITTEM, MREG CEAPEAIL T HRIA, SENRFHA HIER:
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$ restic -r /srv/restic-repo check

load indexes
error: error loading index de30f323: load <index/de30f3231c>: invalid data returned
Fatal: LoadIndex returned errors

XEIEFERE
$ restic -r /src/restic-repo check

load indexes

check all packs

check snapshots, trees and blobs
no errors were found

A AR ELRE N ARRIERRBREN, EABEREERMEETNE—E
ik restic IFSCARERIZEENME, £/ i

$ restic -r /srv/restic-repo check --read-data

load indexes

check all packs

check snapshots, trees and blobs
read all data

[0:00] 100.00% 3/ 3 items
duration: 0:00

no errors were found

{RtBRTLASEFS 24, REEHIET F&. SainiTiy, IElEaK
Bt H, REBRTHRS n FRSEE, G0, DTaSSmaEmatEERERISRER 5 £4A:

$ restic -r /srv/restic-repo check --read-data-subset=1/5
$ restic -r /srv/restic-repo check --read-data-subset=2/5
$ restic -r /srv/restic-repo check --read-data-subset=3/5
$ restic -r /srv/restic-repo check --read-data-subset=4/5
$ restic -r /srv/restic-repo check --read-data-subset=5/5

N&IBIRE
MIRERIRS

AT ENS ST LSRE— D RBRAEFIREE!

$ restic -r /srv/restic-repo restore 79766175 --target /tmp/restore-work

enter password for repository:

restoring <Snapshot of [/home/user/work] at 2015-05-08 21:40:19.884408621 +0200 CEST>
o /tmp/restore-work

fseF AJLRSERE—MRER, (RBALIES il il TIERRIEEIERE host
PRZRIERE—MRAR:

$ restic -r /srv/restic-repo restore latest --target /tmp/restore-art --path "/home/art" --host lu
gi
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enter password for repository:
restoring <Snapshot of [/home/art] at 2015-05-08 21:45:17.884408621 +0200 CEST> to /tmp
restore-art

{eF A KERBIRERIRIRASF S, Flan, RIRE— -

$ restic -r /srv/restic-repo restore 79766175 --target /tmp/restore-work --include /work/foo
enter password for repository:

restoring <Snapshot of [/home/user/work] at 2015-05-08 21:40:19.884408621 +0200 CEST>
o /tmp/restore-work

AR foo REE!

{RATLAERdRS 57 RERARBHIERXNERRZE, (ReJLUEX
IRIRMEIBLE PARIREIX— 5.
X and B ZEKNER and .

MRS
ATk SSEILUSHETRRIA FUSE BOatist

$ mkdir /mnt/restic

$ restic -r /srv/restic-repo mount /mnt/restic

enter password for repository:

Now serving /srv/restic-repo at /mnt/restic

When finished, quit with Ctrl-c or umount the mountpoint.

£ OpenBSD, Solaris/illumos and Windows @it FUSE $E&fiszERART AN, 7 Linux L,

BRI RIZIRIR, 7£ FreeBSD L, {REBELHFMBE XN PAIZEER( )
BITHEHIKE, sERWSEEE, BRTIRERNER, Y —hard-links IEITRATLAREREHEE.
RS TEN Rt

B+

$ restic -r /srv/restic-repo dump latest production.sql | mysq|
WRIFE—MEFETERSAENEEEM, REGAT BRI, Eoan: TEfEFRES
SNTERAR:

$ restic -r /srv/restic-repo snapshots

ID Date Host Tags Directory

562bfc5e 2018-07-14 20:18:01 mopped /home/user/file1

bbacb625 2018-07-14 20:18:07 mopped /home/other/work

€922¢858 2018-07-14 20:18:10 mopped /home/other/work

098db9d5 2018-07-14 20:18:13 mopped /production.sql

b62f46ec 2018-07-14 20:18:16 mopped /home/user/file1

1541acae 2018-07-14 20:18:18 mopped /home/other/work

XER, restic H&IE =] RER, AR IFATEFTENRISIAA( ),
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=, HNTLUESBIRE ID:
$ restic -r /srv/restic-repo dump 098db9d5 production.sql | mysq|!
HE A LUEE—ATEREERBIERE, X PNBEY/RITEHTENE Directory —1=RIE&IZ:

$ restic -r /srv/restic-repo dump --path /production.sql latest production.sql | mysq|

@_’Etglé —EBN N RRRIEE] stdout, NTIREESUFFINEKRRIER, restic 2L tar
T

$ restic -r /srv/restic-repo dump latest /home/other/work > restore.tar

BIRE D RAR

FrERIBRHTAERRAMRAY, FrLl restic RIFBERIBAIRER. AJLAFA) (f8%E ID) EEER—ER

NEEER, XTHINEE, W a<RERFER: FATRERRIRAR, FAT SEPRRERRIRAR
5IFBA9 M. SERRRETEER iyt JETED AT,
1 p

Prune (REGAJREIFE 22, FBE/LFSHEMERMIE, EXMEFERE, BIRSISHME, Tk
7. IRFHXTSERIERERITRIEE LI,

EE prune BEIEIT—F LARRIRIE T EEROTSEE 1,

BIREMRER
BTG R R PHOLRAE:

$ restic -r /srv/restic-repo snapshots

enter password for repository:

ID Date Host  Tags Directory

40dc1520 2015-05-08 21:38:30 kasimir /home/user/work
79766175 2015-05-08 21:40:19 kasimir /home/user/work

bdbd3439 2015-05-08 21:45:17 luigi /home/art
590c8fc8 2015-05-08 21:47:38 kazik /srv
9f0bc19e 2015-05-08 21:46:11 luigi /srv
Bk HOMRER, fEFE e, FHEE IDC

$ restic -r /srv/restic-repo forget bdbd3439
enter password for repository:
removed snapshot d3f01f63

RRIXNMRABHARAEIR T -

$ restic -r /srv/restic-repo snapshots

enter password for repository:

ID Date Host Tags Directory

40dc1520 2015-05-08 21:38:30 kasimir /home/user/work
79766175 2015-05-08 21:40:19 kasimir /home/user/work

JRSZHERE: Restic —RIE, T2, 5. BFENEHER B XEPFIENE (EF)


https://ld246.com/article/1601527149440

590c8fc8 2015-05-08 21:47:38 kazik /srv
9fObc19e 2015-05-08 21:46:11 luigi /srv

EEMERS INXHESHRRT, WREBRXLERFRS RIEIE, NEEMER prunemps:

$ restic -r /srv/restic-repo prune
enter password for repository:

counting files in repo

building new index for repo

[0:00] 100.00% 22 / 22 files

repository contains 22 packs (8512 blobs) with 100.092 MiB bytes
processed 8512 blobs: 0 duplicate blobs, 0B duplicate
load all snapshots

find data that is still in use for 1 snapshots

[0:00] 100.00% 1 / 1 snapshots

found 8433 of 8512 data blobs still in use

will rewrite 3 packs

creating new index

[0:00] 86.36% 19 / 22 files

saved new index as 544a5084

done

RIHEEER/NRT .
{RBATLAX HF—2 5Eh)

$ restic forget --keep-last 1 --prune
snapshots for host mopped, directories /home/user/work:

keep 1 snapshots:
ID Date Host Tags Directory

4bba301e 2017-02-21 10:49:18 mopped /home/user/work

remove 1 snapshots:
ID Date Host Tags Directory

8c02b94b 2017-02-21 10:48:33 mopped /home/user/work

1 snapshots have been removed, running prune

counting files in repo

building new index for repo

[0:00] 100.00% 37 / 37 packs

repository contains 37 packs (5521 blobs) with 151.012 MiB bytes
processed 5521 blobs: 0 duplicate blobs, 0B duplicate

load all snapshots

find data that is still in use for 1 snapshots

[0:00] 100.00% 1 / 1 snapshots

found 5323 of 5521 data blobs still in use, removing 198 blobs
will delete 0 packs and rewrite 27 packs, this frees 22.106 MiB
creating new index

[0:00] 100.00% 30 / 30 packs

saved new index as b49f3e68

done
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PA—ERIRNITEERIRER

FERRBEIEELNHESHHIERN. FrLL restic RYHRIBISEMN EEIRRE, FTLUEE
SiNeg, 20X, ZOEH, JIAA, JUELIRRIRIBATLMGIRE, EEMIRIERE, REESHE

, IXANEIRETLALE restic AEMI(THATERER, MRIBSHRAVRIBITEN SR
HeaMNiEtT Bt, restic £ENFIERER, LA host name FI{42%E4mE, ol s

RERARKTE, B0 . REMNSHS IR REIE MRIRAE .
B,

SEZUTSE:

. KT AEMR PR RGN MRER
. 3, BRENMVNTREIEENRE, RIEESNNERRE—MRER
° REnKHNEIZNRE, REAFERNRE— MR
° REnEReIENRE, RIRFERRN&EE— MR
° REnBRLIENRE, RAFSANRRE— MR
° RENFEREIZENORE, RIRFEFERNRE—MREE
° RIRBEEIZEIISENIREAIRIE (ILIEEZR, LUSES MRRR)
. RIRRIEERE—MRIBISER BN CIZRAYIRAR, FERFR
I/HJ{;EU‘EI’\J%Q?—, N SRBIEESE— MBS, 5MNE, 7RK=/\2ZREIENFRE
SN, WEEHE, REBROTEEZAIIRER,
{REETLUEY 1SEHBEIEE host name, tag FIIRER, HISET ZMREER, REE

EXUAREAIRBEMER. Fla0:
$ restic forget --tag foo --keep-last 1
$ restic forget --tag foo --tag bar --keep-last 1

$ restic forget --tag foo,bar --keep-last 1

ArE_EiA EIRSTHEUREIRIRRY N\g/X/ER/B/F | BB IRIBRIRAIASHITEL
ATRE, restic SREHUTIEAINN, Fla0, WRIEE = forget FTEIRAR, restic
SENIRASEREREIR. ERPRXLRER, £R BERA ID FabrEE— MR,
gy HAUREE, HERBESHITEL

All snapshots are evaluated against all matching counts. A single snapshot on 2017-

9-30 (Sat) will count as a daily, weekly and monthly.

Let" s explain this with an example: Suppose you have only made a backup on each Sunday f
r 12 weeks:

$ restic snapshots
repository f00c6e2a opened successfully, password is correct
ID Time Host Tags Paths

[R3CEE: Restic —RE, 2. B3 BEFXaNEMER B/ EFXENE (%iF)
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0a1f9759 2019-09-01 11:00:00 mopped
46¢cfe4d5 2019-09-08 11:00:00 mopped
féb1f037 2019-09-15 11:00:00 mopped
eb430a5d 2019-09-22 11:00:00 mopped
8cf1cb9a 2019-09-29 11:00:00 mopped
5d33b116 2019-10-06 11:00:00 mopped
b9553125 2019-10-13 11:00:00 mopped
ela7b58b 2019-10-20 11:00:00 mopped
8f8018c0 2019-10-27 11:00:00 mopped
59403279 2019-11-03 11:00:00 mopped
dfee9fb4 2019-11-10 11:00:00 mopped
elae2f40 2019-11-17 11:00:00 mopped

12 snapshots

/home/user/work
/home/user/work
/home/user/work
/home/user/work
/home/user/work
/home/user/work
/home/user/work
/home/user/work
/home/user/work
/home/user/work
/home/user/work
/home/user/work

Then forget --keep-daily 4 will keep the last four snapshots for the last four Sundays, but rem

ve the rest:

$ restic forget --keep-daily 4 --dry-run

repository f00c6e2a opened successfully, password is correct

Applying Policy: keep the last 4 daily snapshots

keep 4 snapshots:
ID Time Host Tags

8f8018c0 2019-10-27 11:00:00 mopped
59403279 2019-11-03 11:00:00 mopped
dfee9fb4 2019-11-10 11:00:00 mopped
elae2f40 2019-11-17 11:00:00 mopped

daily snapshot /home/user/work
daily snapshot /home/user/work
daily snapshot /home/user/work
daily snapshot /home/user/work

4 snapshots

remove 8 snapshots:

ID Time Host Tags Paths

0a1f9759 2019-09-01 11:00:00 mopped /home/user/work
46¢cfe4d5 2019-09-08 11:00:00 mopped /home/user/work
féb1f037 2019-09-15 11:00:00 mopped /home/user/work
eb430a5d 2019-09-22 11:00:00 mopped /home/user/work
8cf1cb9a 2019-09-29 11:00:00 mopped /home/user/work
5d33b116 2019-10-06 11:00:00 mopped /home/user/work
9553125 2019-10-13 11:00:00 mopped /home/user/work
ela7b58b 2019-10-20 11:00:00 mopped /home/user/work

8 snapshots
F—MIF: RRIFELEREFMDFETI100E, forget ——keep-daily 7 --keep-weekly 5 --keep-

onthly 12 --keep-yearly 75 RE&RIA 7 RAYRER, ARR 410 (NMEZRINEXRHMESH) &
Be—X. NM1MEBR&E—X. 75 MEBFRE—XAIRR. HEtRBESHZIR.

nnezg

"BOFIX MRITETER, BMMRNEN. MERFE X0, THERKER, FERBREE
RNZEBH, FrLL, FEEMA restic B MNAEM, " Filippo Valsorda
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ERNZESS

WY TIFHRIREZ MAIRER, {ReJLAER [ist, . . FadBMtETR
f5:

$ restic -r /srv/restic-repo key list
enter password for repository:
ID User Host Created

*ep78040b username kasimir 2015-08-12 13:29:57

$ restic -r /srv/restic-repo key add

enter password for repository:

enter password for new key:

enter password again:

saved new key as <Key of username@kasimir, created on 2015-08-12 13:35:05.316831933 +0
00 CEST>

$ restic -r /srv/restic-repo key list
enter password for repository:
ID User Host Created

5c657874 username kasimir 2015-08-12 13:35:05
*ap78040b username kasimir 2015-08-12 13:29:57

B
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{ER#SED

$ ./restic --help
restic is a backup program which allows saving multiple revisions of files and
directories in an encrypted repository stored on different backends.

BiE:

restic [command]

B e
backup BIE— NS RAIED
cache BIERMETTE
cat FIEDARERRIS:E stdout
check IEEFEER
copy M—MEFESHIREREIS—
diff BrRRMEFENAE
dump FIEN— N E&DHIS4E! stdout
find HE—1N2E. BFE. restic ID
forget  MHGEFEBIRIRER
generate  ARFMTT, Bah5EmIIH (bash, zsh)
help ERESE]
init VIsaI R R E
key EEERG (passwords)
list 5 HEFEEPAIRTSR
s H HIRERARISE
migrate  {EEIEE
mount ERETTE
prune MEFERIRAE EAEUE
rebuild-index FiE—FEVERS [3UEF
recover  MIEFERSEIE
restore  MIRERIZEEUE
self-update F+4K restic #3244
snapshots  FIHFTAIRER
stats HEFREEASTEASTIHER
tag 1B IRABATRES
unlock BRETIHTECIZEAVEL
version FTEDRRA(S R

flags:

--cacert file FaF0n#k root IGUERISY (ERIARSARIGIE)
--cache-dir directory  IREEGFXMHE. (BN FRRRKAEFER)
--cleanup-cache BanaEkRIBNEFER

h, --help B
--json RIS json
--key-hint key SIHAFDAYE— key B9 key ID (BRIA: $RESTIC_KEY_HINT)
--limit-download int TEHEKHEE, B KiB/s. (BRA: TRE)
--limit-upload int THERATS, B KiB/s. (ERIA: FhRE)
--no-cache NMERARIER
--no-lock THIEMEERE, Xt RiEiEFERRE

-0, --option key=value REY EI%IR (key=value, AJLAERASZIR)

--password-command command HEXEFEEZRSAY shell d5< (BAIA: $RESTIC_PASSWORD
COMMAND)

-p, --password-file file BRIMETZEEIORISIE (BRIA: $RESTIC_PASSWORD FILE)
-q, --quiet e ERS
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-r, --repo repository BEHE/BEHETERE (default: $RESTIC_REPOSITORY)
--repository-file file  {SEIEIFEEERIEFTFRIEZENAISIF (BAIA: SRESTIC_REPOSITORY_FILE)
--tls-client-cert file 5% PEM 4gfi3RT TLS &= FimiiEFNFASE AT RIS ENAY S (4

-v, --verbose n verbose &4 (specify --verbose multiple times or level --verbose=

)
{£F3 "restic [command] --help" LS EIs <> EIFAAIASE].

$ ./restic backup --help
The "backup" command creates a new snapshot and saves the files and directories
given as the arguments.

EXIT STATUS

Exit status is O if the command was successful.
Exit status is 1 if there was a fatal error (no snapshot created).
Exit status is 3 if some source data could not be read (incomplete snapshot created).

Usage:
restic backup [flags] FILE/DIR [FILE/DIR] ...
Flags:
-e, --exclude pattern exclude a pattern (can be specified multiple times)
--exclude-caches excludes cache directories that are marked with a CACHE
IR.TAG file. See https://bford.info/cachedir/ for the Cache Directory Tagging Standard
--exclude-file file read exclude patterns from a file (can be specified multiple
imes)

--exclude-if-present filenamel[:header] takes filename[:header], exclude contents of direc
ories containing filename (except filename itself) if header of that file is as provided (can be s
ecified multiple times)

--exclude-larger-than size max size of the files to be backed up (allowed suffixes:
k/K, m/M, g/G, t/T)
--files-from file read the files to backup from file (can be combined with file
args/can be specified multiple times)
-f, --force force re-reading the target files/directories (overrides the "pa
ent" flag)
-h, --help help for backup
-H, --host hostname set the hostname for the snapshot manually. To prevent
an expensive rescan use the "parent" flag
--iexclude pattern same as --exclude pattern but ignores the casing of filen
mes
--iexclude-file file same as --exclude-file but ignores casing of filenames in pa
terns
--ignore-inode ignore inode number changes when checking for modified
files
-X, --one-file-system exclude other file systems
--parent snapshot use this parent snapshot (default: last snapshot in the re
o that has the same target files/directories)
--stdin read backup from stdin
--stdin-filename filename filename to use when reading from stdin (default "stdi
")
--tag tag add a tag for the new snapshot (can be specified multiple ti
es)
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--time time time of the backup (ex. '2012-11-01 22:08:41") (default: now)

--with-atime store the atime for all files and directories
Global Flags:
--cacert file file to load root certificates from (default: use system certificates)
--cache-dir directory set the cache directory. (default: use system default cache direct
ry)
--cleanup-cache auto remove old cache directories
--json set output mode to JSON for commands that support it
--key-hint key key ID of key to try decrypting first (default: SRESTIC_KEY HINT)
--limit-download int limits downloads to a maximum rate in KiB/s. (default: unlimited
--limit-upload int limits uploads to a maximum rate in KiB/s. (default: unlimited)
--no-cache do not use a local cache
--no-lock do not lock the repo, this allows some operations on read-only repo
-0, --option key=value set extended option (key=value, can be specified multiple time

)
--password-command command shell command to obtain the repository password from
(default: $RESTIC PASSWORD COMMAND)
-p, --password-file file file to read the repository password from (default: $RESTIC_PAS
WORD FILE)

-q, --quiet do not output comprehensive progress report
-r, --repo repository repository to backup to or restore from (default: $RESTIC_REPOS
TORY)

--repository-file file file to read the repository location from (default: $RESTIC_REPOSI
ORY _FILE)

--tls-client-cert file path to a file containing PEM encoded TLS client certificate and pri
ate key

-v, --verbose n be verbose (specify --verbose multiple times or level --verbose=n)
Subcommand that support showing progress information such as , and wi
| do so unless the quiet flag - or is set. When running from a non-interactive console
progress reporting will be limited to once every 10 seconds to not fill your logs. Use w
th the quiet flag -¢ or to skip the initial scan of the source directory, this may shorten
he backup time needed for large directories.

Additionally on Unix systems if receives a SIGUSR1 signal the current progress will be wr
tten to the standard output so you can check up on the status at will.

M —

SPEL R

Managing tags on snapshots is done with the command. The existing set of tags can be r
placed completely, tags can be added or removed. The result is directly visible in the
command.

Let" s say we want to tag snapshot with the tags '\l and CH and remove all other t
gs that may be present, the following command does that:

$ restic -r /srv/restic-repo tag --set NL --set CH 590c8fc8
create exclusive lock for repository
modified tags on 1 snapshots

Note the snapshot ID has changed, so between each change we need to look up the new ID o
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the snapshot. But there is an even better way, the tag command accepts --tag for a filter, so
e can filter snapshots based on the tag we just added.

So we can add and remove tags incrementally like this:

$ restic -r /srv/restic-repo tag --tag NL --remove CH
create exclusive lock for repository
modified tags on 1 snapshots

$ restic -r /srv/restic-repo tag --tag NL --add UK
create exclusive lock for repository
modified tags on 1 snapshots

$ restic -r /srv/restic-repo tag --tag NL --remove NL
create exclusive lock for repository
modified tags on 1 snapshots

$ restic -r /srv/restic-repo tag --tag NL --add SOMETHING
no snapshots were modified

=
NEEHETZEERISR

Internally, a repository stores data of several different types described in the design documen
ation. You can list objects such as blobs, packs, index, snapshots, keys or locks with the follow
ng command:

$ restic -r /srv/restic-repo list snapshots
d369ccc7d126594950bf74f0a348d5d98d9e99f3215082eb69bf02dc9b3e464c

The find command searches for a given pattern in the repository.

$ restic -r backup find test.txt
debug log file restic.log
debug enabled
enter password for repository:
found 1 matching entries in snapshot 196bc5760c909a7681647949e80e5448e276521489558
25680acf1bd428af36
-rw-r--r-- 501 20 5 2015-08-26 14:09:57 +0200 CEST path/to/test.txt

The cat command allows you to display the JSON representation of the objects or their raw ¢
ntent.

$ restic -r /srv/restic-repo cat snapshot d369ccc7d126594950bf74f0a348d5d98d9e99f321508
eb69bf02dc9b3e464c
enter password for repository:
{

"time": "2015-08-12T12:52:44.091448856+02:00",

"tree": "05cec17e8d3349f402576d02576a2971fc0d9f9776ce2f441c7010849c4ff5af",

"paths": [

"/home/user/work"

1,

JRSZHERE: Restic —RIE, T2, 5. BFENEHER B XEPFIENE (EF)


https://github.com/restic/restic/blob/master/doc/design.rst
https://golang.org/pkg/path/filepath/#Match
https://ld246.com/article/1601527149440

"hostname"; "kasimir",
"username": "username”,
"uid": 501,
"gid": 20

}

Metadata handling

Restic saves and restores most default attributes, including extended attributes like ACLs. Spa
se files are not handled in a special way yet, and aren’ t restored.

The following metadata is handled by restic:

e Name

® Type

e Mode

e ModTime

e AccessTime
e ChangeTime
e UID

e GID

e User

e Group

e Inode

e Size

e Links

e LinkTarget
e Device

e Content

e Subtree

e ExtendedAttributes

Getting information about repository data

Use the command to count up stats about the data in the repository. There are different
counting modes available using the flag, depending on what you want to calculate. T
e default is the restore size, or the size required to restore the files:

° (default) counts the size of the restored files.

° counts the total size of unique files as given by their contents. This can be
useful since a file is considered unique only if it has unique contents. Keep in mind that a smal
change to a large file (even when the file name/path hasn’ t changed) will cause them to loo
like different files, thus essentially causing the whole size of the file to be counted twice.

° counts the size of the blobs in the repository, regardless of how many files referen
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e them. This tells you how much restic has reduced all your original data down to (either for a
single snapshot or across all your backups), and compared to the size given by the restore-siz
mode, can tell you how much deduplication is helping you.

° is kind of a mix between files-by-contents and raw-data modes; it is useful for
knowing how much value your backup is providing you in terms of unique data stored by file.
Like files-by-contents, it is resilient to file renames/moves. Unlike files-by-contents, it does no
balloon to high values when large files have small edits, as long as the file path stayed the s
me. Unlike raw-data, this mode DOES consider how many files point to each blob such that t
e more files a blob is referenced by, the more it counts toward the size.

For example, to calculate how much space would be required to restore the latest snapshot (f
om any host that made it):

$ restic stats latest

password is correct

Total File Count: 10538
Total Size: 37.824 GiB

If multiple hosts are backing up to the repository, the latest snapshot may not be the one you
want. You can specify the latest snapshot from only a specific host by using the flag:

$ restic stats --host myserver latest
password is correct
Total File Count: 21766

Total Size: 481.783 GiB

There we see that it would take 482 GiB of disk space to restore the latest snapshot from “m
server” .

In case you have multiple backups running from the same host so can also use and
to be more specific about which snapshots you are looking for.

But how much space does that snapshot take on disk? In other words, how much has restic’ s
deduplication helped? We can check:

$ restic stats --host myserver --mode raw-data latest
password is correct
Total Blob Count: 340847

Total Size: 458.663 GiB

Comparing this size to the previous command, we see that restic has saved about 23 GiB of s
ace with deduplication.

Which mode you use depends on your exact use case. Some modes are more useful across all

snapshots, while others make more sense on just a single snapshot, depending on what you
re trying to calculate.

1173

Restic supports the output of some commands in JSON format, the JSON data can then be pr
cessed by other programs (e.g. jq). The following example lists all snapshots as JSON and uses
to pretty-print the result:
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$ restic -r /srv/restic-repo snapshots --json | jq .
[

{
"time": "2017-03-11T09:57:43.26630619+01:00",

"tree": "bf25241679533df554fcOfd0ae6dbb9dcf1859a13f2bc9dd4543c354eff6c464”,
"paths": [

"/home/work/doc"
1,
"hostname": "kasimir",

"username": "fd0",

"uid": 1000,

"gid": 100,

"id": "bbeed6d28159aa384d1ccc6faOb540644b1b9599b162d2972acda86b1b80f89e"
%

{
"time": "2017-03-11T09:58:57.541446938+01:00",

"tree": "7f8c95d3420baaac28dc51609796ae0elecfb4862b609a9f38ffaf7ae2d758da",
"paths": [
"/home/user/shared"
1,
"hostname": "kasimir",
"username": "fd0",
"uid": 1000,
"gid": 100,
"id": "b157d91c16f0ba56801ece3a708dfc53791fe2a97e827090d6ed9a69a6ebdcal”
}
]

B S

During some operations (e.g. and ) restic uses temporary files to store data. The
e files will, by default, be saved to the system’ s temporary directory, on Linux this is usually |
cated in . The environment variable can be used to specify a different directory,
e.g. to use the directory instead of the default, set the environment varia
le like this:

$ export TMPDIR=/var/tmp/restic-tmp
$ restic -r /srv/restic-repo backup ~/work

R

Restic keeps a cache with some files from the repository on the local machine. This allows fas
er operations, since meta data does not need to be loaded from a remote repository. The cac
e is automatically created, usually in an OS-specific cache folder:

e Linux/other: (or )

e macOS:

e Windows:
The command line parameter or the environment variable C
n be used to override the default cache location. The parameter disables the cache

entirely. In this case, all data is loaded from the repo.
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The cache is ephemeral: When a file cannot be read from the cache, it is loaded from the repo
itory.

Within the cache directory, there’ s a sub directory for each repository the cache was used wi
h. Restic updates the timestamps of a repo directory each time it is used, so by looking at the

imestamps of the sub directories of the cache directory it can decide which sub directories are
old and probably not needed any more. You can either remove these directories manually, or

un a restic command with the flag.

FRAIER
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