_
i

SQLMAP API {&

YE&: General
[BSZ4EE: https://Id246.com/article/1600820913474
SRIRRIu, : S
Ay BER-1EESNHEE 4.0 Efx (CC BY-SA 4.0)

eSS


https://ld246.com
https://ld246.com/member/General
https://ld246.com/article/1600820913474
https://ld246.com
https://creativecommons.org/licenses/by-sa/4.0/

I AERSqlmapAPI?
HTFSQLMAPEBIGII— NG B R B B — N T STE OSE SR IE L — MEES. S5 -m

eI ETEURL, BRENHE— M EREAERZ FRaA— M 3AEES. Bidapiixd, T&i
ESHERT, TEFB— T Ha<STEN.

SqlmapAPI

fEsqlmapLiEER TIsqlmapapi.pyX 4, XA FiZsqlmap api, sqlmapapif ARG iRLAKREF

C:\Users\yanghelong\Desktop\sglmap>python sqlmapapi.py -h
Usage: sqlmapapi.py [options]

Options:
-h, --help SREBWERH
-s, --server YERAPIIRS IFHIETT
-¢, --client EAAPIZEFImIET

-H HOST, --host=HOST }5xE/R55im| PHELE(ERIAIP : "127.0.0.1")
-p PORT, --port=PORT }5EMRSimin (EAIAIRO : 8775)
--adapter=ADAPTER RS imtnERZEO (BOAME : "wsgiref")
--username=USERNAME @i%, REFRFS
--password=PASSWORD ik, iREZH3

BRENARSS iR

python sqlmapapi.py -s S<¢HINE, ERSITHESIRELER. ARIEERapilRBIHTEAHES
75iw 0 EimfT, admin tokengbcabe58ac03c9cb52f35a87aeaa28dcf, IPCHURERINMETEC \Use
S\YANGHE~1\AppData\Local\Temp\sqlmapipc-9igim 4d, apifRZiHEEMIPCHIREIEZ LT
IE7EfEbottle 1EZRwsgireftmtEzEO,

C:\Users\yanghelong\Desktop\sqlmap> python sqlmapapi.py -s

[15:52:26] [INFO] Running REST-JSON API server at '127.0.0.1:8775'..

[15:52:26] [INFO] Admin (secret) token: bca6e58ac03c9cb52f35a87aeaa28dcf

[15:52:26] [DEBUG] IPC database: 'C:\Users\YANGHE~1\AppData\Local\Temp\sqglmapipc-9iql
4d’

[15:52:26] [DEBUG] REST-JSON API server connected to IPC database
[15:52:26] [DEBUG] Using adapter 'wsgiref' to run bottle

(EEEY LERNXMO A RapilkSinE — N RR, SRSHNZEFiRMEE—SERSERER
, PICANSREFHFRIXNAE, STLABTEAL TS Rapibkssin:

python sqlmapapi.py -s -H "0.0.0.0" -p 8775
WG, TEEF LIS iEETE A PHim S EZRIAPIRSS i,
ElEadmin token

ﬁﬂﬁfﬁﬁﬁﬁﬁkﬁgﬁ?*%%ﬁadmin tokenfiUiE, TTLUEMIsqimapBERTHY/lib/utils/api.py3Zi4,
TREE:
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DataStore.admin_token = encodeHex(os.urandom(16), binary=False)

ORI
BFapS1TaROERN

C:\Users\yanghelong\Desktop\sqlmap> python sqlmapapi.py -c
[16:00:23] [DEBUG] Example client access from command line:
$ taskid=$(curl http://127.0.0.1:8775/task/new 2>1 | grep -o -l '[a-f0-9]\{16\}') && echo
taskid
$ curl -H "Content-Type: application/json" -X POST -d '{"url": "http://testphp.vulnweb.c
m/artists.php?artist=1"}" http://127.0.0.1:8775/scan/$taskid/start
$ curl http://127.0.0.1:8775/scan/$taskid/data
$ curl http://127.0.0.1:8775/scan/$taskid/log
[16:00:23] [INFO] Starting REST-JSON API client to 'http://127.0.0.1:8775"...
[16:00:23] [DEBUG] Calling 'http://127.0.0.1:8775'
[16:00:23] [INFO] Type 'help' or '?" for list of available commands
api> help
help RBREEER
new ARGS  FE—MFTRIHIES
use TASKID  {JJiaigxEtaskidfEss
data SREHBIESSIREIRIEYE
log RS RIESHIRBEE
status RENHENES AR
option OPTION 3REXZHBHESEZAYELN
options REEFNESHFEEEER

stop ELEHEES

kill RICHENES

list ERBEESYIE

version Fetch server version
flush BRESENARBEES)
exit BHEFIR
SMGETEN

new -u url

eg:
/ISR T /task/newliE— NEStaskid, [FHA#E/scan/cafeb23befb85bb6/startiERkFFIA(ES
api> new -u "http://192.168.64.130/dvwa/vulnerabilities/sqli/?id=2&Submit=Submit"
[16:20:11] [DEBUG] Calling 'http://127.0.0.1:8775/task/new'
[16:20:11] [INFO] New task ID is 'cafeb23befb85bb6'
[16:20:11] [DEBUG] Calling 'http://127.0.0.1:8775/scan/cafeb23befb85bb6/start’
[16:20:11] [INFO] Scanning started
api (cafeb23befb85bb6)>
//Bidstatus SRBUZESHIAMER, HREIRAFHIstatusFE Iterminated, TRBEIETMK, &
BIREHRIstatusFERAArunning, iRBRRMAEHITH
api (cafeb23befb85bb6)> status
[16:21:29] [DEBUG] Calling 'http://127.0.0.1:8775/scan/cafeb23befb85bb6/status’
{

"success": true,

"status": "running”,

"returncode": null
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}

/BN data w5, FERBUTETSAEEANLFRANER,

Ne

[IFAFEEINEEAE, datazERA=
{

"success": true,
"data": [],
"error": []

)
& MPOSTEAN

HRERINEFdataFERA AT AT

//BANLALTE<, fEdata txtFIIAEEE, IEEENRIE, RAFMGUWPOST, cookie, UAFEAN

BiY:

new -r data.txt

api> new -r C:\Users\yanghelong\Desktop\sqgl\build1\test.txt
[16:29:30] [DEBUG] Calling 'http://127.0.0.1:8775/task/new'

[16:29:30] [INFO] New task ID is '75708f5e15824979'

[16:29:30] [DEBUG] Calling 'http://127.0.0.1:8775/scan/75708f5e15824979/start’

[16:29:30] [INFO] Scanning started

BT a1 TRURAEIIBERERNSERN, BIRFEETY new ap Al LABFEE taskidH

TS,
EFHTTPIYASEORT

sqlmapapi.pyfIhEFhttpiZERENNEZREL, HAZRlib/utils/api.pyRIserverss, alLULILE

Elservert@ R FEHI TSRS E.

#4mEN

@get('/error/401")
@get("/task/new")
@get("/task/<taskid>/delete")

#Admin 5%
@get("/admin/list")
@get("/admin/<token>/list")
@get("/admin/flush")
@get("/admin/<token>/flush")

#sqlmap ZOREHMS
@get("/option/<taskid>/list")
@post("/option/<taskid>/get")
@post("/option/<taskid>/set")
@post("/scan/<taskid>/start")
@get("/scan/<taskid>/stop")
@get("/scan/<taskid>/kill")
@get("/scan/<taskid>/status")
@get("/scan/<taskid>/data")
@get("/scan/<taskid>/log/<start>/<end>")
@get("/scan/<taskid>/log")
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@get("/download/<taskid>/<target>/<filename:path>")
@get("/task/new")
(LSS, RE— 1 REHATtaskid

@get("/task/new")
def task_new():

Create a new task

taskid = encodeHex(os.urandom(8), binary=False)
remote_addr = request.remote_addr

DataStore.tasks[taskid] = Task(taskid, remote addr)

logger.debug("Created new task: '%s"" % taskid)
return jsonize({"success": True, "taskid": taskid})

@get("/task/<taslkid>/delete")

MBESS, EARBATIEEtaskid, RiEEtaskidSIREA.

@get("/task/<taskid>/delete")
def task _delete(taskid):

Delete an existing task

if taskid in DataStore.tasks:
DataStore.tasks.pop(taskid)

logger.debug("(%s) Deleted task" % taskid)
return jsonize({"success": True})
else:
response.status = 404
logger.warning("[%s] Non-existing task ID provided to task delete()" % taskid)
return jsonize({"success": False, "message": "Non-existing task ID"})

@get("/admin/list")

SREXFtaskid,

def"t“ask_list(token:None):
!.D.H.” task list

tasks = {}
for key in DataStore.tasks:
if is_admin(token) or DataStore.tasks[key].remote addr == request.remote _addr:
tasks[key] = dejsonize(scan_status(key))["status"]
logger.debug("(%s) Listed task pool (%s)" % (token, "admin" if is_admin(token) else request
remote_addr))
return jsonize({"success": True, "tasks": tasks, "tasks num": len(tasks)})

@get("/option/<taslkid=/list")
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REUSE(ESSIDRYFIZFREDN, EREMiEIEE taskid, AASIRSE. BAMCIENT:
def option_list(taskid):

List options for a certain task ID
if taskid not in DataStore.tasks:
logger.warning("[%s] Invalid task ID provided to option_list()" % taskid)
return jsonize({"success": False, "message": "Invalid task ID"})
logger.debug("(%s) Listed task options" % taskid)
return jsonize({"success": True, "options": DataStore.tasks[taskid].get_options()})

@post("/option/<taskid>/get")
SREVE(ESSIDRYIAINE, JEFIfiEiEE askid, AASRE. BMUBNT:
def option_get(taskid):

Get value of option(s) for a certain task ID

if taskid not in DataStore.tasks:
logger.warning("[%s] Invalid task ID provided to option_get()" % taskid)
return jsonize({"success": False, "message": "Invalid task ID"})
options = request.json or []
results = {}
for option in options:
if option in DataStore.tasks[taskid].options:
results[option] = DataStore.tasks[taskid].options[option]
else:
logger.debug("(%s) Requested value for unknown option '%s'" % (taskid, option))
return jsonize({"success": False, "message": "Unknown option '%s'" % option})
logger.debug("(%s) Retrieved values for option(s) '%s'" % (taskid, ",".join(options)))
return jsonize({"success": True, "options": results})

@post("/option/<taskid>/set")
FRSEESIDIREEIE, ERANEEEtaskid, FASRE. BIMUBIIT:

def option_set(taskid):

Set value of option(s) for a certain task ID

if taskid not in DataStore.tasks:
logger.warning("[%s] Invalid task ID provided to option_set()" % taskid)
return jsonize({"success": False, "message": "Invalid task ID"})

if request.json is None:
logger.warning("[%s] Invalid JSON options provided to option_set()" % taskid)
return jsonize({"success": False, "message": "Invalid JSON options"})

for option, value in request.json.items():
DataStore.tasks[taskid].set_option(option, value)

logger.debug("(%s) Requested to set options” % taskid)

return jsonize({"success": True})

@post("/scan/<taslkid > /start")
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FAS eSS, ARiSigEtaskid, AASIRE, BERRIBAT:
def scan_start(taskid):

Launch a scan
if taskid not in DataStore.tasks:
logger.warning("[%s] Invalid task ID provided to scan_start()" % taskid)
return jsonize({"success": False, "message": "Invalid task ID"})
if request.json is None:
logger.warning("[%s] Invalid JSON options provided to scan_start()" % taskid)
return jsonize({"success": False, "message”: "Invalid JSON options"})
# Initialize sqlmap engine's options with user's provided options, if any
for option, value in request.json.items():
DataStore.tasks[taskid].set_option(option, value)
# Launch sqlmap engine in a separate process
DataStore.tasks[taskid].engine start()
logger.debug("(%s) Started scan” % taskid)
return jsonize({"success": True, "engineid": DataStore.tasks[taskid].engine_get id()})

@get("/scan/ < taskid > /stop")
= HASEES, ARREiEEtaskid, FASHITR, BEAMBINT:

def scan_stop(taskid):

Stop a scan
if (taskid not in DataStore.tasks or DataStore.tasks[taskid].engine process() is None or Data
tore.tasks[taskid].engine_has_terminated()):
logger.warning("[%s] Invalld task ID prowded to scan_stop()" % taskid)
return jsonize({"success": False, "message": "Invalid task ID"})
DataStore.tasks[taskid].engine_stop()
logger.debug("(%s) Stopped scan” % taskid)
return jsonize({"success": True})

@get("/scan/ < taskic > /status")

def scan_status(taskid):

Returns status of a scan

if taskid not in DataStore.tasks:
logger.warning("[%s] InvaI|d task ID provided to scan_status()" % taskid)
return jsonize({"success": False, message" "Invalid task ID"})
if DataStore.tasks[taskid].engine_process() is None:
status = "not running”
else:
status = "terminated" if DataStore.tasks[taskid].engine has terminated() is True else "run
ing"
logger.debug("(%s) Retrieved scan status” % taskid)
return jsonize({
"success": True,
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"status": status,
"returncode": DataStore.tasks[taskid].engine get returncode()

)
@get("/scan/<taskid>/data™)

ZEOTAERITMER, BRRBigSEtaskid, ARASHIMEM, EARRBNT:

def scan_data(taskid):

Retrieve the data of a scan

json data_message = list()

json_errors _Mmessage = list()

if taskid not in DataStore.tasks:
logger.warning("[%s] Invalld task ID provided to scan_data()" % taskid)
return jsonize({"success": False, "message": "Invalid task ID"})

# Read all data from the IPC database for the taskid

for status, content _type, value in DataStore.current_db.execute("SELECT status, content_typ

, value FROM data WHERE taskid = ? ORDER BY id ASC", (taskid,)):
json_data_message.append({"status”: status, "type": content type, "value": dejsonize(valu
)

# Read all error messages from the IPC database
for error in DataStore.current_db.execute("SELECT error FROM errors WHERE taskid = ? OR
ER BY id ASC", (taskid,)):
json_errors_message.append(error)
logger.debug("(%s) Retrieved scan data and error messages” % taskid)
return jsonize({"success": True, "data": json_data_message, "error": json_errors_ message})

@get("/scan/<taskid>/log")
ZEOVTESSFEESHIPABNEE, BAREiEEtaskid, AASEIE@, BEARRBNT:
def scan_log(taskid):

Retrieve the log messages
json_log_messages = list()
if taskid not in DataStore.tasks:
logger.warning("[%s] Invalld task ID prowded to scan_log()" % taskid)
return jsonize({"success": False, "message": "Invalid task ID"})
# Read all log messages from the IPC database
for time_, level, message in DataStore.current_db.execute("SELECT time, level, message FR
M logs WHERE taskid = ? ORDER BY id ASC", (taskld )):
json_log _messages.append({"time": time_, "level": level, "message": message})
logger.debug("(%s) Retrieved scan log messages” % taskid)
return jsonize({"success": True, "log": json_log_messages})

def scan_log_limited(taskid, start, end):

Retrieve a subset of log messages

json_log_messages = list()
if taskid not in DataStore.tasks:
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logger.warning("[%s] Invalld task ID prowded to scan_log_limited()" % taskid)
return jsonize({"success": False, "message": "Invalid task ID"})
if not start.isdigit() or not end.isdigit() or end < start:
logger.warning("[%s] Invalld start or end vaIue provided to scan_log limited()" % taskid)
return jsonize({"success": False, "message”: "Invalid start or end value, must be digits"})
start = max(1, int(start))
end = max(1, int(end))
# Read a subset of log messages from the IPC database
for time_, level, message in DataStore.current_db.execute("SELECT time, level, message FR
M logs WHERE taskid = ? AND id >=? AND id <= ? ORDER BY id ASC", (taskid, start, end)):
json_log _messages.append({"time": time_, "level": level, "message": message})
logger.debug("(%s) Retrieved scan log messages subset" % taskid)
return jsonize({"success": True, "log": json_log_messages})

@get("/download/ <taskid>/<target>/<filename=/")
THIRSIHIEEESRIX . BAMBIT:

def download(taskid, target, filename):
Download a certain file from the file system

if taskid not in DataStore.tasks:
logger.warning("[%s] Invalid task ID provided to download()" % taskid)
return jsonize({"success": False, "message": "Invalid task ID"})
path = os.path.abspath(os.path.join(paths.SQLMAP_OUTPUT PATH, target, filename))
# Prevent file path traversal
if not path.startswith(paths.SQLMAP_OUTPUT PATH):
logger.warning("[%s] Forbldden path (%s) % (taskid, target))
return jsonize({"success": False, "message": "Forbidden path"})
if os.path.isfile(path):
logger.debug("(%s) Retrieved content of file %s" % (taskid, target))
with open(path, 'rb’) as inf:
file_content = inf.read()
return jsonize({"success": True, "file": base64encode(file_content)})
else:
logger.warning("[%s] File does not exist %s" % (taskid, target))
return jsonize({"success": False, "message": "File does not exist"})

lE\—n
E?HTTPEI’JEEI*E‘UEH%_EET EEUIRED, BENTEFERZEAKREREEN., BIZEIAYR

mm

BIEGETiER  http://ip:port/task/new XMttt BIEE— P ErAVIIHEESS,

1.
2. BIIPOSTiEK  http://ip:port/scan/<taskid > /start #blik, FHE@ILjsont&IRZSE, Fio—
2

3.IBIIGETIEK  http://ip:port/scan/<taskid>/status #Biit, BIRJ3REEEAItaskidaUIAERE.
MREWES /PR, —FRrunikE (F3fERSerk)  —MEterminatedAZ ($3##E5epk) |

4. FfETeR BRI,

H
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