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<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-security </artifactld>
</dependency>

2 gliESecurityfic B3

/**

* @author BI/REE www.hjljy.cn

* @apiNote websecurtiytfRIRIGEME

* @since 2020/9/11

**/

@Configuration

@EnableWebSecurity

@EnableGlobalAuthentication

public class WebSecurityConfiguration extends WebSecurityConfigurerAdapter {

/**
* fA:
* http/5=UE Spring Security i3EeS5E, LISt , L/IEKMIT, MwebZINEARE Spring
ecurity 137E=S5E,
* BEhttp AT ERIBITHRE, webBZ XA TFHITRSRIR
**/
@Override
protected void configure(HttpSecurity http) throws Exception {
http
.authorizeRequests()
//FFREEEMITNEK
.antMatchers("/login").permitAll()
[/ELEREREPFEIE
.anyRequest().authenticated()
[/ERESRNFE SR EEIABTHNERIE
.and().httpBasic()
/2R uk{EE
.and().csrf().disable();
/NSRS ERIRRSE, EILUET formloginfil B FHEFAITREFIiE KL IE
// FERBENXBIAIESERS
// http.addFilterBefore(new MyLoginFilter(authenticationManager()),UsernamePasswor
AuthenticationFilter.class);

}

/**

* A BRSEIERYT, XEMRIT, AE Spring Security iJiEESHE
**/

@Override

public void configure(WebSecurity web) {
// BILAEESRIRIRRESEE
web.ignoring()
.antMatchers("/css/**")
.antMatchers("/404.html")
.antMatchers("/500.html")
.antMatchers("/html/**")
.antMatchers("/js/**");
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}

/ *%
* A IRERNGIEENEMREUURINE S
*/

@Override

protected void configure(AuthenticationManagerBuilder auth) throws Exception {

DaoAuthenticationProvider provider = new DaoAuthenticationProvider();
/] BEREE RXKEBPRE
provider.setHideUserNotFoundExceptions(true);

// FBFiAiEservice - EEHURRERSIE
provider.setUserDetailsService(userDetailsService());

/] ZEEBINEEE

provider.setPasswordEncoder(passwordEncoder());
auth.authenticationProvider(provider);

}

/**

* A @Y BE N AYUserDetailsService RsCIMEHEGRERFEUE
**/

@Override

@Bean

protected UserDetailsService userDetailsService() {
return new UserDetailsServicelmpl();

}

/'k*

* fEA: FREIIEEE BCrypt #EEER

**/

@Bean

public BCryptPasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder();

}

/**

* fEA: ;¥ NAuthenticationManager&1228

**/

@Override

@Bean

public AuthenticationManager authenticationManager() throws Exception {
return super.authenticationManager();

}

3 glji2UserInfo
/**

* @author ;BI/REE

* @apiNote R FERIRMAKIMESRGER, FFEERERNMSEERGFERIXNE
* @since 2020/9/11

**/

public class Userinfo extends User {

private static final long serialVersionUID = 1L;
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o TR R
:*%F'EB%”E“

p*rl</ate String email;

/:*}%ﬁii: FAFID

pri</ate String userld;

public UserInfo(String username, String password, Collection<? extends GrantedAuthority >
authorities) {
super(username, password, authorities);

public UserInfo(String username, String password, String userld,Collection<? extends Grant
dAuthority> authorities) {
super(username, password, authorities);
this.userld=userld;

}

public UserInfo(String username, String password, boolean enabled, boolean accountNonE
pired, boolean credentialsNonExpired, boolean accountNonLocked, Collection<? extends Gra
tedAuthority> authorities) {
super(username, password, enabled, accountNonExpired, credentialsNonExpired, accoun
NonLocked, authorities);

}

public String getEmail() {
return email;
}

public void setEmail(String email) {
this.email = email;
}

public String getUserld() {
return userld;
}

public void setUserld(String userld) {
this.userld = userld;
}

}

4 SEIUserDetailsService

/**

* @author JBII/REE

* @apiNote FAFE{RIGIESE

* @since 2020/9/11

**/

public class UserDetailsServicelmpl implements UserDetailsService {
/**
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* XERIEEHRAIB P IKS TR EERIE
* BEMER
* 1 tR{BusernameEIAEHEEXI NI AFEE
* 2 RIERAFEREIHAFTIRER HIMIREFIINER sys:menu:add
* 3RIERAFKS, &8, NERMEEIIMNAIUserDetailsXSRIR[E]
* XEBXFR ERISEHITHFIAEEER, EIERKIEREUsernamePasswordAuthenticationFil
erxysR=H
* UsernamePasswordAuthenticationFilterfsdS & BatRIBRIRE NI SEEF1UserDetails
SIS TIKSHIIEIE
*BEELTN, CEREEINERAEL, FINREEHEK, REERECSIMNEMRAIES
, LAk EUsernamePasswordAuthenticationFilterXd&:
* EEattemptAuthentication 75i&fsuccessfulAuthentication/5i%
* fxfafEWebSecurityConfiguration BEEZINE CHYID 2SR R]
* @param username FAFRKS
* @return Userlnfo
* @throws UsernameNotFoundException
*/
@Override
public UserDetails loadUserByUsername(String username) throws UsernameNotFoundExce
tion {
//TODO ZRi{EFANR AR TN RSB EPRRI S5IB RN E
// AIREIBFKS, REZLE123456a] LABITEIE FH7mnAR
String password = SecurityUtils.encryptPassword("123456");
SimpleGrantedAuthority authority = new SimpleGrantedAuthority("sys:menu:add");
List<GrantedAuthority> authorities =new ArrayList<>();
authorities.add(authority);
UserInfo userinfo =new Userlnfo(username,password,authorities);
userinfo.setEmail("hjljy@outlook.com");
userinfo.setUserld("11111111");
return userinfo;
}
}

5 RRiiR—ERIEO

RTIE# TRIRIRD BN Security BERRIERFEAEM, FUARERE— N ERIZEOLRIR
, EEOFEEESEITHT, RRLAFTERNIEKRE, SRE4015Z403REE, Biwma]
RIEX A TIRRTE

@RestController
public class LoginController {

@Autowired
AuthenticationManager authenticationManager;

@PostMapping(value = "login")
public Resultinfo login(@RequestBody Map <String,String> params) {
Userlnfo userinfo = SecurityUtils.login(params.get("username"), params.get("password"),
authenticationManager);
return ResultInfo.success(userinfo);
}
}
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6 SecurityUtils TR

@SIf4j
public class SecurityUtils {

/**

* EIAMRIRIK S ZR TR Asecurity #HTIAIERAN 51

* FAAuthenticationManagerfiJauthenticate 5 A3LH]

* NBINEBAFERFEASecurityContext=H

* @param username FAF%Z

* @param password Zf5

* @param authenticationManager IA\IEEZNETEEE,

* @see AuthenticationManager

* @return Userinfo FF{ER

*

/
public static UserInfo login(String username, String password, AuthenticationManager auth
nticationManager) throws AuthenticationException {
//fEsecurityiEZR BRI IFtoken4EALEE tBATLAEENX.
UsernamePasswordAuthenticationToken token =new UsernamePasswordAuthentication
oken(username,password );

Authentication authenticate = authenticationManager.authenticate(token);
SecurityContextHolder.getContext().setAuthentication(authenticate);
UserInfo userinfo = (Userlnfo) authenticate.getPrincipal();
return userinfo;

}

/**

* IR EHBIERAFMEIAILER
* @return

*/

public static Authentication getAuthentication(){
SecurityContext context = SecurityContextHolder.getContext();
return context.getAuthentication();

}

/**
* R EEIERAPER
* @return
*/
public static UserInfo getUserInfo(){
Authentication authentication = getAuthentication();
if(authentication!=null){
Object principal = authentication.getPrincipal();
if(principal!=null){
UserlInfo userinfo = (Userlnfo) authentication.getPrincipal();
return userinfo;

}
}

throw new BusinessException();

}
/'k*
* SRENERIERAFID

* @return
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*/
public static String getUserld(){

UserlInfo userinfo = getUserInfo();

return userinfo.getUserld();

}
/'k'k

* &g BCryptPasswordEncoderZfg

* @param password 213
* @return INZEFRFEH
*/

public static String encryptPassword(String password) {

BCryptPasswordEncoder passwordEncoder = new BCryptPasswordEncoder();

return passwordEncoder.encode(password);

}
}

7 SERIGIE

EixnETEZE, LB TREARXHTTPUR—TEREQ

POST http://localhost:8090/login
Content-Type: application/json

{
"username": "MEXKS",
"password": 123456

}

PR EIKSER
{

"code": 0,
"msg": "EAERIN",
"data": {
"password": null,
"username": "JUKKS",
"authorities": [
{
"authority": "sys:menu:add"
}
]

accountNonExpired": true,
"accountNonLocked": true,
"credentialsNonExpired": true,
"enabled": true,
"email": "hjljy@outlook.com”,
"userld": "11111111"

}
}

[ShE
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BRIRIRATERRERN, W ENFEHEIESZ, EERASHIRIERD BHEEEXERFH,
BEONSE. TEMERA Esecurity £FE oauth 2 TABRIGIE.
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