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@EnableWebFluxSecurity
public class SecurityConfig {

@Autowired

private AuthenticationSuccessHandler authenticationSuccessHandler;

@Autowired

private AuthenticationFaillHandler authenticationFaillHandler;

@Autowired

private CustomHttpBasicServerAuthenticationEntryPoint customHttpBasicServerAuthenticat
onEntryPoint;

//securityRUESINHEBRYIZR

private static final String[] excludedAuthPages = {
"/auth/login”,
"/auth/logout”,
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"/health”,
"/api/socket/**"
// "/user/**"
y

@Bean
SecurityWebFilterChain webFluxSecurityFilterChain(ServerHttpSecurity http) throws Excepti
n {
http
.authorizeExchange()
.pathMatchers(excludedAuthPages).permitAll() //FToEHTIIRITEANEKIZR
.pathMatchers(HttpMethod.OPTIONS).permitAll() //option i&EREABIT
.anyExchange().authenticated()
.and()
.httpBasic()
.and()
formLogin().loginPage("/auth/login")
.authenticationSuccessHandler(authenticationSuccessHandler) //AAUERKIH
.authenticationFailureHandler(authenticationFaillHandler) //ZpHEIGUF M
.and().exceptionHandling().authenticationEntryPoint(customHttpBasicServerAuthent
cationEntryPoint) //EFhttpAIiEiEkESELm
.and() .csrf().disable()// iRz Et,
Jogout().disable()

retur'n http.build();
}

@Bean

public PasswordEncoder passwordEncoder() {
return NoOpPasswordEncoder.getinstance(); //ZKIA

}

}
A AwebFluxi®BrI@EnableWebFluxSecurityi#{7FgawebfluxgdSecurity

A LAE N EMFEENFAFTEENNTIR, TLUSESNAISANE LiBEexcludedAuthPages
EFIRNpermitAll)EH TR T BRI ALESERANEN, FEEEABSIEEIRA 86T

nr:

.pathMatchers(excludedAuthPages).hasRole("admin")
.pathMatchers(excludedAuthPages).hasAuthority("T0001")

AJLIEEX AR RtiadminzA 8EIE), FEEBEEFRIHILETO00 1R A BES ()
BALECSRFIZERIAR A THEEAISRF, AMECSRFATILAEE. google,
AuthenticationSuccessHandler 5 AuthenticationFailureHandler 28 INE KM EHNANZLE
XNFEEESLZ ZERERE.

CustomHttpBasicServerAuthenticationEntryPoint 2httpiE kMGG E EAZAITIRL
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passwordEncoder2ZEINERA, BILAS, MNRATHAMDSH s ENZERELT, B
FcE—T.

formLogin().loginPage("/auth/login") 2FkKECE SecurityfUERItbitHY
— EEERMIN S RMANRE S

1.5FKIN
XEEFHATINES— Ll EIBIE LB RAY Rt SRR E SRR tokenfIRHEE

@Component
public class AuthenticationSuccessHandler extends WebFilterChainServerAuthenticationSucce
sHandler {

@Override
public Mono<Void> onAuthenticationSuccess(WebFilterExchange webFilterExchange, Aut
entication authentication){

es();

)

}

ServerWebExchange exchange = webFilterExchange.getExchange();
ServerHttpResponse response = exchange.getResponse();
//i&Eheaders
HttpHeaders httpHeaders = response.getHeaders();
httpHeaders.add("Content-Type", "application/json; charset=UTF-8");
httpHeaders.add("Cache-Control", "no-store, no-cache, must-revalidate, max-age=0");
//i&E&body
byte[] dataBytes={};
ObjectMapper mapper = new ObjectMapper();
try {
User user=(User)authentication.getPrincipal();
AuthUserDetails userDetails=buildUser(user);
byte[] authorization=(userDetails.getUsername()+":" +userDetails.getPassword()).getBy

String token= Base64.getEncoder().encodeToString(authorization);
httpHeaders.add(HttpHeaders. AUTHORIZATION, token);
dataBytes=mapper.writeValueAsBytes(Result.success(userDetails));

}

catch (Exception ex){
ex.printStackTrace();
JsonObject result = new JsonObject();
result.addProperty("status”, GatewayErrorCodeEnum.STAFF_NOT _EXIST.getCode());
result.addProperty("message”, GatewayErrorCodeEnum.STAFF_NOT EXIST.getMessage

dataBytes=result.toString().getBytes();

}
DataBuffer bodyDataBuffer = response.bufferFactory().wrap(dataBytes);

return response.writeWith(Mono.just(bodyDataBuffer));

private AuthUserDetails buildUser(User user){

AuthUserDetails userDetails=new AuthUserDetails();
userDetails.setUsername(user.getUsername());
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userDetails.setPassword(user.getPassword().substring(user.getPassword().lastindexOf("}"
+1,user.getPassword().length()));
return userDetails;
}

FEXHINEEHM 2B B L IIE RV LRENEF1EXAJauthentication.getPrincipal () HHY
B, ZEFIEIWT (json web token) BRI TAMEFE—RIToken Z/EFEFRILAFIFTOK
N TERERIE

2.EBREKW

@Component
public class AuthenticationFaill[Handler implements ServerAuthenticationFailureHandler {

@Override
public Mono<Void> onAuthenticationFailure(WebFilterExchange webFilterExchange, Auth
nticationException e) {
ServerWebExchange exchange = webFilterExchange.getExchange();
ServerHttpResponse response = exchange.getResponse();
/& E&headers
HttpHeaders httpHeaders = response.getHeaders();
httpHeaders.add("Content-Type", "application/json; charset=UTF-8");
httpHeaders.add("Cache-Control", "no-store, no-cache, must-revalidate, max-age=0");
//i&E&body
byte[] dataBytes={};
try {
ObjectMapper mapper = new ObjectMapper();
dataBytes=mapper.writeValueAsBytes(Result.fail(GatewayErrorCodeEnum.STAFF_NOT
EXIST.getCode(),GatewayErrorCodeEnum.STAFF_NOT EXIST.getMessage()));
}
catch (Exception ex){
ex.printStackTrace();
}
DataBuffer bodyDataBuffer = response.bufferFactory().wrap(dataBytes);
return response.writeWith(Mono.just(bodyDataBuffer));

EE, EREME—LIRE
httpig=k

@Component
public class CustomHttpBasicServerAuthenticationEntryPoint extends HttpBasicServerAuthent
cationEntryPoint /* implements ServerAuthenticationEntryPoint */{

private static final String WWW_AUTHENTICATE = "WWW-Authenticate";
private static final String DEFAULT REALM = "Realm”;

private static String WWW_AUTHENTICATE_FORMAT = "Basic realm=\"%s\"";
private String headerValue = createHeaderValue("Realm");

public CustomHttpBasicServerAuthenticationEntryPoint() {
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public void setRealm(String realm) {
this.headerValue = createHeaderValue(realm);
}

private static String createHeaderValue(String realm) {

Assert.notNull(realm, "realm cannot be null");

return String.format(WWW_AUTHENTICATE_FORMAT, new Object[]{realm});
}

@Override
public Mono<Void> commence(ServerWebExchange exchange, AuthenticationException e)
{
ServerHttpResponse response = exchange.getResponse();
response.setStatusCode(HttpStatus. UNAUTHORIZED);
response.getHeaders().add("Content-Type", "application/json; charset=UTF-8");
response.getHeaders().set(HttpHeaders AUTHORIZATION, this.headerValue);
JsonObject result = new JsonObject();
result.addProperty("status”, GatewayErrorCodeEnum.STAFF_NOT _EXIST.getCode());
result.addProperty("message”, GatewayErrorCodeEnum.STAFF_NOT _EXIST.getMessage
);
byte[] dataBytes=result.toString().getBytes();
DataBuffer bodyDataBuffer = response.bufferFactory().wrap(dataBytes);
return response.writeWith(Mono.just(bodyDataBuffer));
}
}

i, EEAN—EEE—EERBIEN, BoBR— T
EFAILE

B JLAESSecurity HFEERIE LB ECSEN=ERINE
public class AuthUserDetails implements UserDetails {

private String username;
@Jsonlgnore

private String password;

private Collection<String> roles;
private String token;

}
ZRBEESGERHITSHAR

@Component
public class SecurityUserDetailsService implements ReactiveUserDetailsService {

@Value("${spring.security.user.name}")
private String userName;
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@Value("${spring.security.user.password}")
private String password;

@Override
public Mono<UserDetails> findByUsername(String username) {
//todo FRER A FBEUREEARIE AP 23R
if(StringUtils.equals(userName,username)){
UserDetails user = User.withUsername(userName)
.password(password)
roles("admin”).authorities(AuthorityUtils.commaSeparatedStringToAuthorityList(
admin™"))
build();
return Mono.just(user);
}
else{
return Mono.error(new UsernameNotFoundException("User Not Found"));

}

sCIReactiveUserDetailsService /5iEErILUEEAAR XBERESMIIF, EXLBERIRAILUEY
E, Bidfeign EAREEIAFRER, ZESecurity2BId{FEIAZINAPEE SRR
FEEFEHTRGE EFLRESEY, FROINESR mEsmEmacEaIPASSWORDIHIN, Z/EiRE
A SIRHERERLEREXEAE SR LASRATMEIE,

XEERHINHEE CEHIRIMNIIEERMEEH T,
AR E—RIATLLT MRLERToken/GAY=#L fEHTFH HiLSecurity EAHZRIAE

BEFAT, —FE7ESecurityConfigER EiEwebFluxAUiZEs8 ~ [G7Ei=#28, Btokenf@riNLitse
urity MEIEFIERESIAERN A ISR

http.addFilterBefore()

B NSE, — P EBIEEEREEEWY, — N EEWEE, FZRIARIRAUTHENTICATION, fEIA
BIZZER, BRM ESBHANXEY, springEMEIREEINE, NIBREES

public ServerHttpSecurity addFilterBefore(WebFilter webFilter, SecurityWebFiltersOrder order)

{
this.webFilters.add(new OrderedWebFilter(webFilter, order.getOrder() - 1));

return this;

}

B—Fh B2 ESecurityConfigh BLE, BiEsecurityContextRepository iX/{NESecurity E RXF
B, AUESERXNMGEXRILFAERIR

F—MTEREELRI T, B, ERHNRIANNSALA, TiCARamirT, g
RSB CHR—TIE
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FMHEEITI T, AIFRAIRSSEhSRBAC (Role-Based Access Control) FSHE
A EERYSecurity + WebFluxB9A={ANER, FRLAFRRR T 5—FhSecurityfIECE, tHSCIL T security
ontextRepositoryfIFi%, 7FEARREAN, FrLAXETEIXE

[g

A HSecurityfBAIE SR TEEINEEREARE, BEZROEHTLRFFENAESN, BIE
ZEUCAHIBIRE AR E LAY T HEATINF A, MATINSPRAIET, LB AXEE—XHEENIIR
EMREBNARERRNESMENEKRT, A XM BeeEA—EE K, RIBEsI-SRBACHIIALE
7T, FRLAT—HISIHATLAEIZASRBACHIINAEH H WebFluxfiimvc= BSEIl SFeigni@ A TIRAEAN
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