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BIEE BEREEIE #:"~/sdeard/VPNCapture/ParseData/2020_07_29_11_15_27_27//\ &
£/TCP_58.83.183.40_re_443_lo_47969"

§4%: https://api.xiaoheihe.cn:443/account/data_report/?t...
BAk:

POST /account/data_report/?type=13&time_=1595993115&heybox_id=17584
1828&imei=6302¢c’ 38a6&os_type=Android&os_version=6.0&version=1.3
.114&_time=1595993115&hkey=bd34eed4c62&channel=heybox_yingyongbao
HTTP/1.1

Referer: http://api.maxjia.com/

User-Agent: Mozilla/5.0 AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
41.0.2272.118 Safari/537.36 ApiMaxdJia/1.0

Cookie:

pkey=MTUSNDExM* 1zOF8*" N\DE4Mmp2eXg HIYnJ4dXU__
Content-Type: applicauon/x-www ,uinr-urlencoded

Content-Length: 390

Host: api.xiaoheihe.cn

Connection: Keep-Alive

Accept-Encoding: gzip

ANKIE: FAH REEE

data=FoZfAsqw2hWDTb/1GjhYvog/ipseA11nOFjcED/wd+RJ2+C6wG9I JWoK5ZDqdddG
+ydwiMNpRUg8

FShZb6PNGQ==

&key=VhyTUP8kHYv2+0Kn/olyc5xKcY7X/C4DQfvVKAT/
7Sbt9elsgb5YAragNQPnUi2hS8ej5ArPYGef
5L6q+11xHEfzRZmRa9cGasyy+tdrJIvaxJptCTgMFKKa/ZAMzdyfngHJ7Cnr
+eM1kD4MYA28w3vH

gCNDOseeBd+32mEYLtY=
&sid=76fb481685c77e35349c0eee0da57436c7ad08cd44737504d1ef4f3631b7delb

ey iz 3k &

HTTP/1.1 200 OK

Server: openresty/1.11.2.5

Date: Wed, 29 Jul 2020 03:25:16 GMT

Content-Type: application/json FSEsE: [561Python RIRIBR — Frida BIRERAT hkey RIBERE:%
Transfer-Encoding: chunked

Connection: keep-alive
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FEFEREPOUT:

POST /account/data_report/?type=13&time _=1595993115&heybox id=17584182&imei=xxxx

&os_type=Android

&os version=6.0&version=1.3.114& time=1595993115&8hkey=bd34ee4c62
&channel=heybox yingyongbao HTTP/1.1
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-h:rhm: rﬂlue ﬂ > hqw rﬂme q* » mxﬂ M.rhnl:l -urmn: Invalid inner clsss: Lretrofitifk;

| {heybox-release.apk > heybox-relesse.apk > Bytecode (Virtual, Merged)): Ievalid inner class: Lretrofiti/m;
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.method static constructor <clinits()v

.registers 1
gee2eeee  const-string
28288884 invoke-static
g@ggeses return-void
.end method

"native-1ib"”
System->loadLibrary(String)v, ve

.method public constructor <inits()v
.registers 1

geoge2ee  invoke-direct Object-»<init>()v, pe
goeseess  return-void
.end method

.method public static native checkSignature(Object)}I
.end method

.method public static synchronized native encode(Cbject, String, String)string
.end method

.method public static native getrsakey(okbiject, String)string

LD IHETE

.class final Ob
super object

. implements Dl@%e

.annotation sys
value = Sb-
.end aruwtatl.m
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O IDA - libmative-lib.idb (libnative-lib.so) EAworkixhh\heybox-release\lib\armeabi-v7a\ibnative-libidb

File : Edit  Jump = Search = View - Debugger - Options - Windows — Help

EH - %‘mﬁblwma oo e X p OO s debugger * g @Mt
(7] Pumetions sinden o0& x [[EmvierD) | mrmﬂnnndc—tﬂ ﬁhv.-—l?,‘_‘! | EWstuotwres £ [ E twms 3 | Bl Tmports 0 | @ Bperes
st = _i iint _ fastcall encode( {int ai 2, int a3, int a4, int a%)
3 __E.-cp.,ﬁn‘ll 3 const char *vs; /f rin
. _imp_fprintf 4l Ant vE; S/ rd

__imp_fread 5| dmt wT; Sf -

__imp_priatf E| dint vB; f/ 7B

_imp_ptracs 7| const char *wvi; /f -1

—imp_smprintf | 5 dnt vie; S/ e

B
3 bool wil; // =f

18| size ® Wl2; fS S
11| char *uiB; // &

_mlrllll

2| char *via; /f r@
13| size_t v15; ff ri
14| char *vi6; // r@
15| int wiF; ff 75

)

int 'ﬂJEI; M
int visy /f
int ‘\f29. M

® 15 if ( j_;ne:l:_s!mtuu(u] -1 ) RS
28 {

7 vE = @5
vi = {c har "}{*(int {__fastcall **){int, int, _DWORD)){*(_DWORD ")v& + E76))(v5,; v7, @)
¥ _ fasteall ==)(int, int, _DwWORD))(*(_DMORD *)vé + 676} (v, 85, @);

Line 39 of 131
b Gragh ewarvies o& x

¥
B if  Ivil )
37 {

71 = a5}
= strlen(v3);
= i

@ 40

® 41

A idle Down Disk: 14GH

0 AR

A3 = (':.}.’ -;&-.—: - ((strlenfvs) + w12 + 21) & OxFFFFFFFB); @ D
& 43 v14 = strepy(vl )5
O000LERE enoode: 30 (IB‘SG) / ! \
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¥ IDA - libnative-lib.idb (libnative-lib.so) E:\work\xhh\heybox-release\lit\armeabi-v7a\libnative-libidb B
Hhidnluwmmfwmhggnrommw

A e HHES ) e DO AP - X > OO e e T e @M

(7] Punetions vindon o& x E&mvm—nﬁ] coneh €] | [0 Hom Viewd ) | Dl Strastwras £ | (5] fame ) | il ingerts 3 | () Beperts 3 =
| ot = -| 17| int -J; T8 24
L
®z
| & 2
|®z 1 WEEE
| 26
| - 27
s 1 **){int, Int, _DWORD))(™ (l:mc:uan '_l aa"&)H 92
® 79 At, _Dwoan))(*(_DwoRD *Juve + 676))(v6
L] =3 == B
® 31 5 ( v )
LT V11 = -8
350 |}
® 3i if {1
3 {
L w2l = a5;
L —
o s =
® a1 9 - (({strlea{vS) + v12 + 21) B GxFFFFFFF8); —
® a2 1, W) —=
® a3
® 24 15], */ofhdkud_time=", 15);
® 45 ]
® 46 1) EMeds |
® a7 nt, const char 1]( (_DWORD *)vE + S82))(vE, v7, vI);
® as nt, int, const char *))("{ DWORD *)v& + 680))(vE, «21, vE)}
® 43 3 # BEERE
& 51 if { _stack_chi gusrd = 2 3
® 52 return v
53 }
L sult = _stack_chk_gusrd - v22;
® 55 tf : :mt. _chi_guard == 122 )
.5
&5
L]

— ol 8 J _charTalstring( o, UNSIGNATURE[®]);
PR, e /'?I'\" ’[Q 73 [Ij_m DE] IE
EiL=t4XE, *hook:
console.log("========Hook Start==========")

String.prototype.format = function () {
var values = arguments;
return this.replace(/\{(\d+)\}/g, function (match, index) {
if (values.length > index) {
return values[index];
} else {
return
}

D
}

var JNI_LOAD_POINTER = Module.getExportByName('libnative-lib.so', 'JNI_OnLoad"); // &%&
Zl| JNI_OnLoad755£R0teE

var BASE_ADDR = parselnt(JNI_LOAD POINTER) - parselnt('0x1C6C"); // FBfERiE{T+INI OnlLo
dRYZEIS LR K B RIMERT SRR

// encode
Java.perform(function() {
var hookpointer = '0x' + parselnt(BASE_ADDR + parselnt('0x1B00'")).toString(16) // 3XEXEh
ok 7 ARYHBIE
var pointer = new NativePointer(hookpointer) // t{RIEFZEUE#3ENativePointer
console.log('[encode] hook pointer: ', pointer)

var arg0, arg1, arg2, arg3

Interceptor.attach(pointer, {
onEnter: function(args) {
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arg0 = args[0
arg1 = args|[1
arg2 = args[2
arg3 = args[3
console.log('\n")

console.log('=====> [encode] -> [GiXEAERI")

console.log('&#41: {0} => {1} .format(arg0, Memory.readCString(arg0)))
console.log('&#%2: {0} => {1} .format(arg1, Memory.readCString(arg1)))
console.log('&#43: {0} => {1}".format(arg2, Memory.readCString(arg2)))
{ (
{ (

]
]
]
]

console.log('&#44: {0} => {1}".format(arg3, Memory.readCString(arg3)))
console.log('2#45: {0} => {1}".format(args[4], Memory.readCString(args[4])))
console.log('\n")

2

onlLeave: function(retval) {
console.log('\n")
console.log('=====> [encode] -> [FiZRABE]:)
console.log('iREHE: ', retval)
console.log('&#{1: {0} => {1}".format(retval, Memory.readCString(retval)))
console.log('\n")

ioe
ofoll ol b o ole150]
> olboelelsl]

M, BARSNIREEHXRM AR
BRAEFFANE T — A BEB R, ARt Ak HREERYRAIE 0

xpressionless

A i e teidsy, EARUBERARAEHREREMIST,
hook MDString:

console.log("========Hook Start==========")

String.prototype.format = function () {
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var values = arguments;
return this.replace(/\{(\\d+)\}/g, function (match, index) {
if (values.length > index) {
return values[index];
} else {
return "";
}

D
}

var JNI_LOAD_POINTER = Module.getExportByName('libnative-lib.so', 'JNI_OnLoad"); // B5&
Zl JNI_OnLoad75i&R9ibtE

var BASE_ADDR = parselnt(JNI_LOAD_POINTER) - parselnt('0x1C6C"); // FAfeFiz{T+INI_Onlo
dRYZEISIAER R B AITERS IS SR

// MDString
Java.perform(function() {
var hookpointer = '0x' + parselnt(BASE_ADDR + parselnt('0x15C4")).toString(16) // 3XEXZEh
ok77iA&RtEE
var pointer = new NativePointer(hookpointer) // tRIE/G AU #I7ENativePointer
console.log('[MDString] hook pointer: ', pointer)

var arg0, arg1, arg2, arg3
Interceptor.attach(pointer, {
onEnter: function(args) {
arg0 = args[0]
arg1 = args[1]
arg2 = args[2]
console.log('\n’)
console.log('=====> [MDString] -> [&iZEARR]"
console.log('&#41: {0} => {1} .format(arg0, Memory.readCString(arg0)))
console.log('\n")
2
onlLeave: function(retval) {
console.log('\n")
console.log('=====> [MDString] -> [FZARE]:)
console.log('iR[EE: ', retval)
console.log(iR[El: {0} => {1} .format(retval, Memory.readCString(retval)))
console.log('&#41: {0} => {1} .format(arg0, Memory.readCString(arg0)))
console.log('\n")

)
H
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vl
W->b(String)st , v
vl
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vl
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