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1.4 (Authentication)
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e user: P&

e group: FAFHH
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o iEKERIZ: fFIaN/api, /healthz

e APIiEkA57i%: get, list, create, update, patch, watch, delete
e HTTPiERAi%: get, post, put, delete
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o 1.FAK8S CARAEFimuE$H: certsh
cat > ca-config.json <<EOF
{
"signing": {
"default": {
"expiry": "87600h"

"profiles”: {
"kubernetes": {
"usages”: [
"signing”,
"key encipherment”,
"server auth”,
"client auth”

1,
"expiry": "87600h"
}

}
}

}
EOF

cat > aliang-csr.json <<EOF
{
"CN": "aliang",
"hosts": [],
"key": {
"algo": "rsa",
"size": 2048
}

names": [

{
"C": "CN",
"ST": "Beiling",
"L": "Beiling",
"O": "k8s",
"OU": "System"

}

]
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}
EOF

cfssl gencert -ca=/etc/kubernetes/pki/ca.crt -ca-key=/etc/kubernetes/pki/ca.key -config=ca-
onfig.json -profile=kubernetes aliang-csr.json | cfssljson -bare aliang

SR

ca-config.json : caBcE&EN/4
aliang-csr.json: IEPiERH
CN: BFP#&
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kubectl config set-cluster kubernetes \
--certificate-authority=/etc/kubernetes/pki/ca.crt \
--embed-certs=true \
--server=https://192.168.0.7:6443 \
--kubeconfig=aliang.kubeconfig

# IREZFImAILE

kubectl config set-credentials aliang \
--client-key=aliang-key.pem \
--client-certificate=aliang.pem \
--embed-certs=true \
--kubeconfig=aliang.kubeconfig

#IREBEALTX

kubectl config set-context kubernetes \
--cluster=kubernetes \
--user=aliang \
--kubeconfig=aliang.kubeconfig

# 1IREHRIFERECE
kubectl config use-context kubernetes \
--kubeconfig=aliang.kubeconfig
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#ENXrolefa s RA:
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
namespace: default
name: pod-reader
rules:
- apiGroups: [""]
resources: ["pods"]
verbs: ["get”, "watch", "list"]

#EE B SRE R EIK:
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: read-pods
namespace: default
subjects:
- kind: User
name: aliang
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: Role
name: pod-reader
apiGroup: rbac.authorization.k8s.io

SUERE:
resources: I LUAIRE B (EEEFERASHFR)
verbs: B{FRRETA
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