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1. EERSERMERip, LKE

lastb > temp.txt

:notty
avanthi ssh:notty
root ssh:notty
root ssh:notty
root ssh:notty
root ssh:notty

re ssh:notty
ssh:notty

guest ssh:notty
guest ssh:notty
sniffer ssh:notty
sniffer ssh:notty
Administ ssh:notty
Administ ssh:notty
root ssh:notty
ubnt ssh:notty
ubnt ssh:notty
root ssh:notty
root ssh:notty
admin ssh:notty
admin ssh:notty
admin :notty
admin :notty
support notty
support :notty
noc notty :
noc :notty 183.82.102.190

znotty 129.196.98

:notty 202.129.196.98

:notty 171. .176.206

:notty 0

:notty

notty
admina :notty
admina :notty
sniffer :notty
sniffer :notty
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2. ZRipER

vim /etc/hosts.deny
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3. [5&E
[ERIE, HEFXFAINARM T, BxeFRE, NERS shel AN

#bin/bash

#ARFEBESUHE

logFile=/root/limitLogin/log/limitlogin.log

#AFERIIGETS S, FUT=EaMER, ARES, EOARZlnuxiaiBR
tmpLogFile=/usr/lib/tmpfiles.d/login.tmp.txt

#ERIpERAY, FRIEK

denyfile=/etc/hosts.deny

#FHIRIAT
echo "start limit login task,now is ‘date’ " >> $logFile

# Mlastban<> BIZEImRT 4
lastb > $tmpLogFile
if [ -f $tmpLogFile ];then
echo "login file already created,now begin handler" >> $logFile
fi

#OMEBESE, TENLSE, AREE, Fifrhosts.denySHhEFRERFEXNip, MAERNEHTIEN
grep '[0-91\{1,3\N\.[0-91\{1,3\N\.[0-9]1\{1,3\}\.[0-9]\{1,3\}' $tmpLogFile -o | sort -u | while read li
e

do
if [ ‘grep -c "${line}" $denyfile’ -eq '0’ ];then
echo "sshd:$line" >> $denyfile
else

echo "$line already exist" >> $logFile
fi

done

echo "end limit login task,now is “date’ " >> $logFile
#IHPRITETS S 4

rm $tmpLogFile

B— P ERES, 8KMT—T

3.1 ¥é&crond

yum install vixie-cron
yum install crontabs

RETEIES
crontab -e

HENRIIEN, F— TR EIHES

0 1 *** /root/loginLimitTask/limit.sh >> /root/loginLimitTask/limitTaskLog.log
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FEcrondFHEsN, $¥JFFcrond

systemctl start crond

FERIARPRE—T

chmod -x /root/loginLimitTask/limit.sh
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