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#!/usr/bin/env python3

#coding=utf-8

import json

import requests

import time

from httpsig.requests_auth import HTTPSignatureAuth

from aliyunsdkcore.client import AcsClient

from aliyunsdkecs.request.v20140526.DescribelnstancesRequest import DescribelnstancesRe
uest

from collections import Counter

#FEEjumpserver

KEY_ID = 'KEY_ID'

SECRET = 'SECRET'

Jumpserver url = 'https://opt-jumpserver.limikeji.com'
#aliyun2£§

aliyun_ip_list =[]

aliyun_name _list = []

aliassets node = {} #fIE=IRESFH

#jumpserver

JumplP _list =[]
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JumplD list = ]

class aliyun_ecs():
def _init_(self):
self. client = AcsClient('<accessKeyld>', '<accessSecret>', 'cn-beijing")

def page_num(self):
request = DescribelnstancesRequest()
request.set_accept_ format('json’)
response = json.loads(self. client.do_action with _exception(request))
_ecs_num = response.get(' TotalCount' )//1 00 + 2
return _ecs_num

def assets list(self):
request = DescribelnstancesRequest()
request.set accept format(‘json’)
request.set PageSize(100)
for num in range(1,self.page_num()):
request.set PageNumber(num)
response = json.loads(self. client.do_action with_exception(request))
instances _list = response. get( Instances' ). get( Instance')
for info in instances list:
assetsName = mfo.get( InstanceName')
aliyun_name _list.append(assetsName)
assetslp = "join(info.get('VpcAttributes').get('PrivatelpAddress').get('IpAddress'))
aliyun_ip_list.append(assetslp)
try:
TagKey = info.get('Tags').get('Tag’)
aliassets node[assetslp] = TagKey[0]['TagKey'] + '-" + TagKey[0]['TagValue']
except AttributeError:
aliassets_node[assetslp] = 'Jumpserver&Zr=EL

class new Jumpserver():
def init_(self,host=Jumpserver url keyid=KEY ID,secret=SECRET):
self.host = host
self keyid = keyid
self.secret = secret

def auth(self):
signature_headers = ['(request-target)’, 'accept’, 'date’, 'host']
auth = HTTPSignatureAuth(key id=self keyid, secret=self.secret,
algorithm="hmac-sha256’,
headers=signature_headers)
return auth
def headers(self):
headers = {
'‘Accept’: 'application/json’,
'‘Date": str(time.strftime("%a %b %d %H:%M:%S %Y", time.localtime()))
}

return headers
def get_assets(self):

url = self.host + '/api/v1/assets/assets/’
req = requests.get(url, auth=self._auth(), headers=self. headers())
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return json.loads(reg.content)
def get_nodes(self):
url = self.host + '/api/v1/assets/nodes/'

req = requests.get(url,auth=self. auth(),headers=self. headers())
return json.loads(req.content)

def create_assets(self,ip,hostname,node):
url = self.host + '/api/v1/assets/assets/"

data = {
'hostname': hostname,
ip'tip,

‘platform’:'Linux’,

'nodes’: node,

"admin_user display": "limi_admin”,
protocols" ["ssh/5203"],

"created by": "Administrator”,

“admin user": "ddd041bc-91b2-4fc6-9887-a38c5d445080",
"is_ active": 'true’,

}

req = requests.post(url,auth=self._auth(),headers=self. headers(),data=data)
return json.loads(reg.content)

def delete assets(self,id):
# /assets/nodes/{id}/
url = Jumpserver _url + '/api/v1/assets/assets/{}/'.format(id)

req = requests.delete(url, auth=self._auth(), headers=self. headers())
return reg.content.decode('utf-8')

def send_msg(text):

headers = {'Content-Type': 'application/json;charset=utf-8'}

api_url = "https://oapi.dingtalk.com/robot/send?access _token=access _token"
json_text= {

"actionCard": {
"title": "JumpserverELEE B,
"text":
text,
"hideAvatar": "0",
"btnOrientation": "0",
"btns": [
{

"title": "Jumpserver§iE",
"actionURL": "https://opt-jumpserver,jumpserver.com”

2
]
f

"msgtype": "actionCard"
}

Text = requests.post(api_url,data=json.dumps(json_text),headers=headers).json()
return Text

if _name_==' main_"
#AMHEIRS AR R

white_list_ip = ['192.168.51.200','192.168.51.201','192.168.51.202','192.168.51.203",'192.168.
1.204','192.168.51.205','"192.168.51.206",

'"192.168.51.207','192.168.51.208",'192.168.51.209','192.168.51.210",'192.168.51.21
,'192.168.51.212','192.168.51.213/,

kR MERESESEEE Jumpserver


https://ld246.com/article/1595154506096

'192.168.51.214' ]
#ali@FPEBNTIE
aliyun_all = aliyun_ecs().assets_list()
aliassets_dict = dict(list(zip(aliyun_ip_list,aliyun_name_list))) #i&aliyunZ&r=ipFf0i& S F e

# #jumpserver£EBEr-
Jump_assetsIinfo = new_Jumpserver()
node dict = {} #jumpserver nodeTis
for node info in Jump_assetsinfo.get nodes():
node dict[node info.get('value')] = node info.get('id")

for var in Jump_assetsInfo.get assets():
JumplP_list.append(var.get('ip")
JumplD _list.append(var.get('id"))
jumpserver dict = dict(list(zipJumplP_list JumplD_list))) #i&Jumpserver& =& =8
# B JumpserverEBFEES A~
dup = dict(Counter(JumplP_list))
dup_set = [key for key,value in dup.items()if value > 1]
if dup_set:
message = "**JumpserverfZFEEERFEEHIER™ " + \n\n' + str(dup_set)
send_msg(message)
with open('/alidata/jumpserver/rsync_assets/log’, 'a', encoding="utf-8") as dup assets:
dup_assets.write(message +'\n’)
if len(aliyun_ip_list) > 400: #0EEEEMERRNERNE, BUHITI—F
- #alizflJumpserverss =Xt ANERjumpserverGMWE LR S RBNRFR umpserve
M
delete ip _list = [ip for ip in JumplP _list if ip not in aliyun_ip_list+white list ip]
if len(delete ip list) > O:
delete_msg = "**JumpserverfllBRZEF=E@XI**:" + "\n\n' + \
s LETATE* " + time.strftime("%Y-%m-%d %H:%M:%S", time.localtime()) + '\n
n' +\
**HFRipFIZR**:" + str(delete ip list)
for ip in delete ip list:
del assets = new Jumpserver().delete assets(id=jumpserver dict[ip])

with open('/alidata/jumpserver/rsync_assets/log’,'a',encoding="utf-8') as f:
f.write(delete_msg + "\n')
send_msg(delete_msg)

#HIFRES--> RASAEREFEJumpserver
add _ip_list = [ip for ip in aliyun_ip_list if ip not in JumplP_list]
if len(add _ip_list) > O:

add_msg = "**JumpserveriZINEF=EE " + "\n\n' + \

R MBIRFIE* ' + time.strftime("%Y-%m-%d %H:%M:%S", time.localtime()) + "\n\n

+\
EARINipFIFE**" + str(add ip list)
forip in add _ip list:
try:
nodeld = node dict['{}'.format(aliassets_nodelip])]
add _assets = new Jumpserver().create_assets(ip=ip, hostname=aliassets_dict[ip]
I_I + ipl

node=nodeld)
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except KeyError:
node id = node_dict['Jumpserver&Zr=&EE"]
add_assets = new_Jumpserver().create assets(ip=ip, hostname=aliassets_dict[ip]
l_l + ip’
node=node id)
send_msg(add_msg)

ANZERZHRIMIE™

#!/usr/bin/env python3

#coding=utf-8

import json

import requests

import time

from httpsig.requests _auth import HTTPSignatureAuth

from aliyunsdkcore.client import AcsClient
from aliyunsdkecs.request.v20140526.DescribelnstancesRequest import DescribelnstancesRe
uest

#F3Ejumpserver
KEY_ID = 'KEY_ID'
SECRET = 'SECRET'
Jumpserver _url = 'https://opt-jumpserver.limikeji.com'
#aliyun2#4
aliyun_ip_list =]
aliyun_name list =[]
JumplP_list =[]
JumplD list =[]
class aliyun_ecs():

def _init_(self):

self. client = AcsClient('<accessKeyld>', '<accessSecret>', 'cn-beijing')

def page_num(self):
request = DescribelnstancesRequest()
request.set_accept_ format('json’)
response = json.loads(self. client.do_action with_exception(request))
_ecs_num = response.get(‘TotalCount')//100 + 2
return _ecs_num

def assets_list(self):
request = DescribelnstancesRequest()
request.set accept format('json')
request.set PageSize(100)
for num in range(1,self.page_num()):
request.set PageNumber(num)
response = json.loads(self. client.do_action with_exception(request))
instances_list = response.get('Instances').get('Instance')
for info in instances_list:
assetsName = mfo.get( InstanceName')
aliyun_name _list.append(assetsName)
assetslp = "join(info.get('VpcAttributes').get('PrivatelpAddress').get('IpAddress’))
aliyun_ip_list.append(assetslp)
return aliyun_ip_list, aliyun_name_list
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class new Jumpserver():
def _init_(self,host=Jumpserver url keyid=KEY ID,secret=SECRET):
self.host = host
self.keyid = keyid
self.secret = secret

def auth(self):
signature_headers = ['(request-target)’, 'accept’, 'date’, 'host']
auth = HTTPSignatureAuth(key id=self keyid, secret=self.secret,
algorithm="hmac-sha256’,

headers=signature_headers)
return auth

def headers(self):
headers = {
'‘Accept’: 'application/json’,
'‘Date’: str(time.strftime("%a %b %d %H:%M:%S %Y", time.localtime()))
}

return headers

def get_assets(self):
url = self.host + '/api/v1/assets/assets/'
req = requests.get(url, auth=self. auth(), headers=self. headers())
return json.loads(req.content)

def get_nodes(self):
url = self.host + '/api/v1/assets/nodes/'
req = requests.get(url,auth=self. auth(),headers=self. headers())
return json.loads(reg.content)

def create_assets(self,ip,hostname,node):

url = self.host + '/api/v1/assets/assets/’
data = {

'hostname': hostname,
ip':ip,
‘platform':'Linux’,
'nodes’: node,
"admin_user_display”: "limi_admin”,
"protocols": ["ssh/5203"],
"created by": "Administrator”,
"admin_user": self.get assets()[0].get('admin_user’),
"is_active": 'true’,
}

req = requests.post(url,auth=self. auth(),headers=self. headers(),data=data)
return json.loads(reg.content)

def send_msg(text):
headers = {'Content-Type': 'application/json;charset=utf-8'}
api_url = "https://oapi.dingtalk.com/robot/send?access _token=access token"
json_text= {
"actionCard": {
"title": "JumpserverELEE B,
"text":
text,
"hideAvatar": "0",
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"btnOrientation™: "0",
"btns": [
{
"title": "JumpserverfEiE",
"actionURL": "http://opt-jumpserver.limikeji.com”
17

]
}
"msgtype": "actionCard"
}
Text = requests.post(api_url,data=json.dumps(json_text),headers=headers).json()
return Text

if _name_==' main__

#ali 2FPRBENFIZER
aliyun_ecs().assets _list()
aliassets dict = dlct(llst(Z|p(aI|yun ip_listaliyun_name_list))) #1&aliyunZr=ipflap A & F =8
#jumpserver£Epars
Jump _assetsIinfo = new Jumpserver()
node list = []
node dict = {}
for node info in Jump_assetsInfo.get nodes():
node list.append(node info.get('value'))
node dict[node_info.get(' value)] = node _info.get('id")
if Jumpserverr/ﬁqFl__l,v not in node list:
node id = node dict['Default']
else:
node_id = node_dict['Jumpserver&r=EL"]
for num,char in enumerate(node_list):
print(num,char)
node_num = int(input(iEZIBLL Enode T RBTRBINBRAIFS"))
node id = node dict['%s' % node listinode num]]
for var in Jump_assetsInfo.get assets():
JumplP_list.append(var.get('ip"))
JumplD list.append(var.get('id"))
jumpserver dict = dict(list(zip(QumplP _list JumplD _list))) ##&JumpserverZ=&F T
if len(aliyun_ip_list) > 400: #&&EEHHEMEZRNEIRE, BUHITT—2
# FIRESHN--> BLAERREJumpserver
add ip_list = [ip forip in allyun_ip_list if ip not in JumplP _list]
if len(add _ip_list) > O:
add_msg = "**JumpserveriZINEF=EEI* " + "\n\n' + \

ek LA ER " + time.strftime("%Y-%m-%d %H:%M:%S", time.localtime()) + '\n\n

R INipFIZRY " + str(add_ip_list)
forip in add_ip list:
add_assets = new_Jumpserver().create_assets(ip=ip, hostname=aliassets_dict[ip] + '-
+ ip,node=node id)

with open('./Jumpserver@ZEREZ=FF log','a'.encoding="utf-8") as f:
f.write(add_msg + "\n')
send msg(add msg)

BEE:
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