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openvpnhRAs: 2.4.9-1.el7
ease-rsahxA: 3.0.7-1.el7
openvpn-auth-ldaphrA: 2.0.3-17.el7

BREgiE

1. Z%ZopenvpnFleasy-rsa
2. Blgeasy-rsa key HITERIIE

3. EHRESEZEOpenvpnBHR

cp /usr/share/doc/openvpn-2.4.9/sample/sample-config-files/server.conf /etc/openvpn

cp -rf /usr/share/easy-rsa/3.0/* /etc/openvpn/easy-rsa/

cp /etc/openvpn/easy-rsa/openssl-easyrsa.cnf /etc/openvpn/easy-rsa/openssl.cnf

4. HEpktls-auth3 {4

5. BIEECA, HigE®:

[root@cjz openvpn]# cd /etc/openvpn/easy-rsa/
[root@cjz easy-rsal# ./easyrsa init-pki

init-pki complete; you may now create a CA or requests.
Your newly created PKI dir is: /etc/openvpn/easy-rsa/pki

[root@cjz easy-rsal# ./easyrsa build-ca
Using SSL: openssl OpenSSL 1.0.2k-fips 26 Jan 2017

Enter New CA Key Passphrase:  #fxIltE#HANcadI=H8: (ca.com)
Re-Enter New CA Key Passphrase:
Generating RSA private key, 2048 bit long modulus

Lt

e is 65537 (0x10001)

. EEBAFR,
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You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ., the field will be left blank.

Common Name (eg: your user, host, or server name) [Easy-RSA CAJ:limikeji #lEabEENZBR
(Openx xx CERTIFICATE AUTHORITY)

CA creation complete and you may now import and sign cert requests.
Your new CA certificate file for publishing is at:
/etc/openvpn/easy-rsa/pki/ca.crt

6. BIEEARSSIRIES, “ERKIER, {EMgen-reqR&ERkreq

[root@cjz easy-rsa]# ./easyrsa gen-req cjzshilong
Using SSL: openssl OpenSSL 1.0.2k-fips 26 Jan 2017
Generating a 2048 bit RSA private key

writing new private key to '/etc/openvpn/easy-rsa/pki/easy-rsa-1945.QkcdZs/tmp.plZnLa’
Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ., the field will be left blank.

Common Name (eg: your user, host, or server name) [cjzshilong]:

Keypair and certificate request completed. Your files are:
req: /etc/openvpn/easy-rsa/pki/reqs/cjzshilong.req
key: /etc/openvpn/easy-rsa/pki/private/cjzshilong.key

[root@cjz easy-rsal# ./easyrsa gen-req cjzshilong
Using SSL: openss] OpensSSL 1.0.2k-fips 26 Jan 2017
Generating a 2048 bit RSA private key
o A
e
writing new private key to '/etc/openvpn/easy /pki/easy-rsa-1945.0kcdZs /tmp.plZnLa’
Enter PEM pass phrase:
verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "."', the field will be left blank.

Common Mame (eg: your user, host, or server name) [cjzshilong]:

Keypair and certificate request completed. Your files are:
req: /etc/openvpn/easy-rsa/pki/regs/cjzshilong.req
key: /etc/openvpn/easy-rsa/pki/private/cjzshilong.key

7. BRIEB, ELRSIRIESD
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[root@cjz easy-rsa]# ./easyrsa sign-req server cjzshilong
Using SSL: openssl OpenSSL 1.0.2k-fips 26 Jan 2017

You are about to sign the following certificate.

Please check over the details shown below for accuracy. Note that this request
has not been cryptographically verified. Please be sure it came from a trusted
source or that you have verified the request checksum with the sender.

Request subject, to be signed as a server certificate for 825 days:

subject=
commonName = ¢jzshilong

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes
Using configuration from /etc/openvpn/easy-rsa/pki/easy-rsa-1972.yu5li8/tmp.z0dO8n
Enter pass phrase for /etc/openvpn/easy-rsa/pki/private/ca.key:
Check that the request matches the signature
Signature ok
The Subject’s Distinguished Name is as follows
commonName :ASN.1 12:'¢jzshilong'
Certificate is to be certified until Aug 23 02:29:57 2022 GMT (825 days)

Write out database with 1 new entries
Data Base Updated

Certificate created at: /etc/openvpn/easy-rsa/pki/issued/cjzshilong.crt

[root@cjz easy-rsal# ./easyrsa sign-req server cjzshilong

q‘ b=
Using SSL: openss] OpenSSL 1.0.2k-fips 26 Jan 2017

You are about to sign the following certificate.

Please check over the details shown below for accuracy. Note that this request
has not been cryptographically verified. Please be sure it came from a trusted
source or that you have verified the request checksum with the sender.

Request subject, to be signed as a server certificate for 825 days:

subject= (i
commonName = cjzshilong

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes
Using configuration from /etc/openvpn/ 3 i/easy-rsa-1972.yu51i8/tmp.z0d08n
Enter pass phrase for /etc/openvpn/ea /private/ca.key: =
Check that the request matches the signature
Signature ok
The Subject's Distinguished Name is as follows
commonName :ASN.1 12:'cjzshilong’
Certificate is to be certified until Aug 23 02:29:57 2022 GMT (825 days)

Write out database with 1 new entries
Data Base Updated

Certificate created at: /etc/openvpn/easy-rsa/pki/issued/cjzshilong.crt

8. £pEWindowsZ Riftest R

[root@cjz easy-rsal# ./easyrsa build-client-full test
Using SSL: openssl OpenSSL 1.0.2k-fips 26 Jan 2017
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Generating a 2048 bit RSA private key

writing new private key to '/etc/openvpn/easy-rsa/pki/easy-rsa-2119.2QIQRw/tmp.k6ehal’
Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

Using configuration from /etc/openvpn/easy-rsa/pki/easy-rsa-2119.2QIQRw/tmp.nFtxKF
Enter pass phrase for /etc/openvpn/easy-rsa/pki/private/ca.key:

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'test’

Certificate is to be certified until Aug 23 02:33:16 2022 GMT (825 days)

Write out database with 1 new entries
Data Base Updated

root@c)z easy-rsal# ./easyrsa build 1 155
Using S5L: ope OpenSSL 1.0.2k-fips 26 Jan 2017
Generating a 2048 bit RSA private key

writing new private key to ' /etc/openvpn/easy-rsa/pki/easy-rsa-2119.20I0Rw/tmp.k6ehal’
Enter PEM pass phrase: :
verifying - Enter PEM pass phrase:

fmpra—gd) . 20TQRW/tmp . nFtXKF

openvpn/eas = te/ca.key:
he—requeTt-matohes—te—s1
Signature ok
The Subject's Distinguished Name is as follows
commonName tASN.1 12:’test’
Certificate is to be certified until Aug 23 02:33:16 2022 GMT (825 days)

Y

Write out database with 1 new entries
Data Base Updated

i EREFIRAPNIRSRNRERNS, JUBEEREZEAT, WALIBAED, F5FimE
AR ERAE,

9. BEEEFIRIEBEFMIEE:

Is -1 /etc/openvpn/easy-rsa/pki/issued/test.crt
Is -1 /etc/openvpn/easy-rsa/pki/private/test.key

10. Bg&Esysctl.comX {4

TEREMAN:net.ipv4.ip_forward=1
HEHT:

11. Be& /etc/openvpn/server.conf

port 1194 #im[: 1194

proto udp #tfMXsER: UDP

dev tun

ca /etc/openvpn/easy-rsa/pki/ca.crt #IHAMNECERE4EITIRZ

cert /etc/openvpn/easy-rsa/pki/issued/limikeji-sa.crt

key /etc/openvpn/easy-rsa/pki/private/limikeji-sa.key # This file should be kept secret
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dh /etc/openvpn/easy-rsa/pki/dh.pem

server 10.8.0.0 255.255.255.0 #AMIARSSSEREHIbAL
ifconfig-pool-persist ipp.txt

push "route 172.16.0.0 255.255.0.0"

push "redirect-gateway def1 bypass-dhcp" #{FEEFimFiEMEESELvpn
push "dhcp-option DNS 223.5.5.5" #EZEDNS
push "dhcp-option DNS 114.114.114.114"
keepalive 10 120

tls-auth /etc/openvpn/ta.key 0 # This file is secret
cipher AES-256-CBC

comp-lzo

max-clients 100 # RAEFimEREE

user openvpn

group openvpn

persist-key

persist-tun

status openvpn-status.log # JKESHE

log-append /var/log/openvpn/openvpn.log # FiF50penVpnHE
verb 3

mute 20

explicit-exit-notify 1

12. l3&lopenvpn
systemctl start openvpn@server
13. BEUES:

[root@cjz ~]# ps -aux | grep openvpn

openvpn 11941 0.0 0.1 77636 49407 Ss May19 0:01 /usr/sbin/openvpn --cd /etc/o
envpn/ --config server.conf

root 12992 0.0 0.0 112708 988 pts/2 S+ 10:44 0:00 grep --color=auto openvpn

BEZIFopenvpn/FHIM-RIAZE:

[root@cjz ~]#ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gqdisc noqueue state UNKNOWN group default
glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Ift forever preferred_Ift forever
2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo fast state UP group
efault glen 1000
link/ether 00:16:3e:10:39:70 brd ff:ff:ff.ff.ff.ff
inet 172.16.16.55/24 brd 172.16.16.255 scope global dynamic ethO
valid_Ift 315295137sec preferred Ift 315295137sec
8: tun0: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state
NKNOWN group default glen 100
link/none
inet 10.8.0.1 peer 10.8.0.2/32 scope global tun0
valid_Ift forever preferred_Ift forever

BEPInR RS

windows 64 fifiopenvpnhRAST: 2.4.9 ATLINER ETE;

JEHEE: OpenVPN 5% LDAP Biic


https://ld246.com/article/1589975805640

TEHEE: https://openvpn.net/community-downloads/
IR ERIER S

1. &R

2. QE— MEREFIRIERINHX, ARIEEFIRAGES TEEI4 it i

[root@cjz ~]# cd /etc/openvpn/client/

[root@cjz client]# |

total 20

-rW------- 1 root root 1159 May 19 18:22 ca.crt
-rw------- 1 root root 636 May 19 18:22 ta.key
-rW------- 1 root root 4418 May 19 18:22 test.crt
-rW------- 1 root root 1834 May 19 18:22 test.key

3. SHIRME, BEFPIRIETE FHEIFENRE, FIbARFEmEbR.
RIeFREAN K EelEEFIRECEN Y config.ovpn BFEEESNT:

client

dev tun

proto udp
resolv-retry infinite
nobind

remote 182.x.x.141 1194 #ttArETE IR H CIHI2 /| Pk

ns-cert-type server

comp-
caca.c

Izo
rt

cert testO1.crt
key testO1.key

tls-aut
keepal

h ta.key 1
ive 10 120

persist-key
persist-tun

verb 5

redirect-gateway
route-method exe
route-delay 2

status test01-status.log

log-append test01.log
ZL#0penvpn 2.4.9 x86_64/5, REHKEIEZFiRTEBR THIconfigiZffk, F=config3f4k,

S EFIREBE P REE S HIEl config T

> kEEBE > F#FF (D) » Program Files * OpenVPN *> config

» % & 4

SHR

B ca.crt
o config.ovpn
=] README.txt
J ta.key
a testOl.crt
|| test01.key
=] test01-status.log

-,

* B EE

2020/5/19 18:21
2020/5/19 18:27
2020/5/1918:15
2020/5/19 18:21
2020/5/19 18:18
2020/5/1918:17
2020/5/20 10:05

Eicl .

TEIfH 2 KB
OpenVPN Confi... 1 KB
AN 1 KB
KEY 32 1 KB
ZeuEs 5 KB
KEY 3T 2 KB
AT 1 KB
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]

SHEAE EEP
Wed May 20 10:5%:11 2020 library versions: OpenS5SL 1.1.1f 31 Mar 2020, LZO 2.10 ~
Wed May 20 10:59:11 2020 MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:25340
Wed May 20 10:5%:11 2020 Need hold release from management interface, waiting...
Wed May 20 10:59:11 2020 MAN OpenVPN - #3855 (config) P5340
Wed May 20 10:5%:12 2020 MAN
Wed May 20 10:55:12 2020 MAN|  §5 » =5
Wed May 20 10:5%:12 2020 MAN | |
Wed May 20 10:59:12 2020 MAN
Wed May 20 10:59:12 2020 MAN| [ | RTFED
Wed May 20 10:59:12 2020 MAN - -
Wed May 20 10:59:12 2020 WAR ATE B ertils instead

OpenVPN GUI11.15.0.0/24.9

T H R EfEE X

OpenVPN GUI

EiEEE=E: config

EES: 2020/5/20 10:59
g IP: 10.8.0.6

EiEXtREZ=SSL VPN trollface trollface

H{th

1. MNRERMEBRERET (MtestAR) |, RBUMTER:

[root@cjz easy-rsal# ./easyrsa build-client-full test0l
Using SSL: openss] OpenssL 1.0.2k-fips 26 Jan 2017

Easy-RSA error:

Request file already exists. Aborting build to avoid overwriting this file.
If you wish to continue, please use a different name or remove the file.
Matching file found at: /etc/openvpn/easy-rsa/pki/reqs/test0l.req

[root@cjz easy-rsal# rm -f /etc/openvpn/easy-rsa/pki/reqs/testO1.req
[root@cjz easy-rsal# rm -f /etc/openvpn/easy-rsa/pki/private/test01.key

2. SEIER (testfl)

BiEmS: revoke
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EERKCRLIM (IEIETRRISIZR)

FEEOpenvpnRBLEM

systemctl stop openvpn@server
systemctl start openvpn@server

3. FRKIGFTIN1 194850, FIERTEREESCHIZSMTRIRE, FHL1194iK0. BEAAMGIEE
AT (RRMNRA T HEHEMMERNEE, FEEEHEMERRMEEH)

4. NREFOpenVPNZIAERE, (BRiHEInterneti 1T, XEEFEFRBEMEH{TnatiER
5.

#FFENATEER

iptables -| FORWARD -j ACCEPT ###F BBk
iptables -t nat -A POSTROUTING -s 10.8.0.0/24 -o eth0 -j MASQUERADE

OpenVPNEERKLDAP

Opent\(/PNHliﬂlﬁﬁ ERAIOPenLDAPIAE, IXFEREIS(FES Fim A P EEEV PN B (# A% —AI0pen
DAPIKE

ZZFopenvpn-auth-ldap

FESTR X4, FOAER
4,
i1
<LDAP>
URL ldap://172.16.16.4:389
BindDN cn=manager,dc=limikeji,dc=com
Password limikeji.com
Timeout 15

TLSEnable no
FollowReferrals no
</LDAP>

<Authorization>

BaseDN "dc=limikeji,dc=com”
SearchFilter "uid=%u"

RequireGroup false

<Group>
BaseDN "ou=group,dc=limikeji,dc=com"
SearchFilter "cn=chanpinyanfabu”
MemberAttribute uniqueMember
</Group>

</Authorization>

T2 FERIdap.confehiIERiGE LAK: GroupBIFC & SLfRFR( JHIZE 2 W LDAP
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BBFRAVPNRIA TFRIFF A BT LAERVPN, {BRIEXMSSUE, %E12.0.38openvpn-auth-ldapA
¥, BEItanRRAEREILDAPFHELE A LAERVPNAYE, REGZE RequireGroup fals, 2AFH
f£SearchFilterdpff—E3E, ELAN(&(uid=%u)(ou=vpn))BPRBERFRou=FEEA(vpn)iZAaTLA,

ficE /etc/openvpn/server.conf, FHIMMNT:

'b'lugin /usr/lib64/openvpn/plugin/lib/openvpn-auth-ldap.so "/etc/openvpn/auth/Idap.conf”
client-cert-not-required

o FHT FEZ R openvpn-auth-ldapiAiEE4
o client-cert-not-requIrABEREZFIRIEE, B8 AFERAOpenLDAPFRIEFIAIE

ERiRhcE :

client

dev tun

proto udp
resolv-retry infinite
nobind

remote 182.x.x.141 1194 # bR EE AL AR I Pt
ns-cert-type server
comp-Izo

ca ca.crt

:cert testO1.crt

;key test01.key
tls-auth ta.key 1
keepalive 10 120
persist-key
persist-tun

verb 5

auth-user-pass
redirect-gateway
route-method exe
route-delay 2

status OpenVpnClient-status.log
log-append test01.log

o FEMEETRHE T cert clientcrtfl key client key ARBBEZEFimiEHclient.crtfIfziBclient k
y

o ns-cert-type serverfl]l auth-user-passEFIMANEREFE T AR 1IAIE
LA EERLDAPEIOpenVPNE Rt AUES B RN T :

» tbFBRE > %5 (D) » Program Files > OpenVPN > config

o~

2R 12 HE i FU
2 Lgl ca.crt 2020/5/19 18:21 Z2IUE 2 KB
" o config.ovpn 2020/5/20 17:53 OpenVPN Confi... 1KB
=] OpenVpnClient-status.log 2020/5/20 18:13 AT 1 KB
- D ta.key 2020/5/19 18:21 KEY 3Z4% 1 KB
x
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