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IS E—ESENNARRET, FENAFPRNSERMINELE, RFfEER A EERR R
HEEEAE,

1. ERBRAE

HXMNAZS, BERNMMER: EEIRAREZE, MERSIEHTINE. MiTES sql iBE]
RE, BUGRHTEE,

BAIMRE Z B2 ™R

@Override

public int saveOne(VipCard vipCard) {
vipCard.setName(encrypt(vipCard.getName()));
vipCard.setCardNo(encrypt(vipCard.getCardNo()));
vipCard.setldNumber(encrypt(vipCard.getldNumber()));
vipCard.setPhoneNumber(encrypt(vipCard.getPhoneNumber()));
return vipCardMapper.saveOne(vipCard);

}

@Override

public VipCard findByld(Integer id) {
VipCard vipCard = vipCardMapper.findByld(id);
vipCard.setName(decrypt(vipCard.getName()));
vipCard.setCardNo(decrypt(vipCard.getCardNo()));
vipCard.setldNumber(decrypt(vipCard.getldNumber()));
vipCard.setPhoneNumber(decrypt(vipCard.getPhoneNumber()));
return vipCard;

}
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EEE TARRG R, BY—0—&RIAR 7 HRXF 5 =R :
Q: MRZBEHWSEN, HREFEEFE 7 AEPNHBEENENEALIERNR?
A: XNMEER, XEEBHREABMAFIRTEF TR :
@Override
public VipCard findByld(Integer id) {
VipCard vipCard = vipCardMapper.findByld(id);
/] ...
String cardNo = vipCard.getCardNo();
vipCard.setCardNo(isEncrypt(cardNo) ? decrypt(vipCard.getCardNo()) : cardNo);

return vipCard;
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L RIS REFEXMEERRRE? Eas— M MEFIERD?

X MBMEARER, A Spring AOP fEEC B E X iERRRI S IS URIR Fi T — b,
: IIERED RSN, NRRSERPEFEXTNEENE?

B E—2PHNIEERERERS, EttNAERERMILLT. (OFEEEE)

Q: B, XMAEAITEAT, EXNEERNRBERERANEAGE, RHREFEARBALE. &
BIFRYTEIS?

A (2?7 | XEEFINE? ) ... KiZE, EBEBERIAKTHE.

2. (RIERERP R

1;5&; jC“;E DR (81EFK) #BECER LA ERBAGBERINEE RN, BARKEZEEEFN
RITZENR?

BEI&WM T github EAS—1FHRINB typehandlers-encrypt , FABEHITH 7HHEHFAIA]. 1ZI0
il Viybatis B TypeHandler RECULE BRIINEZRR T 2.

2.1 TypeHandler 114§

BEFERAYE, SARBERTHEE, BAITKEECHIRS:
public interface TypeHandler<T> {

> Q0 =2 0

void setParameter(PreparedStatement ps, int i, T parameter, JdbcType jdbcType) throws SQL
xception;

T getResult(ResultSet rs, String columnName) throws SQLException;
T getResult(ResultSet rs, int columnindex) throws SQLException;

T getResult(CallableStatement cs, int columnindex) throws SQLException;

}
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ERET TEFHSE:

e PreparedStatement ps: FiZwi¥ SQL X5
e inti: SHHPMEMETIR

o T parameter: S#{fJ Java 38!

e JdbcType jdbcType: HUEEAIFERSEEY

AMEHERTH . ZIROTEISE LidRk—EiRRBRGIRREXRIER.

BT , IRIEIXEHANT IR
. BEWT HiEEBRCECHlSRAE, MRAAEIEFIIFRII (XEER

2 BRGIEEN) .

et TRV FERTENIER0 Java K8UMERE, XEME
ySyasd/l B

public class StringTypeHandler extends BaseTypeHandler<String> {

@Override
public void setNonNullParameter(PreparedStatement ps, int i, String parameter, JdbcType jd
cType)
throws SQLException {
ps.setString(i, parameter);

}

@Override
public String getNullableResult(ResultSet rs, String columnName)
throws SQLException {
return rs.getString(columnName);

}

@Override
public String getNullableResult(ResultSet rs, int columnindex)
throws SQLException {
return rs.getString(columnindex);

}

@Override
public String getNullableResult(CallableStatement cs, int columnindex)
throws SQLException {
return cs.getString(columnindex);
}
}

2.2 HEX

2% BEX—1 TR AT,

@SIf4;
public class CryptTypeHandler extends BaseTypeHandler<String> {
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static final int INPUT_MAXIMUM_LENGTH = 18;
static RSAPublicKey publicKey;
static RSAPrivateKey privateKey;

static {

try {
KeyPair keyPair = RsaUtil.getKeyPair();
publicKey = (RSAPublicKey) keyPair.getPublic();
privateKey = (RSAPrivateKey) keyPair.getPrivate();

} catch (NoSuchAlgorithmException e) {
log.error("RsaUtil create keyPair fail", e);

}

}

@Override
public void setNonNullParameter(PreparedStatement ps, int i, String parameter, JdbcType j
bcType) throws SQLException {
try {
String encrypt = RsaUtil.encrypt(parameter, publicKey);
ps.setString(i, encrypt);
} catch (Exception e) {
log.error("encrypt message failed”, e);
/] TN, ERRIRINEE
ps.setString(i, parameter);
}
}

@Override
public String getNullableResult(ResultSet rs, String columnName) {
try {
String parameter = rs.getString(columnName);
if (isEncrypt(parameter)) {
return RsaUtil.decrypt(parameter, privateKey);
}
/] FRENEFERE
return parameter;
} catch (Exception e) {
log.error("decrypt message failed", e);

return null;

}

@Override
public String getNullableResult(ResultSet rs, int columnindex) {
try {
String parameter = rs.getString(columnindex);
if (isEncrypt(parameter)) {
return RsaUtil.decrypt(parameter, privateKey);
}
return parameter;
} catch (Exception e) {
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log.error("decrypt message failed", e);
}

return null;

}

@Override
public String getNullableResult(CallableStatement cs, int columnindex) {
try {
String parameter = cs.getString(columnindex);
if (isEncrypt(parameter)) {
return RsaUtil.decrypt(parameter, privateKey);
}
return parameter;
} catch (Exception e) {
log.error("decrypt message failed", e);
}

return null;

}

* FlRrRENINEEHARSE

*/

private boolean isEncrypt(String parameter) {

/] XERZEMHISESARERATHRT, ~—EEf, LR MNERRTLANERRT

BT -

}

/1. BXKE

/] 2. EEEEHFX

/1 3. FIRF T

/14 e (IENZRIER)

//5. ..

return parameter.length() > INPUT_ MAXIMUM_LENGTH;

}

XE{EF RSA NIEZE ARSI TIIFELNIE, SMARERIR, FERIRE. WFEELINE
EREERINEEZARAY, (EEEFERRIRG AR RS ERANEZE TRERSMHINBEEE.

2.3 {HHRBII
ERENBENT CryptlypeHandler , {BYEIERENR?
A mapperxml XHHEREXFS:

<resultMap id="VipCardMap" type="com.demo.crypt.bean.VipCard" >

<result property="id" column="id" javaType="Integer"/>
<result property="cardNo" column="card no" javaType="String"/>

</resultMap>
MEAMNEER CryptTypeHandler, FEXES:

<resultMap id="VipCardMap" type="com.demo.crypt.bean.VipCard" >

<result property="id" column="id" javaType="Integer"/>
<result property="cardNo" column="card no" typeHandler="com.demo.crypt.core.hand
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er.CryptTypeHandler"/>

</resultMap>

Fd5E BHEHMES RPRES. Mybatis F2{tHY IERERTLAES
HAVERERIBI BRI EEFERAIEELANIERS,
ellfE R, IBlE:

@Alias("Crypt")
public class CryptType {
}

= FRiSERL ISR

@SIf4j

@MappedTypes(CryptType.class)

public class CryptTypeHandler extends BaseTypeHandler<String> {
/...

}

A= mapper.xml MHHETLAXFE :
<resultMap id="VipCardMap" type="com.demo.crypt.bean.VipCard" >

<result property="id" column="id" javaType="Integer"/>
<result property="cardNo" column="card no" javaType="Crypt"/>

</resultMap>

2.4 iEARSEBIAR BN TR T
LAV BRI LAR 772
iflushed {RERERNXLLBH, B4R
Mybatis #£ Spring Boot FECERKMMBELE T, RFXHEF:
mybatis:
mapper-locations: classpath:mapper/*.xml

type-aliases-package: com.demo.crypt.core.alias
type-handlers-package: com.demo.crypt.core.handler

3. izt
ERIEG:

drop table if exists 'vip_card’;
create table 'vip_card’

(

id” int not null auto_increment comment 'id’,
‘card no”  varchar(2048) not null comment '£5",
‘name’ varchar(2048) not null comment 'BBFP%',

‘id_number® varchar(2048) not null comment 'B43ES",
‘phone_number’ varchar(2048) not null comment 'F15",
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‘create_time’ datetime default current_timestamp comment '8JAd(8],
‘update time’ datetime comment "&3HJ(E],
primary key (id’)
) comment '&S&RKFE'
engine = InnoDB
default charset = utf8;

insert into vip_card
(card_no, name, id_number, phone _number)
values ('10000000000', '5=", "11010119900307221X’, '13812345678");

AT RNEIERTELFEIANENE, XEEREA—FIE.
NTHEMEAITH sql, FFiE debug:
logging:

level:

com.demo.crypt.mapper: debug

DIEFAER postman RIT—5REUE:

localhos:B080/vip/card

Body

none form-data x-www-form-urlencoded raw binary GraphQL

E=HaREH:

c.d.crypt.mapper.VipCardMapper.saveOne : ==> Preparing: insert into vip_card (card no, n
me, id_number, phone_number) values (?, ?, ?, ?)

c.d.crypt.mapper.VipCardMapper.saveOne : ==> Parameters: S7TS56NhMCr3d ..... EICORxQ==

String), KDzAkeBY512Lilo ...... 5rdHA==(String), hT4QGXpe ...... 08UBA==(String), RICq0gSk .....
MU1ig7Q==(String)

c.d.crypt.mapper.VipCardMapper.saveOne :<== Updates: 1

B BN SRRV EEER T N AL,

B Z R SFERIBENER
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locathoscB0BW vipdcard/1

localhost:B080/vip/card/2

BWTIE, TiCRZEFERIBNEIRERZERIENERE, WAFMSE028

4. 1R

LT ERES SRR NSRS R STFERRE,
4.1 [A)RE—
SEISRFERHITER, il FS:

localhos:B0B0/ vip/card/phone/13112345678

R

I

E

AEZRILER,
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BT IRBHEEARR I EREEN S

c.d.c.mapper. VipCardl\/Iapper findByPhone :==> Preparing: select id, card no, name, id nu
ber, phone_number from vip_card where card noin (?, ?) limit 1
c.d.c.mapper.VipCardMapper.findByPhone : ==> Parameters: DSX50igHy ...... fDe1fnztw==(S
ring), 13112345678(String)

c.d.c.mapper.VipCardMapper.findByPhone :<==  Total: 0

EMBBIFTNSEAHSRFER, HER?

EigEra &I RSA JJuLuﬁ,HJ‘HHE’Jé&?EE RINBRERA—HE! AMULZE RSA | AEHA—
Euw’]umﬁ-li &U AES | DES mml_7|‘$ﬂlj

SRXFRBEZAILRRE, BRDEART EiRNREE.

4.2 [JRR_

BRTX/IES RSA FZAXSEET TEEMNAERRY, FAESXERT R EIREAIZRXY A —
, NS E—REEEFENEIET AERNXEIFIERESE, EREF2EE. XIE— 1K Bu
!

RERTTE=AIRT

1. B17EU3 RSA R3S, LANMHRIF A B +.

2. MEEREHCIEERYY, FEAMNUNG A ERERE S,
3. EA%ER, MEBREHMEIEERY, FEERANEREERET.

50 'Q\—n
XEBEARZREMAEEET Mybatis BY SNBSS RINEE SR, (BESSER
O . RRTEFRT AP ERERTIESINEE.

JERSHELE : https://github.com/NekoChips/SpringDemo/tree/master/22.springboot-Mybatis-T
peHandler

S%EINH: typehandlers-encrypt
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