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#E =" "deploymentiiF(A,B,C), SEIFAILIRIBA A, (BRAFIFCIIRIBAA.

e Deploymentfy&FRacka-1128-01,

cka-1128-02, cka-1128-03

e Network Policyg9&#RrAcka-1128-np
X5 SFrAWS. tliEfIdeploymentlABnetwork policy5eEyaml, LAKIERBARILAIAIRBRL

; CRAVFBRBRIA, RISSIXITL.

MEEHES

FE— 1 Deploy3{4cka-1128-01.yaml, ERradial/busyboxplusBIERERbusyboxEBi&Hccurldy

o

apiVersion: apps/v1
kind: Deployment
metadata:
name: cka-1128-01
spec:
selector:
matchlLabels:
app: cka-1128-01
template:
metadata:
labels:
app: cka-1128-01
spec:
containers:
- name: cka-1128-01
image: radial/busyboxplus
command: ['sh’, '-c', 'sleep 1000']
imagePullPolicy: IfNotPresent

cka-1128-02.yaml:

apiVersion: apps/v1
kind: Deployment
metadata:
name: cka-1128-02
spec:
selector:
matchlLabels:
app: cka-1128-02
template:
metadata:
labels:
app: cka-1128-02
spec:
containers:
- name: cka-1128-02
image: radial/busyboxplus
command: ['sh’, '-c', 'sleep 1000']
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imagePullPolicy: IfNotPresent
cka-1128-03.yaml:

apiVersion: apps/v1
kind: Deployment
metadata:
name: cka-1128-03
spec:
selector:
matchLabels:
app: cka-1128-03
template:
metadata:
labels:
app: cka-1128-03
spec:
containers:
- name: cka-1128-03
image: radial/busyboxplus
command: ['sh’, '-c', 'sleep 1000']
imagePullPolicy: IfNotPresent

AJLAERIA, CERRTLAAIRIB:

[root@liabio ckal# kubectl get pod -owide | grep cka

cka-1128-01-7b8b8cb79-mll6d 1/1  Running 0 3m5s 192.168.155.124 liabio
none> <none>

cka-1128-02-69dd65bdb7-mfq26 1/1  Running 0 3m8s 192.168.155.117 liabio
<none> <none>

cka-1128-03-66f8f69ff-64q75 1/1 Running 0 3m3s 192.168.155.116 liabio <
one> <none>

[root@liabio cka]# kubectl exec -ti cka-1128-01-7b8b8cb79-mll6d -- ping 192.168.155.117
PING 192.168.155.117 (192.168.155.117): 56 data bytes

64 bytes from 192.168.155.117: seq=0 tt|=63 time=0.146 ms

64 bytes from 192.168.155.117: seq=1 ttl=63 time=0.095 ms

[root@liabio ckal# kubectl exec -ti cka-1128-03-66f8f69ff-64q75 -- ping 192.168.155.117
PING 192.168.155.117 (192.168.155.117): 56 data bytes

64 bytes from 192.168.155.117: seq=0 ttI=63 time=0.209 ms

64 bytes from 192.168.155.117: seq=1 ttI=63 time=0.112 ms

FeEcka-1128-np.yaml, kubectl apply - cka-1128-np.yam/@lf#ENetwork Policy, spec.podSelec
or.matchlLabelsi&EBETIERIPod; ingress.from.podSelector.matchLabelst§ERGFEATRE
SEZ=2N

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: cka-1128-np
spec:

podSelector:

matchLabels:
app: cka-1128-02
ingress:
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- from:
- podSelector:
matchLabels:
app: cka-1128-01

IIEAIAT LApingi@B, CAEEpingiEB.

[root@liabio cka]# kubectl apply -f cka-1128-np.yaml
networkpolicy.networking.k8s.io/cka-1128-np created
[root@liabio cka]# kubectl get networkpolicies.
NAME POD-SELECTOR  AGE

cka-1128-np app=cka-1128-02 13s

[root@liabio cka]#

[root@liabio ckal# kubectl get pod -owide | grep cka

cka-1128-01-7b8b8cb79-mll6d 1/1  Running 1 24m 192.168.155.124 liabio
none> <none>

cka-1128-02-69dd65bdb7-mfq26 1/1  Running 1 24m 192.168.155.117 liabio
<none> <none>

cka-1128-03-66f8f69ff-64q75 1/1  Running 1 24m 192.168.155.116 liabio <
one> <none>

[root@liabio cka]# kubectl exec -ti cka-1128-01-7b8b8cb79-mll6d -- ping 192.168.155.117
PING 192.168.155.117 (192.168.155.117): 56 data bytes
64 bytes from 192.168.155.117: seq=0 tt|=63 time=0.213 ms

[root@liabio cka]# kubectl exec -ti cka-1128-03-66f8f69ff-64q75 -- ping 192.168.155.117
PING 192.168.155.117 (192.168.155.117): 56 data bytes

HEE AT

AERRIXE R EERk8sMEREENetworkPolicy, IXBANRAEIRPHEEESHERZ. LUTRED
B!
[

pzEZREE (NetworkPolicy) 2—FXTFpodiEli pod SEMEMERiR BT FAIEEMNIAIRETE.

NetworkPolicy RiRfEAREIEREpod, FEXIEEPodFLIFANEIERIN. MERIREIS MEsET
SCH,  ATLARP WA R{sE Rz NetworkPolicy RIMIZSARIRTIZE,

MRS SN EE R X!

https://kubernetes.io/docs/concepts/services-networking/network-policies/#the-networkpoli
y-resource

MILERIESEERE XA, FEBTELASE LS.

https://kubernetes.io/docs/tasks/administer-cluster/declare-network-policy/

HUtE

RO RIS WS IRERSCIN, FRLARF ST NetworkPolicy RIRZBARIRTIEE - EEthe)]
BRYSR, MEEHSERECERRE, 2IREETFERR.

[R3CidE: CKABH—E5E 10 X | (WERE) 7iF ABE B, A7erF Ciiala B


https://kubernetes.io/docs/concepts/services-networking/network-policies/#the-networkpolicy-resource
https://kubernetes.io/docs/tasks/administer-cluster/declare-network-policy/
https://ld246.com/article/1583916752609

ZIFRIMILETS 5

Calico, Kube-router, Cilium, Romana, Weave Net

k8sE 75X A5i5ER -

https://kubernetes.io/docs/tasks/administer-cluster/network-policy-provider/

R=HHER=EAIPod

BIABIRT, PodRIAFRER, BIEZEHTRFIRE.
PodaJ LABIIHERAIME SRR HITIRE. —BaR=aHENetworkPolicyifE THFERIPod, i%ZPo

SRR RISFT A ST RIER.

NetworkPolicy &=iF

TEZE— NetworkPolicy BY7~f1:

apiVersion: networking.k8s.io/v1

kind: NetworkPolicy
metadata:
name: test-network-policy
namespace: default
spec:
podSelector:
matchLabels:
role: db
policyTypes:
- Ingress
- Egress
ingress:
- from:
- ipBlock:
cidr: 172.17.0.0/16
except:
-172.17.1.0/24
- namespaceSelector:
matchLabels:
project: myproject
- podSelector:
matchLabels:
role: frontend
ports:
- protocol: TCP
port: 6379
egress:
- to:
- ipBlock:
cidr: 10.0.0.0/24
ports:
- protocol: TCP
port: 5978

(AR =S [A) N AR AR SRR RAYP o d KRR T B RO E)
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BRAEEEES N etworkPolicy BIMSEHRRG R, BWE EAXRGIAIEZIAPIServenZBE{H MR,
spec: NetworkPolicy spec FEE T HE— BT HFEXFEMERIBIIENEER

podSelector: & NetworkPolicy #3E— podSelector , BXHiZREEATA BRI —HPod#T

#. B9 NetworkPolicy BRIASFFENX ingress I, XEAJ podSelector A ERMZRIZENX

E;Eﬁgpod" . TIFRRRIGERESE “role=db” 1R&Mpod. ZH podSelector EFEpE=(E
JFrEpod.

policyTypes: &/"NetworkPolicy#fE&— policyTypesFlzR, EFaJge@SIngress, Egressay;
#. policyTypesFEAENEERIRIERBIERTEIEEPodIINILRE, KBEEPodIHILRE
HHEEREA. NRAENetworkPolicy ERFEEE(IpolicyType, MBEIAER MEIRLiIREIngress
FEINERENetworkPolicyEE(HITHOMMN, NiGREEgress,

ingress: 8 NetworkPolicy 82— ingress SINRIBEZRFIZFR, (HFRY) MNSIFERTITE fr
m F] ports EBDAIARE. TMREEFPES—FEBEATAN: SE— P E—Rport, KB IKIR

B9—1, F— BT namespaceSelector 1§, /MBI podSelector F57E.

egress: 81 NetworkPolicy 8&—* egress MINIEREFIZFR. SNHNEBRITFILE to F1 port
SHIRE. ZRIRIEEE—&KAN, 1ZARNWERENEO _ ERFREILESE] 10.0.0.0/24 FEYEEBRT

FREA, BIRILEERRS:

PR “default” @&=ET “role=db” AIpod IRE(IFEEEHEIBEARIE).

IFMN "default” HRETETHAE “role=frontend” #R&ERIpodE] “default” dFRTETAIpo
(96379 TCPimORIERS.

o ‘“default” BF=TEF, HHEIFEA “role=frontend” HFAPod;

e namespacesHHBIRE “project=myproject” AHF{Fpod;

o |P LB/ 172.17.0.0-172.17.0.255

172.17.2.0-172.17.255.255 (B, B&7T 172.17.1.0/24 Z45MYFRE 172.17.0.0/16)

REFNTHE  “project=myproject” IREIEFRAZTIE FHYEA pod F “default” #FFZEITHI po
#96379 TCPukORIER.

EFEES to Fll from BI139
BJLATE ingress from Ef538k egress to i RgEIUFMIEIERS

EdeSEeégféor: XS NetworkPolicy HHRIFNEZFRTEHIEEEFERN Pod, MEEAIHEANONR
1 ERYe,

namespaceSelector: XIGIEFRIFENZTRTE, RAGETE Pod BEERNIRSEML BRI,
namespaceSelector 1 podSelector: —MEE namespaceSelector #1 podSelector A to/from

FEIERSERRTETRNSTE Pod. TEMEMRIEMAIYAMUER, XIURE:

ingress:
- from:
- namespaceSelector:
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matchlLabels:
user: alice
podSelector:

matchlLabels:
role: client

£ from FEPREBE—NtR, RAVFRBIRE role = client 9 Pod Hix Pod FRERIEFR=EH
Buser=alicefUiEiE, XINKREE:

ingress:
- from:
- namespaceSelector:
matchlLabels:
user: alice
- podSelector:
matchlLabels:
role: client

£ from FEPEESHNITE, RIFkREAGRESESTRE role = client B9 Pod BU&ERE, kB8
ARFR=EFiRGuser = alicefHHAIPodAES.

ipBlock: iXi5i5%#45ERY IP CIDR SEEILIBEAOIREE O BRI, XERIZRERFINR IP, EA
od IP FERJIEHEE A BB,

ERINDFIE OV EEEEETEEIEENE IP SiBix IP, EREXMBEINERT, AEEE
etworkPolicy &MBEZEIIRRZERE, HEXNTMEE L, =R4tE, Service SLMENARRES,
TS BFRIARE.

AEHEANNERT, XEREERLERT, SeILURESIRRRSTR P ITISENREES, mEH
BRT, NetworkPollcy Fr{EFBRY JRIP NeJ8ER LoadBalancer 8 PodfYT 5%,

JFFHO, IXBHREM Pod RI#EES NEEEIMNR IP B Service IP &I RES i fEASTEIET i
Block Eﬁ%ﬂ*ﬁ’]*’]%

RAWA SR

BANBER T, NRBFIRTEPAF AR, NFEHHZETRTEPRIPodRIREERHK LT, LL
ONEE AT LB SO A RS A R EIBOA T,

RINBEFIBEAORE

BRI LUE SRR B EARIHEAHANX L ERAIALRER NetworkPolicy KARTR
BlEE “default” FRESRER.

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: default-deny
spec:
podSelector: {}
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policyTypes:
- Ingress

J‘HZJ?I?BEIL‘M%%EIJE%Q%%&‘EJ&EH%E@ NetworkPolicy, t3ARTLIHKIRE. LRERASELEIA
CFEE1TA.

MIARFFIEAORE

MREAFFFERBENE NGB ZTAFHFAE Pod (BMERINT SEEL Pod A "IRE" #Y
%) . NATLAGUE— RIS Z a2 =B FRIFEIRE.

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all
spec:
podSelector: {}
ingress:
-{
policyTypes:
- Ingress

RIMELFFB L ORE

AT LB SIS R A EE R VPR B A ST DR NetworkPolicy SKBHRE
Bl “default” egress FREISERS,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: default-deny
spec:
podSelector: {}
policyTypes:
- Egress

XEERT LARRRBNE R B #E (T NetworkPolicy 1% Pod th REW A FREIRE. RIRAS
KENARY ingress fRE1TA.,

RIASSFRRB O E

REARIFRERTETHE Pod FFFERE (RAIERINT SEERLE Pod 1 "FRE" RIRES
, WATLABEE—RER, iZsRIBFAIFZ G R AP HATE HORE.

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all
spec:
podSelector: {}
egress:
-{}
policyTypes:
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- Egress

FIMELFIBAOFFBEORE

EeIL BT EeE “default” R, LABESEZERTEFEIZELIT NetworkPolicy fHLE
B IHIERE,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: default-deny
spec:
podSelector: {}
policyTypes:
- Ingress
- Egress

XFERTLARRREME S B EMBE(T NetworkPolicy #3849 Pod tEASHAIFH AT AHRE.

SEEE

tlEE—Role(RBcka namespace FpodsHIFTEIRIERR)FIRoleBinding ({EserviceaccountiA
U, fEFEXT RzserviceaccountfEAIAIE S E X cka namespace FHIpodi#H THERIELAR Xtdefault nam
space FRIpodsHHITHME,

— RoleflRoleBindingAy&#RAIRZFR Acka-1202-role, cka-1202-rb
5 1BMIFFAd#<S. eJEAYRole. RoleBindingblKserviceaccountfeEyaml, I3 BIRITL.

(&R
fEs: NR, —GENE. AESIEROIMK, ERTEPROIANS . [RIVNBA] , SEFSlinux

golang. docker, kubernetesSAIIREFRFHESENRINE, HIFHRAURE. HeiiniA: SeNER%
GERR: KERTARS: FAVINGEZ, (FE: /\Big)
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