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<p><img src="https://Id246.com/images/img-loading.svg" alt="" data-src="https://b3logfile
com/bing/20181016.jpg?imageView2/1/w/960/h/540/interlace/1/q/100"> </p>

<p>nginx iGiAEJEHR 403, </p>

<p>F2EE nginx BE, BEA/var/log/nginx/error.log, ¥JFHEEIRSE Permission denie
. FRERREEAR . </p>

<pre><code class="highlight-chroma"> <span class="highlight-line" > <span class="highlight
c">1. open() "/data/www/1.txt" failed (13: Permission denied), client: 192.168.1.194, server:
www.web1.com, request: "GET /1.txt HTTP/1.1", host: "www.web1.com”
</span></span></code></pre>

<p>RENPR? FRETALER, TLIEE TENLSHIERRITE. (RIgRERPZRRES
B, A—ENUNLTERER L. </p>

<p>—. BHFEHAFPH nginx TERFRA—BFE</p>

<p>1.1 & nginx NEs1HF, &IIE nobody, M2 root Faifd</p>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">#%: ps aux | grep "nginx: worker process” | awk'{print $1}'

</span></span></code> </pre>

<p><img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https:
/b3logfile.com/file/2020/03/image-2bc2b6e5.png?imageView2/2/interlace/1/format/jpg" > <b

>

1.2 4 nginx.config B user XAFBIEFR—, </p>

<p>m<: vi conf/nginx.conf<br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2020/03/image-d6493e71.png?imageView2/2/interlace/1/format/jpg" > </p>
<p>_. T/ index.html 87 index.php X4, FEREEX{4H index index.html index.htm X
PEHEERIS S, </p>

<ol>

<li>server {</li>

<li>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl"> listen 80;

</span></span></code></pre>

</li>

<li>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl"> server_ name localhost;

</span></span></code> </pre>

</li>

<li>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl"> index index.php index.html;

</span></span></code> </pre>

</li>

<li>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl"> root /data/wwwy/;

</span></span></code> </pre>

</li>

<li>}</li>

</ol>

<p>N5R7#E/data/www/ FEIZE index.php,index.html| iU R, BEiENHE, SR 403 forbidden,
/p>

<p>=. BUPRIERE, R nginx i¥H Web BRAURIFINIR, tBaHl 403 $8R, </p>
<p>fRRINE: 1B Web BRIGESEIIR, SHERZIE nginx HIEsIRAFSBRIFIERR, &3
ginx BeJf#R</p>
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<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">1. chmod -R 777 /data

</span></span><span class="highlight-line"> <span class="highlight-cl">2. chmod -R 777 /
ata/www/

</span></span></code> </pre>

<p>M. SELinux iREAFEIAE (enabled) BIREA, </p>

<p>4.1, BEHAE selinux BORE. </p>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">1. /usr/sbin/sestatus

</span></span></code> </pre>

<p>4.2, 4 SELINUX=enforcing &5 SELINUX=disabled k&, </p>

<pre><code class="highlight-chroma" > <span class="highlight-line" > <span class="highlight
cl">1. vi /etc/selinux/config

</span></span><span class="highlight-line"> <span class="highlight-cl">2.
</span></span><span class="highlight-line"> <span class="highlight-cl">3. #SELINUX=enfo
cing

</span></span><span class="highlight-line"> <span class="highlight-cl">4. SELINUX=disab
ed

</span></span></code></pre>

<p>4.3. EFER. reboot, </p>

<ol>

<li>reboot</li>

</ol>
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