A
i

2Z 1 Realm SCIj

Shiro {s

& : wuuliawei
[FSZHEE: https://Id246.com/article/1582123725664
SRIRRIu, : S
Al : BEE-1EESHE 4.0 EfR (CC BY-SA 4.0)

ZIMERAI


https://ld246.com
https://ld246.com/member/wuuJiawei
https://ld246.com/article/1582123725664
https://ld246.com
https://creativecommons.org/licenses/by-sa/4.0/

RIS

REDIZET, BAIFSEIBEFSLREEN f&EC KSR
BERNERE, BRURERLIERE "$=8R" . "FSER" F, &

FAELASEIL Y, BRI ERRFPERASIVEEREER, M P
MER il , BIEFEEEENZ RealmFITokenZ 8ESLHL_EIATHEE,

AXRSLH|HE=778F, LALHAH, FHEERTUSHESIBEIE ChISEE,

B, ANRIEREK, KEERSZ, EEM—<EWOER, h—REHEE TSR, iR
BEZHIRTIE],

SIEEEENX Token

9_E1RZ S #Rak KeEECHToken, EBERAZNIXHFS, NRAK
, ERHEAVERFP 2SRRI R,
BEREE RURES, AILIEEIESI Y il
, TXFEPNENSFISEI T . BEIEX
BB RiET, RRES il PNTTiE

import org.apache.shiro.authc.AuthenticationToken;

/**

* B AENEREIE

* EFRIXEESIAuthenticationToken, A gg4t#EUsernamePasswordToken
* [FFYEEgetPrincipal()f1getCredentials W N GA

* @author wujiawei0926 @yeah.net

*/

public class OAuth2UserToken implements AuthenticationToken {

/**

* RINSEE

* IXERRT LA
*/

private String type;

/| B=RERBIRBHIAFER
private OAuth2User user;

public OAuth2UserToken(final String type, final OAuth2User user) {
this.type = type;
this.user = user;

}

@Override
public Object getPrincipal() {
return this.getUser();

}
@Override

public Object getCredentials() {
return this.getUser().getOpenid();
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}

public String getType() {
return type;

public void setType(String type) {
this.type = type;
}

public OAuth2User getUser() {
return user;

}

public void setUser(OAuth2User user) {
this.user = user;

}

/**

* AR E CRIER S HTIRRE
*/

public static class OAuth2User {

public OAuth2User(){};

private String openid;
private String username;
private String nickname;
private String avatar;
private String email;
private String remark;
private Integer sex;

public String getOpenid() {
return openid;
}

public void setOpenid(String openid) {
this.openid = openid;
}

public String getUsername() {
return username;
}

public void setUsername(String username) {
this.username = username;

}

public String getNickname() {
return nickname;
}
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public void setNickname(String nickname) {
this.nickname = nickname;

}

public String getAvatar() {
return avatar;

}

public void setAvatar(String avatar) {
this.avatar = avatar;

}

public String getEmail() {
return email;

}

public void setEmail(String email) {
this.email = email;

}

public String getRemark() {
return remark;

}

public void setRemark(String remark) {
this.remark = remark;

}

public Integer getSex() {
return sex;

}

public void setSex(Integer sex) {
this.sex = sex;

}
}

gz 1 Realm

Bl#Realmiy, HRES 3%, EREER T EXEZRFRA.

1ERER, AXEIEAIRealmER BTN RAVE, AP IRBMERISE
, FIEEFRZEIN LB CRBRIERISS.

BREERN , BEFIEENX N RERAE, RUXEAEEA, BEEEAE:

import com.*.dao.UserDao;

import com.*.model.User;

import org.apache.shiro.SecurityUtils;
import org.apache.shiro.authc.*;
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import org.apache.shiro.authz.AuthorizationInfo;

import org.apache.shiro.authz.SimpleAuthorizationiInfo;

import org.apache.shiro.realm.AuthorizingRealm;

import org.apache.shiro.subject.PrincipalCollection;

import org.springframework.beans.factory.annotation.Autowired;

/**

* Shirol \IEFI#SY

* @author wujiawei0926 @yeah.net
*/

public class UserRealm extends AuthorizingRealm {

@Autowired
private UserDao userService;

/**

* —EEESsupport()73i%, ERENSHEIEEEFSRAZ

* @param token

* @return

*/

@Override

public boolean supports(AuthenticationToken token) {
return token instanceof UsernamePasswordToken;

}

/'k*

* 2R

*/

@Override

protected Authorizationinfo doGetAuthorizationInfo(PrincipalCollection principalCollection)

User user = (User) SecurityUtils.getSubject().getPrincipal();
SimpleAuthorizationInfo authorizationInfo = new SimpleAuthorizationInfo();
return authorizationInfo;

}

/**
* IAIE
*/
@Override
protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken authenticatio
Token) throws AuthenticationException {
String username = (String) authenticationToken.getPrincipal();
User user = userService.findByUsername(username);
if (user == null) {
throw new UnknownAccountException(); // lKEAFIE
}
if (user.getDisabled() == 1) {
throw new LockedAccountException();
}
if (user.getUserType() !'= 0) {
throw new ConcurrentAccessException();

}

SimpleAuthenticationinfo authenticationInfo = new SimpleAuthenticationInfo(user, user.
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etPassword(), getName());
return authenticationInfo;
}
}

RIERIERNINAREEERealm, 5 UserRealm 8@, & AuthorizingRea mBPE], [EEERY, 1B
8BE supports() ik, FEBZES— oetName( A%, HEEtESER.

FAFPERIGESTE doGetAuthenticationinfo /R, @IIREES openid, SLIMEBRAFRISERIFAER
R, FEEARS:

import com.*.dao.UserDao;

import com.w.module.base.model.User;

import org.apache.shiro.SecurityUtils;

import org.apache.shiro.authc.*;

import org.apache.shiro.authz.AuthorizationInfo;

import org.apache.shiro.authz.SimpleAuthorizationinfo;

import org.apache.shiro.realm.AuthorizingRealm;

import org.apache.shiro.subject.PrincipalCollection;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Component;

/**

* BEME=FERENRealm

* @author wujiawei0926 @yeah.net

*/

@Component

public class OAuth2UserRealm extends AuthorizingRealm {

public static final String REALM_NAME = "oauth2_user realm";

@Autowired
private UserDao userDao;

@Override
public String getName() {
return REALM_NAME;

}
/**

* IERAXERZRealm

* —EEESsupport()f5iL, EEENSHKIEEEPSREE

* @param token

* @return

*/

@Override

public boolean supports(AuthenticationToken token) {
return token instanceof OAuth2UserToken;

}
/**
* 2

* @param principalCollection
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* @return

*/

@Override

protected AuthorizationInfo doGetAuthorizationinfo(PrincipalCollection principalCollection)

User user = (User) SecurityUtils.getSubject().getPrincipal();
SimpleAuthorizationInfo authorizationinfo = new SimpleAuthorizationInfo();
return authorizationlnfo;

}

/**
* INIE
*EXANGER, TRERPIERSHRAPLEM
* @param authenticationToken
* @return
* @throws AuthenticationException
*
/
@Override
protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken authentication
oken) throws AuthenticationException {
OAuth2UserToken token = (OAuth2UserToken)authenticationToken;
OAuth2UserToken.OAuth2User oAuth2User = token.getUser();

// &3&openid
if (0Auth2User == null) {
throw new AuthenticationException();

}

// TRiEopenid &l A £iE
String openid = oAuth2User.getOpenid();
User user = null;
switch (token.getType()) {
case "qq":
user = userDao.findByQqOpenid(openid);
break;
case "weixin":
user = userDao.findByWxOpenid(openid);
break;
default:
break;
}

if (user == null) {
// TODO 3RkEXoAuth2User S BT EM

}
if (user.getDisabled() == 1) {

/] WKSHHIE

throw new LockedAccountException();
}

/] TRER, FRIXEBERprincipalficredentials

// principal: OAuth2UserTokenzssrgetPrincipal )AUR[EIE

// credentials: OAuth2UserTokenz&HigetCredentials()AYiR[EIE

SimpleAuthenticationinfo authenticationinfo = new SimpleAuthenticationinfo(user, open
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d, getName());
return authenticationInfo;
}
}

eiEBEEN ModularRealmAuthenticator

Token 0 RealmBlETemzfa, FEBLIE— ModularRealmAuthenticator S TE8EERE,
FEFPABERIZENXAS Token BHFAIIRIAY Realm,

XEHSREEE, REEEBES doMultiRealmAuthentication(Collection<Realm> realms, Authenti
ationToken token) &, ZBAEEBMRINESE, HorealmsE@ShiroConfiohBcERIrBrealm&ESs,

oken MBRERIMMENIIBPFP{ERtoken, EEANXORESRE sernamePasswordTokenggOAuth2lUs
rToken,

fFEdoMultiRealmAuthentication() A iBHBEIERrealm, BEE Mrealmiy supports() ikt
[UTiTH

package com.w.common.config.shiro;

import org.apache.shiro.authc.AuthenticationiInfo;

import org.apache.shiro.authc.AuthenticationToken;

import org.apache.shiro.authc.pam.ModularRealmAuthenticator;
import org.apache.shiro.authc.pam.UnsupportedTokenException;
import org.apache.shiro.realm.Realm;

import java.util.Collection;

/**

* BEXBMIGIERE, RIESREMBIITokenLEEHAXIAAIRealm
* @author wujiawei0926 @yeah.net

*/

public class CustomModularRealmAuthenticator extends ModularRealmAuthenticator {

/*'k
* BE X Realmiyo EoHelg
* Bidrealm.supports() 5 iELEXI N AIRealm, FEittAEERealmESsupports()/5iE
* @param realms
* @param token
* @return
*/
@Override
protected AuthenticationInfo doMultiRealmAuthentication(Collection<Realm> realms, Aut
enticationToken token) {
// #l#frgetRealms()2HEIREHZ
assertRealmsConfigured();

// ®dsupports()77i%, PLECXIAzAIRealm
Realm uniqueRealm = null;
for (Realm realm : realms) {
if (realm.supports(token)) {
uniqueRealm = realm;
break;
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}
}
if (uniqueRealm == null) {
throw new UnsupportedTokenException();

}

return uniqueRealm.getAuthenticationInfo(token);

}
}

BeEShiroConfig

ShiroConfighEERNFIER—TEE:
1. modularRealmAuthenticator, iFShiro, LUSERRIIEENSMHIGIESE:

/**

* £X9Z%ZRealm, {FRIBENMNBMIIESS
* @return

*/

@Bean

public ModularRealmAuthenticator modularRealmAuthenticator(){
CustomModularRealmAuthenticator authenticator = new CustomModularRealmAuthenti
ator();
authenticator.setAuthenticationStrategy(new AtLeastOneSuccessfulStrategy());
return authenticator;

}
2. realm, 1BRIERIFrErealmEBiEAAZEIbeand:

/**

* RERNER

* @return

*/

@Bean

public OAuth2UserRealm oAuth2UserRealm(){
OAuth2UserRealm realm = new OAuth2UserRealm();
/] NEENE, BERE
return realm;

}

@Bean

public UserRealm userRealm() {
UserRealm userRealm = new UserRealm();
userRealm.setCredentialsMatcher(credentialsMatcher());
return userRealm;

}
3. securityManager, tREEEEFERERNCIZENSMHIGIERS, FHRIFTERrealm:

@Bean(name = "securityManager")

public DefaultWebSecurityManager securityManager() {
DefaultWebSecurityManager securityManager = new DefaultWebSecurityManager();
securityManager.setCacheManager(cacheManager());
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securityManager.setSessionManager(sessionManager());

// RERIEES NEE NI
securityManager.setAuthenticator(modularRealmAuthenticator());
// & &Realms

List<Realm> realms = new ArrayList<>(2);
realms.add(userRealm());

realms.add(oAuth2UserRealm());
securityManager.setRealms(realms);

return securityManager;

}
BRIBEAChioContioeBBEL, FUSERIA:

import com.*.config.filter.MyLoginFilter;

import com.*.config.filter. MyLogoutFilter;

import org.apache.shiro.authc.pam.AtLeastOneSuccessfulStrategy;

import org.apache.shiro.authc.pam.ModularRealmAuthenticator;

import org.apache.shiro.cache.ehcache.EhCacheManager;

import org.apache.shiro.realm.Realm;

import org.apache.shiro.session.mgt.eis.MemorySessionDAO;

import org.apache.shiro.session.mgt.eis.SessionDAO;

import org.apache.shiro.spring.LifecycleBeanPostProcessor;

import org.apache.shiro.spring.security.interceptor.AuthorizationAttributeSourceAdvisor;
import org.apache.shiro.spring.web.ShiroFilterFactoryBean;

import org.apache.shiro.web.mgt.DefaultWebSecurityManager;

import org.apache.shiro.web.session.mgt.DefaultWebSessionManager;

import org.springframework.aop.framework.autoproxy.DefaultAdvisorAutoProxyCreator;
import org.springframework.boot.web.servlet.FilterRegistrationBean;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.context.annotation.DependsOn;

import org.springframework.web.filter.DelegatingFilterProxy;

import javax.servlet.Filter;
import java.util. ArrayList;

import java.util.LinkedHashMap;
import java.util.List;

import java.util.Map;

/**

* shirotEZREc B

*/

@Configuration

public class ShiroConfig {

@Bean(name = "shiroFilter")

public ShiroFilterFactoryBean shiroFilter(DefaultWebSecurityManager securityManager) {
ShiroFilterFactoryBean shiroFilter = new ShiroFilterFactoryBean();
shiroFilter.setSecurityManager(securityManager);
/] BREE
shiroFilter.setLoginUrl("login");
shiroFilter.setSuccessUrl("system");
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shiroFilter.setUnauthorizedUrl("/error?code=403");

/] BENITIERS

Map<String, Filter> filtersMap = new LinkedHashMap <> ();
filtersMap.put("access”, new MyLoginFilter());
filtersMap.put("mylogout”, new MyLogoutFilter());
shiroFilter.setFilters(filtersMap);

/] =EECE

Map<String, String> filterChainDefinitions = new LinkedHashMap <> ();
filterChainDefinitions.put("/logout”, "mylogout");
filterChainDefinitions.put("/system/**", "access,authc");
filterChainDefinitions.put("/**", "anon");
shiroFilter.setFilterChainDefinitionMap(filterChainDefinitions);
return shiroFilter;

}

@Bean(name = "securityManager")

public DefaultWebSecurityManager securityManager() {
DefaultWebSecurityManager securityManager = new DefaultWebSecurityManager();
securityManager.setCacheManager(cacheManager());
securityManager.setSessionManager(sessionManager());

// ZERIEES N B ENX IR
securityManager.setAuthenticator(modularRealmAuthenticator());
// & ERealms

List<Realm> realms = new ArrayList<>(2);
realms.add(userRealm());

realms.add(oAuth2UserRealm());
securityManager.setRealms(realms);

return securityManager;

}

/**

* £tX9Z%ZRealm, {FRBENBMHIESS
* @return

*/

@Bean

public ModularRealmAuthenticator modularRealmAuthenticator(){
CustomModularRealmAuthenticator authenticator = new CustomModularRealmAuthenti
ator();
authenticator.setAuthenticationStrategy(new AtLeastOneSuccessfulStrategy());
return authenticator;

}

/**

* REIRAER

* @return

*/

@Bean

public OAuth2UserRealm oAuth2UserRealm(){
OAuth2UserRealm realm = new OAuth2UserRealm();
/] NEENZ, BEERE
return realm;

}
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@Bean

@DependsOn("lifecycleBeanPostProcessor")

public UserRealm userRealm() {
UserRealm userRealm = new UserRealm();
userRealm.setCredentialsMatcher(credentialsMatcher());
return userRealm;

}

@Bean

public DefaultWebSessionManager sessionManager(){
DefaultWebSessionManager manager = new DefaultWebSessionManager();
manager.setSessionDAO(sessionDAO());
manager.setGlobalSessionTimeout(10800000);
manager.setDeletelnvalidSessions(true);
manager.setSessionValidationSchedulerEnabled(true);
manager.setSessionValidationInterval(10800000);
return manager;

}

@Bean

public SessionDAO sessionDAO(){
return new MemorySessionDAO();

}

@Bean(name = "cacheManager")

public EhCacheManager cacheManager() {
EhCacheManager cacheManager = new EhCacheManager();
cacheManager.setCacheManagerConfigFile("classpath:shiro/ehcache-shiro.xml");
return cacheManager;

}

@Bean(name = "credentialsMatcher")

public CredentialsMatcher credentialsMatcher() {
return new CredentialsMatcher();

}

@Bean(name = "lifecycleBeanPostProcessor")
public LifecycleBeanPostProcessor lifecycleBeanPostProcessor() {
LifecycleBeanPostProcessor lifecycleBeanPostProcessor = new LifecycleBeanPostProcess

r();
}

/**

* shiroEBsEHIAYAdvisorsE, FsRI=BGERERITTIE -

*/

@Bean

public AuthorizationAttributeSourceAdvisor authorizationAttributeSourceAdvisor() {
AuthorizationAttributeSourceAdvisor advisor = new AuthorizationAttributeSourceAdviso

return lifecycleBeanPostProcessor;

O

advisor.setSecurityManager(securityManager());
return advisor;

}
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@Bean
@DependsOn({"lifecycleBeanPostProcessor"})
public DefaultAdvisorAutoProxyCreator advisorAutoProxyCreator() {
DefaultAdvisorAutoProxyCreator advisorAutoProxyCreator = new DefaultAdvisorAutoPr
xyCreator();
advisorAutoProxyCreator.setProxyTargetClass(true);
return advisorAutoProxyCreator;

}

@Bean

public FilterRegistrationBean delegatingFilterProxy(){
FilterRegistrationBean filterRegistrationBean = new FilterRegistrationBean();
DelegatingFilterProxy proxy = new DelegatingFilterProxy();
proxy.setTargetFilterLifecycle(true);
proxy.setTargetBeanName("shiroFilter");
filterRegistrationBean.setFilter(proxy);
return filterRegistrationBean;

=

LEEEEFC G, BTETER.

XIHEFEESR T, EERAEP, LHMLITRAToken, AEREAsubjectiogin()fik, KA
FE, REHREERETERINERI.

FRMEFRNMSZRES, XBRusermameflpassword fi2rnim{ERIE:

try {
UsernamePasswordToken token = new UsernamePasswordToken(username, password

SecurityUtils.getSubject().login(token);
return Result.ok("&ERIN");

} catch (IncorrectCredentialsException ice) {
return Result.error("ZRE5E1R");

} catch (UnknownAccountException uae) {
return Result.error("IKEAR1FE");

} catch (LockedAccountException e) {
return Result.error("IKS#HIE");

} catch (ExcessiveAttemptsException eae) {
return Result.error("#{EMRZ, BREEERA");

} catch (ConcurrentAccessException cae) {
return Result.error(";SBNIE, TTiEERE");

}

ME=ZRERMELAULOAuth2UserToken, BEZ=AFEIEEREBIENopenidFHERREFEItok
neh, REERAsubjectfYlogin()EiE:

// EHHEBEENX A Token
OAuth2UserToken.OAuth2User oAuth2User = new OAuth2UserToken.OAuth2User()
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oAuth2User.setOpenid(authUser.getUuid());
oAuth2User.setNickname(authUser.getNickname());

OAuth2UserToken userToken = new OAuth2UserToken(type, oAuth2User);
// V@Blogin/gix

SecurityUtils.getSubject().login(userToken);
servletResponse.sendRedirect("/");

SR

BLERBeEEIrcE, BaIE, SARPRERERNE=1REER, NRLERENAKI]
B, SRIEET, BEMNIBNERSERE.

EEER, EEAIMUBTISER, RERLIEEAZE,
INRFEREE, HEHHTAEN, XBTCES!
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