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<p>XNEHEBE—RIET, FTEIFH paper BRGREERY, REB CHEAEES—

. IBR— MEINERE. </p>

<h2 id="-FREHER" > &nbsp;IME HEFZ </h2>

<p>apache&nbsp;+8&nbsp;thinphp(&It;=6.0.0 kx4 &lt;=6.0.2)&nbsp;+&nbsp;php7 LAE</p>
<ul>

<li>ThinkPHP6 2R 8E{ER composer k%&3<, %k composer, php, apache FISTERAZE
T, </li>

</ul>

<p>#1785<: <code>composer8nbsp;create-project&8nbsp;topthink/think&nbsp;tp&nbsp;6.0
0</code>, Hrh tp 2IRAIN4RAE, 6.0.0 ZiRAS, 6.0.1 BA], </p>

<p>IXEBiR—NaEll, FXMGE Thinkphp BYSFThRZ 6.0.2, FAEEARIEG<S TE 3K framework
£ 6.0.2 AR, BAIEEBHNIT—KHS: <code>composer8nbsp;require&nbsp;topthink/fr
mework:6.0.0</code>: IKEIHAEIER 6.0.0 AIMRAIE 6.0.2 (&R </p>

<ul>

<li>HA tp WLZEBR, YT <code>php&nbsp;think&nbsp;run</code>, BEFE— MRS
FARINERIIRSSES, BAAIE{T7E <code>localhost:8000</code>, FJFRAILEESARIERIEFERDE] </I
>

</ul>

<blockquote>

<p>imASIME apache Ti#H1T</p>

</blockquote>

<h2 id="-iFiEDH">&nbsp; @RS </h2>

<p>imEEIMAYLRA : top-think/framework&8nbsp;6.x&nbsp;&It;&nbsp;6.0.2</p>

<ul>

<li>BEH{EE8&nbsp; </li>

</ul>

<p>ThinkPHP 7RV T EHMES 7T BT AR 2RI Sessionld SERYERSUHEERIR: £
Selssion HEIR TRl LASE I ER U ARMMBRMERSUY, e FRJLA getshell</p>

<ul>

<|i>|1‘E$EJ‘ZJE{§,%\, FAIZIETS GitHub AY commit TREK— FEXAMRZIER: </li>

</ul>

<p><img src="https://Id246.com/images/img-loading.svg" alt="github.png" data-src="https

//b3logfile.com/file/2020/01/github-b0ff5b04.png?imageView2/2/interlace/1/format/jpg" > <
>

<p>AJLABENITF src/think/session/Store.php & 212 17EIRE <code>id</code> RHENNT —

BR#¥L: <code>ctype alnum($text)</code>, </p>

<p>E—T PHP BEAFM, XM REZFRICNIMARY <code>$text</code> FETEINFRFEER

FEM(EE)ES, XEI&nbsp, TRUE&Nbsp,ANiR[E] FALSE</p>

<p><img src="https://Id246.com/images/img-loading.svg" alt="ctypealnum.png" data-src="

ttps://b3logfile.com/file/2020/01/ctypealnum-5a1a754e.png?imageView2/2/interlace/1/form

t/jpg’></p>

<p>tRIENMH B RATENAIREERD BN . AJRERFE Session IISEHIXHEN,; AFRIK—T

FHEEEL, TTLAEZI <code>vendor/topthink/framework/src/think/session/Store.php:254</co

e> Y save( &R, 265 {TERJLAXISUHHITIBRERIE, FHEXRimSSEBERIMEE</p>

<p><img src="https://Id246.com/images/img-loading.svg" alt="save.png" data-src="https:/

b3logfile.com/file/2020/01/save-fcfoff3e.png?imageView2/2/interlace/1/format/jpg" > </p>

<p>AILIBENRET $sessionld, FEIERT— write BREY, MERIRF, KE write()ERE] <code>

endor/topthink/framework/src/think/session/driver/File.php:210</code> </p>

<p><img src="https://Id246.com/images/img-loading.svg" alt="write.png" data-src="https:/

b3logfile.com/file/2020/01/write-e3d52982.png?imageView2/2/interlace/1/format/jpg" > </p

<p>#REEiRIE, KE writeFile()ERE</p>

<p><img src="https://Id246.com/images/img-loading.svg" alt="writeFile.png" data-src="htt
s://b3logfile.com/file/2020/01/writeFile-71e1a115.png?imageView2/2/interlace/1/format/jpg
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></p>
<p>TILABZIART <code>file put contents()</code> B, XEEEIFBEANXMHHIRIET </p

<p><img src="https://Id246.com/images/img-loading.svg" alt="fileputcontents.png" data-sr
="https://b3logfile.com/file/2020/01/fileputcontents-448224fd.png?imageView2/2/interlace/
/format/jpg"></p>

<ul>

<li >|3‘§'F§E§ié1 IRADHT—T, BEEABEKEIER</li>
</ul>

<ol>

<li>

<p>8&nbsp;EEE <code>file_put contents($path,$content,LOCK EX)</code> $12#{ <code>$
ath,$content</code> FRTFTHKEL <code>writeFile($path,$data)</code></p>

</li>

<li>

<p>EREY <code>writeFile($path,$data)</code> F£#f <code>$path,$data</code> KFEF
#1 <code>write(String&nbsp;$sessionID,String&nbsp;$sessiData) </code> </p>

</li>

<li>

<p>EHE <code>write(String&nbsp;$sessionID,String&nbsp;$sessiData)</code> F1£#§ <cod
>$session|D,$sessiData</code> FJEF <code>save()</code> HFHT <code>write()</cod
>, FEIHMENEISEL <code> $sessionld</code> HIERIER <code>getld()</code> fEARI</p>
</li>

</ol>
<p>&RE: XHBXKRETF <code>$sessionld</code></p>
<ul>

<li>HENR id (BEKEAN 32 HHE.....etc Bt, B# <code>sessionld</code>, #RfFi#H{T <code>g
tld()</code> </li>

</ul>

<p><img src="https://Id246.com/images/img-loading.svg" alt="session.png" data-src="https
//b3logfile.com/file/2020/01/session-ca28bb38.png?imageView2/2/interlace/1/format/jpg" >
/p>

jLI>

<li>E KA <code>setld()</code> BUth/5 <code>vendor/topthink/framework/src/think
middleware/SessionInit.php:46</code> </li>

</ul>

<p><img src="https://Id246.com/images/img-loading.svg" alt="sessionl.png" data-src="http
://b3logfile.com/file/2020/01/sessionl-c0b945ed.png?imageView2/2/interlace/1/format/jpg"
</p>

<p>Hr <code>cookieName</code> FYES <code>PHPSESSID</code>, ifj <code>$sessi
nld</code> 2 <code>cookie</code> %35 <code>PHPSESSID</code> BYE, FEILEKEH
A=, ANMSEEANNXERAE. </p>

<p>BREAFMET, <code>session</code> FIRZEH <code>vendor/topthink/framework/sr
/think/session/Store.php:261</code> fyZ5& <code>$data</code> fEN: </p>

<pre><code class="language-php highlight-chroma"> <span class="highlight-line"> <span c
ass="highlight-cl">

</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-nv">$data</span> <span class="highlight-o">=</span> <span class="highlight-nv">$th
s</span><span class="highlight-o">-&gt;</span><span class="highlight-na" >serialize</sp
n><span class="highlight-p">(</span><span class="highlight-nv">$this</span> <span clas
="highlight-o">-&gt; </span> <span class="highlight-na">data</span><span class="highlig
t-p">);</span>

</span></span><span class="highlight-line"> <span class="highlight-cl|">
</span></span></code> </pre>
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<p><code>$data</code> FEBRIAIMEFAZ: </p>

<pre><code class="language-php highlight-chroma"> <span class="highlight-line"> <span ¢
ass="highlight-cl">

</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-sd">/**

</span></span></span><span class="highlight-line"> <span class="highlight-cl"> <span cla
s="highlight-sd">

</span></span></span><span class="highlight-line"> <span class="highlight-cl"> <span cla
s="highlight-sd">8&nbsp;&nbsp;&nbsp;8&nbsp;&nbsp;*&nbsp;SessionZHE
</span></span></span><span class="highlight-line"> <span class="highlight-cl"> <span cla
s="highlight-sd">

</span></span></span><span class="highlight-line"> <span class="highlight-cl"> <span cla
s="highlight-sd">&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;*&nbsp;@vararray
</span></span></span><span class="highlight-line"> <span class="highlight-cl"> <span cla
s="highlight-sd">

</span></span></span><span class="highlight-line"> <span class="highlight-cl"> <span cla
s="highlight-sd">8&nbsp;&nbsp;&nbsp;8&nbsp;&nbsp;*/</span>

</span></span><span class="highlight-line"><span class="highlight-cl|">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-k">protected</span><span class="highlight-nv">$data</span> <span class="highlight
0">=</span> <span class="highlight-p">[];</span>

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span></code> </pre>

<p>5AHJ <code>session</code> NEFRMELFrAfFImISSEERRER, ATLARRBRZIAIFR
TABESA webshell, FE—FHamR 7 HEEMEMEFS <code>session</code> RIER FA ]
%{"MI%‘SZ#};%{’E ENMSZARFFE session)</p>

<ul>

<li>FAI7E <code>app\controller\index.php</code> shiEn—La05E, WF: </li>

</ul>

<pre><code class="language-php highlight-chroma"> <span class="highlight-line"><span ¢
ass="highlight-cl"> <span class="highlight-o" > &lt;?</span> <span class="highlight-nx">ph
</span>

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-nx">namespaceapp\controller</span><span class="highlight-p">;</span>
</span></span><span class="highlight-line"><span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-nx">usethink\facade\Session</span> <span class="highlight-p">;</span>
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-nx">useapp\BaseController</span> <span class="highlight-p">;</span>
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-nx">classindexextendsBaseController</span>

</span></span><span class="highlight-line"><span class="highlight-c|">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-p">{</span>

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-nx">publicfunctionindex</span> <span class="highlight-p">()</span>
</span></span><span class="highlight-line"><span class="highlight-cl">
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</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-p">{</span>

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-nx">Session</span><span class="highlight-o">::</span><span class="highlight-na">s
t</span><span class="highlight-p">(</span><span class="highlight-s1">'name'</span><s
an class="highlight-p">,</span><span class="highlight-s1">'thinkphp'</span><span class=
highlight-p">);</span>

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-nx">return1</span> <span class="highlight-p">;</span>

</span></span><span class="highlight-line"><span class="highlight-c|">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-c1">// return'&lt;style&nbsp;type="text/css"&gt;*{&nbsp;padding:&nbsp;0;&nbsp;marg
n:&nbsp;0;&nbsp;}&nbsp;div{&nbsp;padding:&nbsp;4px8&nbsp;48px;}&nbsp;a{color:#2E5CD5
cursor:&nbsp;pointer;text-decoration:&nbsp;none}&nbsp;a:hover{text-decoration:underline;
nbsp;}&nbsp;body{&nbsp;background:&nbsp;#fff;&nbsp;font-family:&nbsp;"Century&nbsp;
othic","Microsoft&nbsp;yahei";&nbsp;color:&nbsp;#333;font-size:18px;}&nbsp;h1{&nbsp;font
size:&nbsp;100px;&nbsp;font-weight:&nbsp;normal;&nbsp;margin-bottom:&nbsp;12px;&nb
p;}8nbsp;p{&nbsp;line-height:&nbsp;1.6em;&nbsp;font-size:&nbsp;42px&nbsp;}&t;/style&gt
&lt;div&nbsp;style="padding:&nbsp;24px8&nbsp;48px;" &gt;&nbsp;&It;h1&gt;:)&nbsp; &lt;/h
&gt; &t;p&gt;&nbsp; ThinkPHP&nbsp;V6&t;br/&gt;&lt;span8nbsp;style="font-size:30px" &gt
1385 AOAEL&nbsp;-&nbsp; {RMEEEHAIPHPIEZR&UL; /span&gt; &lt;/p&gt; &lt;/div&gt; &lt;scrip
&nbsp;type="text/javascript"&nbsp;src="https://tajs.qq.com/stats?sld=64890268"&nbsp;char
et="UTF-8"&gt;&lt;/script&gt;&lt;script&nbsp;type="text/javascript" &nbsp;src="https://e.top
hink.com/Public/static/client.js" &gt;&lt;/script&gt; &lt;think&nbsp;id="eab4b9f840753f8e7" &
t;&lt;/think&gt;’;

</span></span></span><span class="highlight-line"> <span class="highlight-cl"> <span cla
s="highlight-c1"></span>

</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-p">}</span>

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-nx">publicfunctionhello</span> <span class="highlight-p">(</span> <span class="highl
ght-nv">$name</span><span class="highlight-o0">=</span> <span class="highlight-s1">'T
inkPHP6'</span> <span class="highlight-p">)</span>

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-p">{</span>

</span></span><span class="highlight-line"><span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-k">return</span> <span class="highlight-s1">"hello,'</span><span class="highlight-o"
.</span><span class="highlight-nv">%$name</span> <span class="highlight-p">;</span>
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-p">}</span>

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-p">}</span>

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl|">
</span></span><span class="highlight-line"><span class="highlight-cl">
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</span></span></code></pre>

<blockquote >

<p>8&8nbsp; =TIt T thinkphp6 FF/g session B9757%: #if& <code>/app/middleware.php</cod
> RE—1THYIERE</p>

</blockquote>

<p><img src="https://Id246.com/images/img-loading.svg" alt="kqg.png" data-src="https://b3
ogfile.com/file/2020/01/kqg-3e370bda.png?imageView2/2/interlace/1/format/jpg" > </p>

<h2 id="AMIMNEEI" > AHIMNEE T </h2 >

<p>1RfEEE, REZME PHPSESSID AYERIE], 1B <code>string</code>&amp;&ampi<EA
32</p>

<p><img src="https://Id246.com/images/img-loading.svg" alt="tp.png" data-src="https://b3
ogfile.com/file/2020/01/tp-34245d82.png?imageView2/2/interlace/1/format/jpg"> </p>
<p>ILITEE—T4RAY session, &ERHY session SHRFAE <code>\runtime\session</code>
~</p>

<p><img src="https://Id246.com/images/img-loading.svg" alt="sessionphp.png" data-src="
ttps://b3logfile.com/file/2020/01/sessionphp-44ef96ff.png?imageView2/2/interlace/1/format/
pg"></p>

<p>session BAIAA:</p>

<pre><code class="language-json highlight-chroma"> <span class="highlight-line"> <span ¢
ass="highlight-cl">

</span></span><span class="highlight-line"> <span class="highlight-cl"> <span class="high
ight-err">a:</span><span class="highlight-mi">1</span> <span class="highlight-err">:</s
an><span class="highlight-p">{</span><span class="highlight-err">s:4:</span> <span clas
="highlight-nt">"name" </span> <span class="highlight-err">;s</span> <span class="highlig
t-p">:</span><span class="highlight-mi">8</span> <span class="highlight-p">:</span> <s
an class="highlight-s2">"thinkphp" </span> <span class="highlight-err">;</span> <span clas
="highlight-p">}</span>

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span></code> </pre>

<p>BILAEE session WABEL T FIIHEIE, RER session WABKRFFIHEIE] getshell</p>
<ul>

<li>YNERE getshell FUIE, FHFBEFGEMAY <code>Session::Set('name’,$ POST['i'])</code>
A BILAFIA </li>

</ul>

<h2 id="R%5-">RL: </h2>

<p>EEWMRNIRE, BBRITADER: &5t ThinkPHP6 FFHAASZHF git 7, RBEEEIT composer
BF, BTMARRATEnREN, —THARSEMNE—E THAZIERE, ERERIMEIREHET
%7 ThinkPHP6.0.0 F9ERtE, 7EIXEERSI— & <a href="https://Id246.com/forward?goto=ht
Ps%3A%2F%2Fweibo.com%2Fu%2F5332465356" target="_blank" rel="nofollow ugc">@P1an
</a> JIFAIEE)., </p>

<p>IXNREELRESR, HEAFUETESHN, RN —LHEINTEESES, T2 50
BILARIA, tEEFS session; 5 webshell REFBRIFIFinSEEEFSE, HEMXMMER
EESLAILIERANRHTIZE, SEGARTLIIR—BHRIIFEI</p>

<p>&F[Y paper: <a href="https://Id246.com/forward?goto=https%3A%2F%2Fpaper.seebu
.0org%2F1114%2F" target="_blank" rel="nofollow ugc">ThinkPHP6&nbsp;{EX{HE(EiRmED
</a></p>
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