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X—T53RiTSpring Cloud GatewayR &#Filter T/, &iF:

e AddRequestHeader GatewayFilter Factory

e AddRequestParameter GatewayFilter Factory

e AddResponseHeader GatewayFilter Factory

e DedupeResponseHeader GatewayfFilter Factory
e Hystrix GatewayFilter Factory

e FallbackHeaders GatewayFilter Factory

e PrefixPath GatewayFilter Factory

® PreserveHostHeader GatewayFilter Factory

e RequestRateLimiter GatewayFilter Factory

e RedirectTo GatewayfFilter Factory

e RemoveHopByHopHeadersFilter GatewayFilter Factory
e RemoveRequestHeader GatewayFilter Factory
e RemoveResponseHeader GatewayFilter Factory
e RewritePath GatewayfFilter Factory

e RewriteResponseHeader GatewayfFilter Factory
e SaveSession GatewayFilter Factory

e SecureHeaders GatewayFilter Factory

e SetPath GatewayfFilter Factory

e SetResponseHeader GatewayfFilter Factory

e SetStatus GatewayFilter Factory

o StripPrefix GatewayFilter Factory

e Retry GatewayFilter Factory

® RequestSize GatewayfFilter Factory

e Modify Request Body GatewayFilter Factory

e Modify Response Body GatewayFilter Factory
e Default Filters

%15

Wre$J7E org.springframework.cloud.gateway. filter.NettyRoutingFilter#filter , FtEJLAEIH Gate
ay¥ KBTS .

I TECE, RIS —EEkATs

logging:
level:
org.springframework.cloud.gateway: trace
org.springframework.http.server.reactive: debug
org.springframework.web.reactive: debug
reactor.ipc.netty: debug

JR3CiERE: Spring Cloud Gateway- 1diEs8 L) i¥#i# (GatewayFilter Factories)


https://ld246.com/article/1579224438713

1 AddRequestHeader GatewayfFilter Factory

spring:
cloud:
gateway:
routes:
- id: add_request_header route
uri: http://javadaily.cn
filters:
- AddRequestHeader=X-Request-Foo, Bar

HREERRIIZ A X-Request-Foo , {4 Bar RUiERL,
2 AddRequestParameter GatewayFilter Factory

spring:
cloud:
gateway:
routes:
- id: add_request_parameter route
uri: http://javadaily.com
filters:
- AddRequestParameter=foo, bar

AFRIRIBERRINERSE] foo=bar
3 AddResponseHeader GatewayFilter Factory

spring:
cloud:
gateway:
routes:
- id: add_response_header route
uri: http://javadaily.cn
filters:
- AddResponseHeader=X-Response-Foo, Bar

0% /9 X-Request-Foo , {E/9 Bar B9MAZL,
4 DedupeResponseHeader GatewayFilter Factory

spring:
cloud:
gateway:
routes:
- id: dedupe response_header route
uri: http://javadaily.cn
filters:
- DedupeResponseHeader=Access-Control-Allow-Credentials Access-Control-Allow-Orig
n, RETAIN_FIRST

ARESAIMBREL,
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AT

HANEGateway LR MRS HEMRETCORS (RRRESH) header, MRFMMEAERE, &K -> WX
-> RS, IRIBHMRIHRXEEA]:

Access-Control-Allow-Credentials: true, true

Access-Control-Allow-Origin: https://musk.mars, https://musk.mars
tbpiEHeaderEE Y. BERIEXH N HeaderkE, RFIREAINTRIA.

filters:

e DedupeResponseHeader=Access-Control-Allow-Credentials Access-Control-Allow-Origin

HEE, BEXENHeadertNREZA, BTIEHIREIA;

EERE:

RETAIN FIRST: BiAE, RBE—ME
RETAIN_LAST: (REB&E—/ME

RETAIN_UNIQUE: {REBFrEE—E, LEIE—XRHIMIRFRE

5 Hystrix GatewayFilter Factory

Hystrix@Spring CloudS—XHHNISHEEH, FIELSHNEFRT, BmzaIRAlibaba Sentine
/Resilience4l,

FRAAR A IRIT T, {(BGatewayEB&HystrixESLE S TRSES, BRGBNEZBTaIE
FXETHIFS: https://cloud.spring.io/spring-cloud-static/Greenwich.SR2/single/spring-clou
html#hystrix ,
“yml
spring:
cloud:
gateway:
routes:
- id: hystrix_route
uri: http://javadaily.cn
filters:
- Hystrix=myCommandName

6 FallbackHeaders GatewayFilter Factory

RIS HystrixAUszHRF, MOFMRIT T, BRGBIRFBITRHEE S THEFS: https:/cloud.
pring.io/spring-cloud-static/Greenwich.SR2/single/spring-cloud.html#fallback-headers

spring:
cloud:
gateway:
routes:
- id: ingredients
uri: Ib://ingredients
predicates:
- Path=//ingredients/**
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filters:
- name: Hystrix
args:
name: fetchingredients
fallbackUri: forward:/fallback
- id: ingredients-fallback
uri: http://localhost:9994
predicates:
- Path=/fallback
filters:
- name: FallbackHeaders
args:
executionExceptionTypeHeaderName: Test-Header

7 PrefixPath GatewayfFilter Factory

spring:
cloud:
gateway:

routes:

- id: prefixpath_route
uri: http://javadaily.cn
filters:

- PrefixPath=/mypath

ACERIERERIRINRIER. BUa0: 3R${GATEWAY_URL)/hello £4&&Fhttp://javadaily.com/mypat
/hello ,

8 PreserveHostHeader GatewayfFilter Factory

spring:
cloud:
gateway:

routes:

- id: preserve_host _route
uri: http://javadaily.cn
filters:

- PreserveHostHeader

WRFNRE, B4R Host BHeaderfHttp Clienti=H; MIRIRET, BBASKRE—MEKEM (
reserveHostHeader=true) , EEHITESRSKBENMEHIEESEAEZRIBAY. B AHostBHeade

9 RequestRateLimiter GatewayFilter Factory
EHFredistIPRImEIEEE T

spring:
cloud:
gateway:
routes:
- id: requestratelimiter_route
uri: http://javadaily.cn
filters:
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- name: RequestRateLimiter
args:
redis-rate-limiter.replenishRate: 10
redis-rate-limiter.burstCapacity: 20

10 RedirectTo GatewayFilter Factory

spring:
cloud:
gateway:
routes:
- id: prefixpath_route
uri: http://javadaily.cn
filters:
# BCERKHTTPIAZSHY, URLATAZZC
- RedirectTo=302, http://www.itmuch.com
HTTPIRZSRBMIZZHTTPIRZAE300/~751, 1a0301
URLWZSIZURL, FRIZES{F/9E7 Location fyHeader,

tEEERANEER: ${GATEWAY URL}/hello £EEMEE! http://javadaily.cn/hello , FEE
—" Location:http://www.itmuch.com fJHeader,

11 RemoveHopByHopHeadersFilter GatewayFilter Factory

spring.cloud.gateway.filter.remove-hop-by-hop.headers: Connection,Keep-Alive

BhriRiE kK Header, Z40H, 2R. FABER T, BRI THeader, X&Header2H IETF 45
MER.

e Connection

o Keep-Alive

e Proxy-Authenticate

e Proxy-Authorization

o TE

e Trailer

e Transfer-Encoding

e Upgrade

12 RemoveRequestHeader GatewayFilter Factory

spring:
cloud:
gateway:
routes:
- id: removerequestheader route
uri: http://javadaily.cn
filters:
- RemoveRequestHeader=X-Request-Foo
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HIRETEKRBIBREZ A X-Request-Foo AYiERL,
13 RemoveResponseHeader GatewayfFilter Factory

spring:
cloud:
gateway:
routes:
- id: removeresponseheader route
uri: http://javadaily.cn
filters:
- RemoveResponseHeader=X-Response-Foo

fHIF&42 79 X-Request-Foo AUIMRZSL,
14 RewritePath GatewayfFilter Factory

spring:
cloud:
gateway:
routes:
- id: rewritepath_route
uri: http://javadaily.cn
predicates:
- Path=/foo/**
filters:
# BeERFIRIRIZIEN, E5/EAIIRIZAIIEN
- RewritePath=/foo/(? <segment>.*), /$\{segment}

EEEKER, WEES, 158 /foo/bar 2EIEEKNN/bar Bk, EHMEREAER http://javada
y.cn/bar . FEIEHIE, BTYAMLEZL, T .

15 RewriteResponseHeader GatewayfFilter Factory

spring:
cloud:
gateway:
routes:
- id: rewriteresponseheader _route
uri: http://javadaily.cn
filters:
- RewriteResponseHeader=X-Response-Foo, password=[*&]+, password=***

ANERE 3 X-Response-Foo BINIASLHIAERZ/42? user=ford&password=omg!what&flag=true
MEHAER9/427user=ford&password=***&flag=true,

16 SaveSession GatewayFilter Factory

spring:
cloud:
gateway:
routes:
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- id: save_session
uri: http://javadaily.cn
predicates:
- Path=/foo/**
filters:
- SaveSession

R IIRRMIRSSIERZAI, EHHIT WebSession::save #{E, FITEBBF& Spring Session iE
HIETFE (BEE: BEARAFANK) 1Y, AREEEKERAIRHRsessionASREFER.

ANRARIFSpring SecutiryFSpring SessionSEMfER, FMMRLSERHERI TS, FHEE
Bix/Milter,

17 SecureHeaders GatewayFilter Factory

IN—ZRHEEZ 2 EARIMASL, Spring Cloud Gateway&% 7IXREEZAIEI: https://blog.app
anary.com/2017/http-security-headers.html

BIASRIIgN THeader (BE(E)

e X-Xss-Protection:1; mode=block

e Strict-Transport-Security:max-age=631138519
e X-Frame-Options:DENY

e X-Content-Type-Options:nosniff

e Referrer-Policy:no-referrer

e Content-Security-Policy:default-src 'self' https:; font-src 'self' https: data:; img-src 'self' https:
data;; object-src 'none’; script-src https:; style-src 'self' https: 'unsafe-inline'

e X-Download-Options:noopen
e X-Permitted-Cross-Domain-Policies:none

WNR{FAEEHIX L HeaderfIE, AI{ERNITES:
B :
tFEfheadery NEYEER

e xss-protection-header

e strict-transport-security

e frame-options

e content-type-options

o referrer-policy

e content-security-policy

e download-options

e permitted-cross-domain-policies

fhuan: FEERYE

WNRABZEFE tHeader, AIfERAAITECZE: spring.cloud.gateway filter.secure-headers.disable
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Z40F, obR. Ha0: spring.cloud.gateway filter.secure-headers.disable=frame-options,downl
ad-options,

18 SetPath GatewayFilter Factory

spring:
cloud:
gateway:
routes:
- id: setpath_route
uri: http://javadaily.cn
predicates:
- Path=/foo/{segment}
filters:
- SetPath=/{segment}

E“E’?iggﬁtemplate%@, BTSRRI ERIER, AR EERESRNEN, BTSN ER
=t o

N_EFERE, HIa${GATEWAY PATH}/foo/bar , NI F/EimiHRSHIBRIZSIERA /bar ,

19 SetResponseHeader GatewayfFilter Factory

spring:
cloud:
gateway:
routes:
- id: setresponseheader_route
uri: http://example.org
filters:
- SetResponseHeader=X-Response-Foo, Bar

NREIHIRS M TFE I X-Response-Foo BIMMRSL, NISERAERRA Bar .
20 SetStatus GatewayFilter Factory

spring:
cloud:
gateway:

routes:

- id: setstatusstring_route
uri: http://example.org
filters:

- SetStatus=BAD REQUEST

- id: setstatusint_route
uri: http://example.org
filters:

- SetStatus=401

IESIMNEPASES, ([ERTLARET, WAILIRFRE, (B—EERSpring HttpStatus #2hRIE
NERE, MMASERLUREHTTPIRZER401,
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21 StripPrefix GatewayFilter Factory

spring:
cloud:
gateway:
routes:
- id: nameRoot
uri: http://nameservice
predicates:
- Path=/name/**
filters:
- StripPrefix=2

HFRTEEMRRRENNE, WEERE, WREKRAEEA /name/bar/foo , MEERIER /oo
. DESERT2 MR,

22 Retry GatewayFilter Factory

spring:
cloud:
gateway:
routes:
- id: retry _test
uri: http://localhost:8080/flakey
predicates:
- Host="*.retry.com
filters:
- name: Retry
args:
retries: 3
statuses: BAD_GATEWAY

AR MER, TREN TS
o retries: Eif/REL
o statuses: EEFIXAVIRESRS, BUETE org.springframework.http.HttpStatus &

e methods: EEFIXANBEKGE, BUETE org.springframework.http.HttpMethod =
o series: HTTPIRZSREES, BYETE org.springframework.http.HttpStatus.Series &

23 RequestSize GatewayFilter Factory

spring:
cloud:
gateway:
routes:
- id: request_size route
uri: http://localhost:8080/upload
predicates:
- Path=/upload
filters:
- name: RequestSize
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args:
# B[ Ts
maxSize: 5000000

NERIHRFZIREWEIRRKERE AN, WMRBERA/INETIZREAME, NiRE] 413 Payload Too Larg
. BANMEESM

24 Modify Request Body GatewayfFilter Factory

TIPS
S iERRAL T BETA KT, FRKAPIRTRESERM, £ MRIFEMA,

BT EGateway BB R KIEERIRHMIRS 2RI, ESIERERE. ZiTiE=s B BEiE, &
FEREXHRE. A

@Bean
public RouteLocator routes(RouteLocatorBuilder builder) {
return builder.routes()
route("rewrite_request obj", r -> r.host("*.rewriterequestobj.org")
filters(f -> f.prefixPath("/httpbin")
.modifyRequestBody(String.class, Hello.class, MediaType.APPLICATION JSON VALU

(exchange, s) -> return Mono.just(new Hello(s.toUpperCase())))).uri(uri))
.build();

}

static class Hello {
String message;

public Hello() { }

public Hello(String message) {
this.message = message;

}

public String getMessage() {
return message;

}

public void setMessage(String message) {
this.message = message;

}
}

25 Modify Response Body GatewayfFilter Factory

TIPS
IZTIEREATF BETA RS, FRAPIRTRESERML, E£F-IMRIBEA.

A FEREMNARNS. ZTEEEREBINBERE, FAFiFEREaxXhgE. 701
@Bean
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public RouteLocator routes(RouteLocatorBuilder builder) {
return builder.routes()
route("rewrite_response _upper”, r -> r.host("*.rewriteresponseupper.org")
filters(f -> f.prefixPath("/httpbin")
.modifyResponseBody(String.class, String.class,
(exchange, s) -> Mono.just(s.toUpperCase()))).uri(uri)

.build();

}

26 Default Filters

spring:
cloud:
gateway:
default-filters:
- AddResponseHeader=X-Response-Default-Foo, Default-Bar
- PrefixPath=/httpbin

NSRBI FARERINDIERS, ERZEME.
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