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-*- coding:utf-8 -*-
import requests
import boto3
import re
import pendulum

def get_internet_ip():
# get local ip address
ip="
res = requests.get(‘http://www.3322.org/dyndns/getip’)
if res.status_code == 200:
ip = re.sub(r'\s+', ", res.text)
else:
res = requests.get(‘http://myip.ipip.net’)
ip_ = re.findall(r\d+\.\\d+\.\d+\.\d+', res.text)
ifip_:
ip = ip_[0]
return ip + "/32"

def revoke ip rule(ec2, group _id, security ip, security port):
# revoke security group ingress
res_revoke = ec2.revoke security group_ingress(
Cidrlp=security ip,
FromPort=security port,
Groupld=group id,
IpProtocol="tcp’,
ToPort=security port

)

print(‘'revoke success')

def set_ip rule(ec2, group id, security port, home ip):
# set security group ingress
res_set = ec2.authorize _security group ingress(
Groupld=group id,
IpPermissions=[{
'IpProtocol”: 'tcp’,
'‘FromPort": security port,
‘ToPort": security port,
'IpRanges': [{'Cidrlp": home _ip, 'Description': now}]
1
)

print('set success’)
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def get_ec2 security group(home ip):
ec2 = boto3.client('ec2")
security group = ec2.describe_security groups(Grouplds=[my group id])
ips = security_group|['SecurityGroups'][0]['|pPermissions']
if ips:
ip = ips[0]['lpRanges'][0]['Cidrlp']
if home_ip not in ip:
revoke ip_rule(ec2, my group id, ip, port)
set ip _rule(ec2, my group id, port, home ip)
else:
print('ip is the same with aws config’)
else:
set ip_rule(ec2, my group id, port, home ip)
return True

def main():
home _ip = get internet_ip()
get_ec2 security group(home_ip)

if name ==' main_ "
python3 -m scripts.auto_dynamic_security group for ec2

my_group _id = 'sg-01af5580433805f59"'

port = 22
now = pendulum.now().to_datetime_string()
main()

FFubuntudrigFcrontabERNE{THIA, U TEXRAMARE

crontabigs& crontab -e

@reboot bash /home/lester/auto open.sh # FHESHIZA
*/5 * * * * hash /home/lester/auto_open.sh # &E5miniz{T—IX

auto open.sh

#!/bin/bash

source /home/lester/my_env/tf/bin/activate

cd /home/lester/my _github/my airflow

python3 -m scripts.auto_dynamic_security group for ec2
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