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—. nginxfI=ZEIE

(1) ERAyumGEIER %
(2)iFBmFRE

nginXEREE FEEMMBLL: http://nginx.org/en/download.html
HRAAFTIRANGINX-1.17.7 tar.gz 85, FEIZMRAAMGFhttp CERIE, B33FtcplUERIE,
O TFEIFREEHEER

QLFRFMNE

QImIFLEENgINX

S, NRFEEMRIR, BEITHINECERRSE EREUL: http://nginx.org/en/docs/configur
.html,

# =, BB

BSREENgInXECEXHRIER, T
#EFHR

events { #eventsit

-

http  #httptk

{
. #http2/FHk

server #serverif

{
.. #server£FR
location [PATTERN] #locationi

{
-

location [PATTERN]
{
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}
}

server

{
#http2/FHR
}
(N 2BREE RN

# nginxiATEEL, ENIRRcpusiERIEE, —RRIRcpuizEEEENEREEL
worker_processes 8;

#RABNHEDECCcpU, EHIFESNHEDEEI8 N epu, JRALIEZAS, & —MNHEDERIZ
cpu.

worker_cpu_affinity 00000001 00000010 00000100 00001000 00010000 00100000 01000000
0000000;

#REFMEEENEEZ RIS NEER, (FlTevent
multi_accept on;

#NgInXExZ R LAF TSR, Sulimit -nfREF—2, a0: worker_rlimit_nofile 65535;
worker_rlimit_nofile 65535;

(2)eventERiAffiEicE

events {

#HEFTFeventlll/OZ IS FAtEEY
use epoll;

#ZEB N worken#ERIFE Pink KERE, XMEHE—RRERSS=IEEMNERS

worker_connections 65535;

#HREIFMERBANEEZ RS HIERE, {FRTevent
multi_accept on;

}
(3)http2 BERAMR

http {

include mime.types;

default_type application/octet-stream;
.s“e};dfile on;

tcp_nopush on;

**sendfile** : FEERUHERIED, sendfileig<S1EENgiInXE BT sendfileRRESkia H 324,
FEBAFIEN on, WRAEHITTESENBEZIOERENA, AgENoff, LIEE#ESMEI
ONMEERE, MEERFAIRE.

**tcp_nopush**: WifEsendfile FERIA BN, PrlEMERIEZE, FRARAVRMLEIRSCERHVEE

**tcp_nodelay**:
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o E{FEATIAIIE)
FTEHIRRIFIRS=RRIR, CPU, A7, ZHIEERS, RARVEREEFTEHERRT, U0:

keepalive timeout 60;
keepalive requests 10240;
tcp_nodelay on;

client_header buffer size 4k;
open_file cache max=102400 inactive=20s;
open_file cache valid 30s;
open_file_cache min_uses 1;
client_header timeout 15;
client_body timeout 15;
reset_timedout connection on;
send_timeout 15;
server_tokens off;
client_ max _body size 500m;
proxy_connect _timeout 30s;
proxy send timeout 120s;
proxy read_timeout 120s;

keepalived timeout 60: ZEFimEEfIFSIE@ENEE, BEXEE, IRSEMFIXMERE

keepalive_requests 10240: SH[RHI 7T — HTTP KiEERSZ ATLISMEST RIS AKIERE, FIAZE
100, HIERRMETRANEREUABIRAEREE, BXRTEE,

tcp_nodelay: t2f5IEMEEE, FNIEERTkeepalivedSEA B

client_header buffer size 4k: ZFimiERLEHE TX K/, XN TLHE?E{/J\EI’J%@}E%F‘TWJ\EE
B, —BR—MERLANFESEBE 1k, R J;IEEHZ—ﬂx,%é}E STREFEARTF 1k, FRLAXBIREND
N, DTRKNAT LA getconf PAGESIZEES

**open_file_cache max=102400 inactive=20s**: XMEAFTHXIHEEERF, KARSEEEN
maxiSEEFHE, Eiﬁ*ﬂﬂﬂflﬁiﬁl—‘ﬁ inactive RIEEITZ KA LA REHIRER.

**open_file_cache_valid 30s**: XMNEIESKMIEEE REFNEHEE.

**open _file_cache min_uses 1**: open file_cachetg<Hflinactive SEIAT B SA-AYR/IMER
¥, RBIXMNIE, A —EEEETTIIN, W6, MBEE— N Einactive i
R—IRIKRIER, BIRHRER.

**client_header timeout**: QEIFRIATERESE. FMNBITLUEXMZERLE, MREIXD
BB RIEEAIEYE, nginxi&iR[Elrequest time outhYEIR

**client_body timeout**: REIFKIFAGERTEIAE, FAMBATLIERMRERLE, SETXMIER
RIEHAEEE, M EE—HFRERER

**reset_timeout_connection**: FHiFnginxkAARMNPIEFim&EE. XESEBEMNEFimi G
KIPRTE= L.

**send_timeout**: IAZFimtERTETE, XANBEITEENRETFRANENZERIETE, RS
8, ZPSEEHTES, nginxEiiEE

**server_tokens**: HARLEnginxUTRIEREER, BErLAKAEERREFHINginxiRALF
XS F e R EIFALH.

**client_max_body size**: _H{&EIT{4A /IR
**proxy_connect_timeout**: 5/5imiRSSEFEINEZAVEAE, FRIXDM—MRAERT 758
**proxy read_timeout**: MSimiRSSES1EE NN R AERT
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e gzipifgff

gzip on;

gzip_min_length 2k;

gzip_buffers 4 32k;

gzip_http_version 1.1;

gzip_comp_level 6;

gzip_typestext/plain text/css text/javascriptapplication/json application/javascript application
x-javascriptapplication/xml;

gzip_vary on;

gzip_proxied any;

gzip_disable "MSIE [1-6].";

gzip on: FEE4EINRE

gzip_min_length 1k: RERIFEENINES/NF T, REFHEMheaderskiContent-Lengt
FIREN, BUABER0, FERNESAEHTESE, BIRERATIK, MNE/NS1KaIsEEMA,

gzip_buffers 4 32k: FHEEPXAN, FRHIBEANRAI32KNANFHEAEBERRET, A
ERESRRHIEAIMERNAEERFEgzip SR,

gzip_http_version 1.1: E4ahiA, AFRERFIHTTPINYARA, ZKHAR1.1, BRIAERSNLEE
ZEFEGZIPEEE, (EFBOARDE]

gzip_comp level 6: E45tt11, BARIEEGZIPIE4ELL, 1/E4ELLR/)N, HEBERERIR, IFEE
, (EIRER, BELIEE, BtEREFECPURIR.

gzip types text/css text/xml application/javascript: FRISEELEAIZEEL, ‘text/html’ 28
RESWIESE., ERIME: gzip_types text/html (BRIAARDjs/css ST TIELE)

gzip vary on: varyheaderszi¥, BUATHRTI LRIMIEEIRGS BB GZIPESEHIRE, Fla
SquidEERREE nginx E4RATEE

gzip_disable: ZRIE6LATNAYgzip/ESE, |E6HYRLEARARTgziptESE ST RALT
o BFRE

HRERGFTE, FHEEFXXH
proxy cache path /data/nginx-cache levels=1:2 keys zone=nginx-cache:20m max_size=50g i
active=168h;

#{tlocationfEFAEF=A, pathnameRMBRIER, BEEHENX
location /pathname {
proxy set header X-Real-IP $remote addr;
proxy cache nginx-cache;
proxy cache valid 200 304 302 5d;
proxy_cache valid any 5d;
proxy cache key '$Shost:$server port$request uri’;
add_header X-Cache '$upstream cache status from $host’;
proxy set header X-Real-IP $remote _addr;
proxy pass http://localhost/pathname;

}

#H I HIEFEE
#IFIANIHEEER, BARBRBERR, max ISEEFHE, BINFIHTHSUHE—EL, inactive
BRI ZRIESX A HIE K EMRER.

open_file_cache max=65535 inactive=60s;
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#XHEAT—EREEFTIIN, WRE— X4 EinactivelidEA

open file cache min_uses 1;

HEES KA E REFIIEER.

open file_cache valid 80s;

 HIBRITRIAR
RSP P BRI DOS

limit_conn_zone $binary remote addr zone=perip:10m;
limit_conn_zone $server name zone=perserver:10m;

# BRI B — 2 PR pERAFF AR IEREL

limit_conn perip 2;

#BRHIE—serverR KFRIEREN

limit_conn perserver 20;

#IRFITHIRE, RIEESRSETEES
limit_rate 300k;

o IEMIE

server {

listen 8080;

resolver 8.8.8.8;

resolver timeout 5s;

proxy connect;

proxy connect_allow 443 563;

proxy_connect_connect_timeout 10s;

proxy_connect_read_timeout 10s;

proxy_connect_send_timeout 10s;

location / {
proxy pass $scheme://$host$request_uri;
proxy set header Host $http_host;
proxy_buffers 256 4k;
proxy_max_temp file size 0;
proxy_connect_timeout 30;

}

access_log /var/log/proxy/access.log main;

error_log /var/log/proxy/error.log;

}
BB iR

# £ /etc/profile 3XHH1ENNEI T =IA,

export proxy="http://{proxy server ip}:8080"
export http_proxy=$proxy

export https_proxy=$proxy

# (EECEERN

source /etc/profile

o RMAKE

location / {
proxy _pass http://localhost:8088;

—IRRAER, EREREER.
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proxy redirect off;

proxy set header Host $host;

proxy set header X-Real-IP $remote_addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;

}
o G119

upstream myproject{
server 0.0.0.0:8082 fail timeout=5 max fails=3;
server 0.0.0.0:8083 fail timeout=5 max fails=3;
ip_hash;

}

location / {
proxy pass http://myproject;
}

o httpsiZ&

@ FEGED

server {
listen 80;

server_name xxx.com; #
rewrite A(.*)$ https://$host$1 permanent; #iBhttpAYiE&iEIkEERhttps

server {
listen 443;
server_name xxx.com; # {RAYIEHE
ssl on;

# root /var/www/bjubi.com; #gIEXHFHOUEI, BIEAAIRY
# index index.html index.htm; #_FEBEISELEREmAJindex.html
ssl_certificate cert/xxx.com.crt; #ZARANERAIEE
ssl_certificate key cert/xxx.com.key; #IEFPHZFF
ssl_session_timeout 5m;
ssl_ciphers ECDHE-RSA-AES128-GCM-SHA256:ECDHE:ECDH:AES:HIGH:INULL:!aNULL:!MD5:
ADH:IRC4;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_prefer _server ciphers on;

location / {
proxy pass http://127.0.0.1:8080;
proxy redirect off;
proxy set header Host $host;
proxy set header X-Real-IP $remote_addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;

}
}

o eEX =R, HSE

worker_processes 8;
worker_cpu_affinity 00000001 00000010 00000100 00001000 00010000 00100000 010000
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0 10000000;
multi_accept on;
worker rlimit_nofile 65535;

events {
worker_connections 65535;
multi_accept on;
use epoll;

}

http {
include  /etc/nginx/mime.types;
default type application/octet-stream;

log format main '{"@timestamp":"$time iso8601",'

"host":"$server_addr",

"'cllentlp" "$remote_addr”,
"size":$body bytes sent,’
"responsetime”:$request_time,’
"upstreamtime":"$upstream_response_time",'

"upstreamhost":"$upstream_addr";’
"'http host":"$host",’
urln ||$ur||| 1

"'xff" "$http x_forwarded for",'
"referer":"$http_referer”,”
""agent":"$http user agent”,
status":"$status"}’;

sendfile on;
tcp_nopush on;
tcp_nodelay on;

keepalive timeout 60;
keepalive requests 10240;
tcp_nodelay on;
client_header buffer size 4k;
open file_cache max=102400 inactive=20s;
open file cache valid 30s;
open file_cache min_uses 1;
client_header timeout 15;
client_body timeout 15;

reset timedout _connection on;
send_timeout 15;

server tokens off;

client max_body size 500m;
proxy connect _timeout 30s;
proxy send_timeout 120s;
proxy read_timeout 120s;

limit_conn_zone $binary remote_addr zone=perip:10m;
limit_conn_zone $server name zone=perserver:10m;
limit_conn perip 2;

limit_conn perserver 20;

limit_rate 300k;
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proxy cache path /data/nginx-cache levels=1:2 keys zone=nginx-cache:20m max_size=50g
inactive=168h;

gzip on;

gzip_min_length 1k;

gzip_buffers 4 16k;

gzip_http_version 1.1;

gzip_comp level 4;

gzip_types text/plain text/css application/json application/x-javascript text/xml application/
ml application/xml+rss text/javascript;

gzip_vary on;

gzip_disable "MSIE [1-6].";

include /etc/nginx/conf.d/*.conf;

}

server {
listen 443;
server_name Www.xxX.com;
ssl on;
ssl_certificate cert/AEH&FR.pem;

ssl_certificate_key cert/AF-B&#R key;

ssl_session_timeout 5m;
# SSLIMXECE
ssl_protocols SSLv2 SSLv3 TLSv1.2;
ssl_ciphers ALL:!ADH:IEXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP;
ssl_prefer_server ciphers on;

valid_referers none blocked server names
*ygoclub.com;

#HERE
access_log /var/log/nginx/access.log main gzip=4 flush=5m;
error_log /var/log/nginx/error.log error;

location ~ .*\.(eot|svg|ttflwoff|jpg|jpeg|giflpnglicolcur|gz|svgz|mp4|ogg|ogv|webm) {
proxy cache nginx-cache;
proxy cache valid 200 304 302 5d;
proxy cache key '$host:$server port$request uri’;
add_header X-Cache '$upstream cache status from $host’;
#FTE B X E LR A
root /usr/share/nginx/html;
expires 30d; #1730k
}

location ~ .*\.(js|css)?$
{
proxy cache nginx-cache;
proxy cache valid 200 304 302 5d;
proxy cache key '$Shost:$server port$request uri’;
add_header X-Cache '$Supstream_cache_status from $host’;

#FTE RS S B R
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root /usr/share/nginx/html;
expires  12h;

}

location / {
root /usr/share/nginx/html;
index index.html index.htm;

}

location /druid {
proxy set header X-Real-IP $remote addr;
proxy _cache nginx-cache;
proxy cache valid 200 10m;
proxy pass http://xxxx/druid;
}

location /api {
proxy set header X-Real-IP $remote_addr;
proxy pass http://xxxx/api;

# redirect server error pages to the static page /50x.html
error_page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;
}
}

° [LE
S, nginxiBEF T, MREFAHITHMN, BEERELA, LUTXlinuxRgeHTtepSHERIIL.

cat /etc/sysctl.conf
net.ipv4.tcp_max_syn_backlog = 65536
net.core.netdev_max _backlog = 36768
net.core.somaxconn = 36768
net.ipv4.tcp_ max_tw_buckets = 5000
net.ipv4.tcp_keepalive time = 30

net.core.wmem_default = 8588608
net.core.rmem_default = 8588608
net.core.rmem_max = 16877216
net.coreewmem max = 16877216

net.ipv4.tcp_mem = 786432 2097152 3145728
net.ipv4.tcp_rmem = 32768 436600 16777216
net.ipv4.tcp wmem = 8192 436600 16777216
net.ipv4.tcp_ max_orphans = 3376800
net.ipv4.ip_local port range = 1024 65535

sysctl -p

cat /etc/security/limit.conf
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* hard nofile 65535
* soft nofile 65535

net.ipv4.tcp_max_syn_backlog : FR/RSYNPAFIRHKE, BAIAA1024, NIABAZHKE 8192, BT

BINE S SRS,

net.core.netdev_max backlog: FRRZIENMMEEOEKEIECANERILNIZAMEX LA ATERSE
AF, AFRXZIAGINEIRENRALE, —REME128 (TEEARMNINUXEFAZEEDAR) . n
inxARS32EhE W AINGX LISTEN BACKLOGERIAFIST1

net.core.somaxconn: ZF/rsocketizlfr (listen) AYbacklog LR

** net.ipv4.tcp_max_tw_buckets = 5000**: WA timewaitfE ™ 7 #ZEtcp_max_tw_bucket
B/, BAIAZ180000

net.ipv4.tcp keepalive time: ZkeepalivefcFRORH®E, TCP&IXkeepaliveiBREAAE, HREE2
B, FATTLAEER B E

**net.core.wmem _default **: BUAMTCPEIEAXELOXRN (1) .

net.core.rmem default: ZUAMNTCPEUREKEOL/N (F1) .

**net.core.rmem_max **: FARNTCPEUEREKEN (F1) .

net.core.ewmem max: SANTCPEIEAXED (F1) .

**net.ipvd.tcp tw reuse **: FFZERINEE, FIFETIME-WAITIRZSAIsocketsEF AT FAITCPIERE
net.ipvd.tcp mem: BB R netipvd.tcp mem[0]:{KFIE TCP;RBAF/ES] . net.ipvd.tcp_mem[1
TEE T HARFESIMER net.ipv4.tcp_mem[2]ETIHE TCPIE4E S Eisocket. LIARBFRMIZNR,
REFH

net.ipvd.tcp wmem: TCPEbuffer

net.ipv4.tcp rmem: TCPiZEbuffer

net.ipv4.tcp_max orphans: REFZEZHEZ/ D NTCPERFAEKEKENHIT— MBI L
gﬁ%ﬁﬁﬁﬁ’ﬁ%&?—, M) VERERIZIEESAFFTENHESER. XMREER T LLEEREAIDS

[R5 nginx BCESUHHERRLARIEM


https://ld246.com/article/1577439994880

