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—. Ubuntu 16.04Z& %1044k

o (EENA

o X[ABH K iE/selinux

o WEECE

o HJiEIEL

o WIMRIHELER

o EdEulimit

o FMIIMME (RIFTHELKSZBER)
o FiLE ssh BEER (Hi%)

o FIMPERBERIR (EFEARLNuXZIThR)
o TRAMIKHINRERATE (7i%)

e Linux RxILEEL

{EeEnA:

# Set hostname
HOSTNAME="
hostnamectl set-hostname ${HSOTNAME}

# Binding Hosts

cat << EOF >> /etc/hosts
## SET CEPH HOSTS

${IP} ${HSOTNAME}

EOF

XHABAX S/ selinux:
# Disable ipdatable
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ufw disable
ufw status

RIS :

XETE, BELInuXRITIREETRRSVIIEM KA cns33 8 enp2s0, SEHER «thO:

vi /etc/default/grub

# 120240 GRUB_CMDLINE_LINUX &/5i7i0 net.ifnames=0 biosdevname=0;

update-grub
RIEBIER-RIIRL «th0 HER:

vi /etc/network/interfaces
## FSIP

auto lo

iface lo inet loopback

auto ethO

iface ethO inet static

address 192.168.0.1

netmask 255.255.255.0
gateway 192.168.0.1
dns-nameservers 8.8.4.4 8.8.8.8

## DHCP
auto lo
iface lo inet loopback

auto eth0
iface ethO inet dhcp

## BREMR
systemctl restart ifup@ethO
systemctl enable ifup@ethO

## DNSECE

vi /etc/resolv.conf
nameserver 8.8.4.4
nameserver 8.8.8.8

FE: ubuntuFtBEMEAERNEEEJreboot4dRy
RS

## ZEEX

In -snf /usr/share/zoneinfo/Asia/Shanghai /etc/localtime
bash -c "echo 'Asia/Shanghai' > /etc/timezone"

# timedatectl set-timezone UTC

## [E5 MEERT A

apt-get install -y ntpdate
# /etc/init.d/ntp stop
ntpdate ntp1.aliyun.com
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## B NE4ATE]
date
hwclock --systohc

YR CREER :

LZEEPQH%MKEEE‘U, SBEmHelE /o BERENEEEHE (B8 extd) , ERAFE: /partshv

cat << 'EOF' > part.sh
#1/bin/bash
#
if[!-n"$1"]; then
echo 'FEBMN—MUESE ?

exit 1
else
disk="Isblk|grep $1|grep disk’
if [1-n "$disk" ]; then
echo HEBMABIR'
exit 1
fi
fi

diskstat="lIsblk|grep $1|grep part’
if [ -n "$diskstat" ] ; then
echo 'HEESKX'
exit 1
else
echo "n

P
1

w
" | fdisk /dev/$1
disknum="lsblk -l|grep $1|grep partjawk '{print $1}"
mkfs.ext4 /dev/$disknum
uuid="blkid /dev/$disknum |awk "{print $2}"
fstabstat=$(echo $uuid |awk -F'=" {print $NF}')
if [ -n "$fstabstat" ] ; then
echo "${uuid} /data ext4 defaults 0 0" >> /etc/fstab
mkdir -p /data
mount -a

MNBEEFRELVM, SELITHIA:

apt-get install lvm2 -y

LV _SIZE="299'

pvcreate /dev/vdb && vgcreate vgdata /dev/vdb &8& \
lvcreate -L ${LV_SIZE}G -n data vgdata && df -Th &&\
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mkfs.ext4 /dev/vgdata/data && mkdir /data &8& \
echo "UUID=\"44bde ...\" /data ext4 defaults 0 0" >> /etc/fstab && mount -a && df -Th

a2 HEERMEREFERUUID, blkid /dev/vdbi
ficE ulimit:

ulimit -a
ulimit -n 65535

echo "* hard nofile 65535

* soft nofile 65535

root hard nofile 65535

root soft nofile 65535" >> /etc/security/limits.conf

HERRRESH (IFEZELEIRS RS ssh BR)

## 70IF Root ZH3 ssh &R

sed -i 's/prohibit-password/yes/' /etc/ssh/sshd_config

sed -i 's/PasswordAuthentication no/PasswordAuthentication yes/g' /etc/ssh/sshd _config
systemctl restart sshd

## 2| HBEF%ES ssh &R

cat /etc/ssh/sshd_config |grep -E "PasswordAuthentication”

sed -i 's/PasswordAuthentication yes/PasswordAuthentication no/g' /etc/ssh/sshd _config
systemctl restart sshd

ficE SSH aZER:

ssh-keygen -t rsa -P "" -f ~/.ssh/id rsa
cat ~/.ssh/id rsa.pub >> ~/.ssh/authorized keys

PR =HRaptis:
mv /etc/apt/sources.list /etc/apt/sources.list.old

cat << 'EOF' > /etc/apt/sources.list
deb http://mirrors.aliyun.com/ubuntu/ xenial main
deb-src http://mirrors.aliyun.com/ubuntu/ xenial main

deb http://mirrors.aliyun.com/ubuntu/ xenial-updates main
deb-src http://mirrors.aliyun.com/ubuntu/ xenial-updates main

deb http://mirrors.aliyun.com/ubuntu/ xenial universe

deb-src http://mirrors.aliyun.com/ubuntu/ xenial universe

deb http://mirrors.aliyun.com/ubuntu/ xenial-updates universe
deb-src http://mirrors.aliyun.com/ubuntu/ xenial-updates universe

deb http://mirrors.aliyun.com/ubuntu/ xenial-security main
deb-src http://mirrors.aliyun.com/ubuntu/ xenial-security main
deb http://mirrors.aliyun.com/ubuntu/ xenial-security universe
deb-src http://mirrors.aliyun.com/ubuntu/ xenial-security universe
EOF

## BHTIR
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apt-get clean all
apt-get update

FE: AEUbuntubRAMER mirrors.aliyun.com ZHRERMARY http://archive.ubuntu.com/ BIA],
TE—LEXhEBRRERAIR:

apt-get install gcc g++ make cmake libpcre3 libpcre3-dev libssl-dev wget \

libxslt1-dev libxslt1.1 build-essential autoconf libiconv-hook-dev libmcrypt-dev \

libxml2-dev libmysqglclient-dev build-essential zlib1g-dev \

libiconv-hook-dev libiconv-hook1 libjpeg8-dev libjpeg-turbo8 libjpeg-turbo8-dev libpng12-d
v libfreetype6-dev libgeoip-dev mysql-client mysql-common libncurses5 libncurses5-dev \
libcurl4-gnutls-dev curl libbz2-dev libicu-dev zlib1g-dev geoip-bin icu-devtools libcurl3-gnutl
libcurl3:amd64 libmagick++-dev unzip lrzsz

FH4 openssl for ubuntu16.04 373F4wiF Tengine2 LK Nginx FIHE:

echo "deb http://archive.debian.org/debian jessie-backports main" > /etc/apt/sources.list.d/j
ssie-backports.list && \

apt-get -o Acquire::Check-Valid-Until=false update && \

apt-get -t jessie-backports install openssl libssl-dev && \

openssl version

Linux Pt 284

//LinuxSEBIHINEFMER, FTiREESLA

//RZHEE: Feb 6 16:05:07 i-*** kernel: nf_conntrack: table full, dropping packet.
net.netfilter.nf conntrack_max = 655350
net.netfilter.nf conntrack tcp _timeout established = 1200

//3& “TCP: time wait bucket table overflow” fgiR, KE&TFTIME WAITIRSHERE

//net.ipvd.tcp tw recycle = 1

net.ipv4.tcp_syncookies = 1 //ZEFFEBSYN Cookies, LHISYNEEFAFZHAT, BHco

kiessALIE, AIRFE/>ESYNIE

net.ipv4.tcp fin_timeout = 30 [/ FARiERFFRISocketiERE, TCPRSFTEFIN-WAIT-24R7SH

B (%) .

netlpv4tcp max_syn backlog = 8192 //Z/RSYNBAZIAIKE, BRiAA1024, HIABAZHSEA819
, A LA YNEE S5 RIS

net. ipvd.tcp_max_tw_buckets = 5000 //RERIHRIFTIME WAITEREFMNRARE, WIEEID

MEF, TIME_WAITEESSSZIERFATTENESEE. BiAi180000

net.ipv4.tcp _tw_reuse = 1 /BB RFE TIME-WAIT socketsEHT AT HAITCPIERE.

net.ipv4.tcp_synack retries = 2 //} BA 7 2bFSYN_RECVARZSEIERESYN +ACKELATIREL

net.ipv6.conf.all.disable ipv6 = 1 //IPV6 18XECE

net.ipvb.conf.default.disable ipv6 = 1

net.ipv6.conf.lo.disable ipv6 = 1

/[N ATIMEIET SSHIERLINUXSER, BB HIEZLINuXSEH ERYHTTPAVSSHINEE. Telne
Wi =#reset

//cat /proc/sys/net/ipv4/tcp tw recycle

//cat /proc/sys/net/ipv4/tcp_timestamps //ERIA91, tcp tw recycle SEENEGE
net.ipv4.tcp tw recycle=0

net.ipv4.tcp_timestamps=0

//IERF &R

/sbin/sysctl -w kernel.parameter="[$Example]"
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## 3% [$Example] SHUE, Wsysctl -w netipv4.tcp tw recycle="0"#<, EESEBEXRO,

// %% ip_forward
net.ipv4.ip forward = 1

//7RAER
vi /etc/sysctl.conf
sysctl -p

<br />

=. CentOS 7.5X%Ihak

o (EXENE

o X ABA K&/ selinux

o MEFEE

o BfEIEIZ

o {MRILHEER

o BoEulimit

o LR REERMA

e fitE SSH

o FIMPIERBERIR (EEABLNuXZIThR)
o LERAMIKBERERTE (Flik)
o Linux RIZMIESEL

(EeREMR:

# Set hostname

HOSTNAME="

hostnamectl set-hostname ${HSOTNAME}

# hostname $HOSTNAME && echo "$HOSTNAME" > /etc/hostname

# Binding Hosts

cat << EOF >> /etc/hosts
## SET CEPH HOSTS

${IP} ${HSOTNAME}

EOF

XK BHXIE # seliux:

systemctl stop firewalld
systemctl disable firewalld
systemctl disable --now dnsmasq

setenforce 0 ## |GATXF] seliunx

sed -ri /AN [A#]*SELINUX=/s#=.+$#=disabled#' /etc/selinux/config ## 5k A seliunx KIFAEE re
oot

getenforce
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PILEECE :
BB RFEARRI9th0
cd /etc/sysconfig/network-scripts/ && mv ifcfg-eno16777736 ifcfg-ethO

vi /etc/sysconfig/grub
# GRUB_CMDLINE_LINUX 25 &S50 net.ifnames=0 biosdevname=0 ((FE35|5)
grub2-mkconfig -o /boot/grub2/grub.cfg

# I INudevAIRN (REHE!)

cat << 'EOF' > /etc/udev/rules.d/70-persistent-net.rules
SUBSYSTEM=="net",ACTION=="add",DRIVERS=="?*", ATTR{address}=="1E&AM-TMACIHEL", A
TR {type} =="1" KERNEL=="eth*",NAME="eth0"

# reboot
[T =1 i

## Stop NetworkManager
systemctl stop NetworkManager
systemctl disable NetworkManager

## Config Network

vim /etc/sysconfig/network-scripts/ifcfg-ethO
[root@localhost]# vi /etc/sysconfig/network-scripts/ifcfg-ethO
NAME=eth0
DEVICE=eth0
TYPE=Ethernet
ONBOOT=yes
BOOTPROTO=none
DEFROUTE=yes
IPADDR=192.168.1.200
#PREFIX=24
NETMASK=255.255.255.0
GATEWAY=192.168.1.1
IPV4 FAILURE FATAL=no
DNS1=8.844
DNS2=8.8.8.8
IPV6INIT=no
IPV6_AUTOCONF=no
IPV6_DEFROUTE=no
IPV6_PEERDNS=no
IPV6_PEERROUTES=no
IPV6_PRIVACY=no
IPV6_FAILURE _FATAL=no
ARPCHECK=no

## Set DNS

vi /etc/resolv.conf
nameserver 8.8.4.4
nameserver 8.8.8.8

FE: EEM%systemctl restart network 438
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RIERE:

## IRERX

timedatectl status

timedatectl list-timezones | grep Shanghai

timedatectl set-timezone Asia/Shanghai ## In -sf /usr/share/zoneinfo/Asia/Shanghai /etc/loc
ltime

# timedatectl set-timezone UTC ## In -sf /usr/share/zoneinfo/UTC /etc/localtime

# timedatectl set-time "YYYY-MM-DD HH:MM:SS"

# timedatectl set-time "HH:MM:SS"

timedatectl set-ntp yes

## MBS AR

yum install ntp ntpdate -y

# ntpdate cn.pool.ntp.org

ntpdate ntp1.aliyun.com &> /dev/null

echo "*/5 * * * * Jusr/sbin/ntpdate ntp1.aliyun.com &>/dev/null" >> /etc/crontab
hwclock --systohc

date

EeE ulimit:
## ulimit

ulimit -a
ulimit -n 65535

cat << EOF >> /etc/security/limits.conf
* soft nofile 65535

* hard nofile 65535

* soft nproc 65535

* hard nproc 65535

EOF

ulimit -n
SRk ERIA:

ssh-keygen -t rsa -P "
root @ubuntu: ~$ cat id rsa.pub >>/root/.ssh/authorized keys

BeE SSH (RUAMWTIPvAim, XFFIGSSAPIRBHIAULE, XIFIDNSHRYT) :

sed -i s/'#ListenAddress 0.0.0.0'/'ListenAddress 0.0.0.0'/g /etc/ssh/sshd_config
grep ListenAddress /etc/ssh/sshd_config

sed -i s/"GSSAPIAuthentication yes'/'GSSAPIAuthentication no'/g /etc/ssh/sshd _config
grep GSSAPIAuthentication /etc/ssh/sshd_config

sed -i s/"AUseDNS yes"/"UseDNS no"/g /etc/ssh/sshd _config
service sshd restart

EeERERE=Yumi:
cd /etc/yum.repos.d/
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mv CentOS-Base.repo CentOS-Base.repo.bak

curl -o /etc/yum.repos.d/CentOS-Base.repo http://mirrors.aliyun.com/repo/Centos-7.repo
curl -o /etc/yum.repos.d/epel.repo http://mirrors.aliyun.com/repo/epel-7.repo

mv /var/cache/yum /tmp

yum clean all && yum makecache

BRI BERERIR:
yum install -y epel-release

yum install -y yum-utils device-mapper-persistent-data lvm2 net-tools \
conntrack-tools wget vim ntpdate libseccomp libtool-Itdl vim wget \
openssl-devel ntpdate make gcc gcc-c++ cmake pcre pcre-devel \

zlib zlib-devel openssl ncurses-devel net-snmp sysstat Irzsz zip unzip\
tree net-tools Iftp telnet iftop iotop

yum groupinstall -y "Development tools"
XH Swap (AJik, #EKSSFEHIT, BURIRE) !

swapoff -a && sysctl -w vm.swappiness=0
sed -ri '/N [N #]*swap/s@ " @#@' /etc/fstab

Linux RZIRACSE (FIINsTHFk8s%=s)

#IRERRSEH

cat << EOF > /etc/sysctl.d/k8s.conf
net.ipv4.ip_forward = 1
net.bridge.bridge-nf-call-ip6tables = 1
net.bridge.bridge-nf-call-iptables = 1
EOF

modprobe br_netfilter

sysctl -p /etc/sysctl.d/k8s.conf

--EOF--
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