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XBEAranchergfE, BtEli#Eflagger@fR=Sa), Lixistio, kube-prometheus(prometheus ope
ator). helm

¥ gatewayi=iR

apiVersion: networking.istio.io/v1alpha3
kind: Gateway

metadata:

name: flagger-gateway

namespace: flagger

spec:

selector:

istio: ingressgateway

servers:

- hosts:

Tkt
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canary canary

port:

name: http
number: 80
protocol: HTTP

akEflagger

i~DchartsGRE

helm repo add flagger https://flagger.app
EZ8Eflagger, 18xEistio, fgEprometheus

helm upgrade -i flagger flagger/flagger \
--namespace=cattle-prometheus-p-2p8nx \ # prometheusf{EAnamespace
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--set crd.create=true \
--set meshProvider=istio \
--set metricsServer=http://prometheus-operated:9090

podinfofiydeployment, hpaiZif
kubectl apply -f podinfo.yml --namespace=flagger
podinfo.yml

apiVersion: apps/v1
kind: Deployment
metadata:
name: podinfo
labels:
app: podinfo
spec:
minReadySeconds: 5
revisionHistoryLimit: 5
progressDeadlineSeconds: 60
strategy:
rollingUpdate:
maxUnavailable: 1
type: RollingUpdate
selector:
matchLabels:
app: podinfo
template:
metadata:
annotations:
prometheus.io/scrape: "true"

prometheus.io/port: "9797"

labels:

app: podinfo

spec:
containers:
- name: podinfod

image: stefanprodan/podinfo:3.1.0

imagePullPolicy: IfNotPresent

ports:

- name: http
containerPort: 9898
protocol: TCP

- name: http-metrics
containerPort: 9797
protocol: TCP

- name: grpc
containerPort: 9999
protocol: TCP

command:

- ./podinfo

- --port=9898

- --port-metrics=9797

- --grpc-port=9999
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- --grpc-service-name=podinfo

- --level=info
- --random-delay=false
- --random-error=false
livenessProbe:
exec:
command:
- podcli
- check
- http
- localhost:9898/healthz
initialDelaySeconds: 5
timeoutSeconds: 5
readinessProbe:
exec:
command:
- podcli
- check
- http
- localhost:9898/readyz
initialDelaySeconds: 5
timeoutSeconds: 5
resources:
limits:
cpu: 2000m
memory: 512Mi
requests:
cpu: 100m
memory: 64Mi
apiVersion: autoscaling/v2beta’
kind: HorizontalPodAutoscaler
metadata:
name: podinfo
spec:
scaleTargetRef:
apiVersion: apps/v1
kind: Deployment
name: podinfo
minReplicas: 2
maxReplicas: 4
metrics:
- type: Resource
resource:
name: cpu
# scale up if usage is above

# 99% of the requested CPU (100m)

targetAverageUtilization: 99

afEgrafana

Br—istio-canarydEiR, tBAILASHERERS A thgrafanadh
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RED: podinfo-primary.test

Primary: Incoming Reguast Volume Incoming Success Rate Canary: Incaming Request Valums neaming Success Rate

18 ops 100% 11 ops 99.8%

Primary; Reguest Duration Canary; Request Duration

USE: podinfo-primary.test

Primary: CPU Usage by Pad Canary: CPU Usage by Pod

"

Primary: Memory Usage by Pod Canary: Mamory Usage by Pod

helm upgrade -i flagger-grafana flagger/grafana \
--namespace=cattle-prometheus-p-2p8nx \
--set url=http://prometheus-operated:9090

flagger-loadtesterfiideployment, serviceiZiR

kubectl apply -f flagger-loadtester.yml --namespace=flagger

apiVersion: apps/v1
kind: Deployment
metadata:
name: flagger-loadtester
labels:
app: flagger-loadtester
spec:
selector:
matchLabels:
app: flagger-loadtester
template:
metadata:
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labels:
app: flagger-loadtester
annotations:
prometheus.io/scrape: "true"
prometheus.io/port: "8080"
spec:
containers:
- name: loadtester
image: weaveworks/flagger-loadtester:0.11.0
imagePullPolicy: IfNotPresent
ports:
- name: http
containerPort: 8080
command:
- ./loadtester
- -port=8080
- -log-level=info
- -timeout=1h
livenessProbe:
exec:
command:
- wget
- --quiet
- --tries=1
- --timeout=4
- --spider
- http://localhost:8080/healthz
timeoutSeconds: 5
readinessProbe:
exec:
command:
- wget
- --quiet
- --tries=1
- --timeout=4
- --spider
- http://localhost:8080/healthz
timeoutSeconds: 5

resources:
limits:
memory: "512Mi"
cpu: "1000m"
requests:
memory: "32Mi"
cpu: "10m"
securityContext:

readOnlyRootFilesystem: true
runAsUser: 10001

apiVersion: v1

kind: Service

metadata:
name: flagger-loadtester
labels:
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app: flagger-loadtester
spec:
type: ClusterlP
selector:
app: flagger-loadtester
ports:
- name: http
port: 80
protocol: TCP
targetPort: http

podinfofcanaryi&if

rancherhistiofdingressgateway2kiAhttp2iz131380, fEslbiZsiNigA80=>31380
fEhostsHrizNapp.istio.example.comBkgssIbAIfEH T
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nationrules, virtualserviceZs

@& 26 cattle-prometheus-p-2pBnx

[ Art Hat 2l weaveworks/Asgger0 203
Attive yger & ‘
» jrafana-project-monitoring & rancher/grafana-grafana .36 - HiB3Timages
Lo} ¥ e
» rancher/prom-promatheusv2 111 - JH3Timages

® & T Aagger

weaveworks/fagger-Joadiester0 N0

> et fiagger-loadteste &
2 Activi podinfo & LIEF_G.I‘I?I D‘-‘M":‘JO-‘-’IM:Jj e
» Active podinfo-primary & LI'UI;!"pIUdeIIT-'dmr:J j.l-j
HIE appeprometheus
WEZIE- flagger
. . iz apr-fagger-ieadtestar
info-canary iR appepodino
e app=podinic-primary

kubectl apply -f podinfo-canary.yml --namespace=flagger

apiVersion: flagger.app/vi1alpha3
kind: Canary
metadata:
name: podinfo
namespace: flagger
spec:
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# deployment reference
targetRef:
apiVersion: apps/v1
kind: Deployment
name: podinfo
# the maximum time in seconds for the canary deployment
# to make progress before it is rollback (default 600s)
progressDeadlineSeconds: 60
# HPA reference (optional)
autoscalerRef:
apiVersion: autoscaling/v2betat
kind: HorizontalPodAutoscaler
name: podinfo
service:
# service port number
port: 9898
# container port number or name (optional)
targetPort: 9898
# |stio gateways (optional)
gateways:
- mesh
- flagger-gateway
# Istio virtual service host names (optional)
hosts:
- podinfo.flagger
- app.istio.example.com
# Istio traffic policy (optional)
trafficPolicy:
tls:
# use ISTIO_MUTUAL when mTLS is enabled
mode: DISABLE
# |stio retry policy (optional)
retries:
attempts: 3
perTryTimeout: 1s
retryOn: "gateway-error,connect-failure, refused-stream”
canaryAnalysis:
# schedule interval (default 60s)
interval: Tm
# max number of failed metric checks before rollback
threshold: 5
# max traffic percentage routed to canary
# percentage (0-100)
maxWeight: 50
# canary increment step
# percentage (0-100)
stepWeight: 10
metrics:
- name: istio_requests_total
# minimum req success rate (non 5xx responses)
# percentage (0-100)
threshold: 99
interval: 30s
- name: istio_request_duration_seconds_bucket
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# maximum req duration P99
# milliseconds
threshold: 500
interval: 30s
# testing (optional)
webhooks:
- hame: acceptance-test
type: pre-rollout
url: http://flagger-loadtester.flagger/
timeout: 30s
metadata:
type: bash
cmd: "curl -sd 'test' http://podinfo-canary:9898/token | grep token"
- name: load-test
url: http://flagger-loadtester.flagger/
timeout: 5s
metadata:
cmd: "hey -z Tm -q 10 -c 2 http://podinfo-canary.flagger:9898/"
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kubectl -n book set image deployment/podinfo \
podinfod=stefanprodan/podinfo:3.1.1

=e=piaid

watch 'kubectl -n flagger describe canary/podinfo | tail -n 5'
Events:

New revision detected podinfo.flagger

Scaling up podinfo.flagger

Waiting for podinfo.flagger rollout to finish: 0 of 1 updated replicas are available
Advance podinfo.flagger canary weight 5

Advance podinfo.flagger canary weight 10

Advance podinfo.flagger canary weight 15

Advance podinfo.flagger canary weight 20
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Advance podinfo.flagger canary weight 25

Advance podinfo.flagger canary weight 30

Advance podinfo.flagger canary weight 35

Advance podinfo.flagger canary weight 40

Advance podinfo.flagger canary weight 45

Advance podinfo.flagger canary weight 50

Copying podinfo.flagger template spec to podinfo-primary.flagger

Waiting for podinfo-primary.flagger rollout to finish: 1 of 2 updated replicas are available
Promotion completed! Scaling down podinfo.flagger
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apiVersion: flagger.app/v1alpha3
kind: Canary
metadata:
name: podinfo
namespace: flagger
spec:
# deployment reference
targetRef:
apiVersion: apps/v1
kind: Deployment
name: podinfo
# the maximum time in seconds for the canary deployment
# to make progress before it is rollback (default 600s)
progressDeadlineSeconds: 60
# HPA reference (optional)
autoscalerRef:
apiVersion: autoscaling/v2betal
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kind: HorizontalPodAutoscaler
name: podinfo
service:
# container port
port: 9898
# Istio gateways (optional)
gateways:
- flagger-gateway
# Istio virtual service host names (optional)
hosts:
- app.istio.example.com
# Istio traffic policy (optional)
trafficPolicy:
tls:
# use ISTIO_MUTUAL when mTLS is enabled
mode: DISABLE
canaryAnalysis:
# schedule interval (default 60s)
interval: Tm
# total number of iterations
iterations: 10
# max number of failed iterations before rollback
threshold: 2
# canary match condition
match:
- headers:
user-agent:
regex: "~ (?1.*Chrome).*Safari.*"
- headers:
cookie:
regex: "~ (.*?;)?(type=insider)(;.*)?$"
metrics:
- name: request-success-rate
# minimum req success rate (non 5xx responses)
# percentage (0-100)
threshold: 99
interval: Tm
- name: request-duration
# maximum req duration P99
# milliseconds
threshold: 500
interval: 30s
# generate traffic during analysis
webhooks:
- name: load-test
url: http://flagger-loadtester.flagger/
timeout: 5s
metadata:
cmd: "hey -z Tm -q 10 -c 2 -H 'Cookie: type=insider' http://podinfo.flagger:9898/"

BaIEl%
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fEloadtesthififTan<, HERHTTP 50055iRKE]

watch curl http://podinfo-canary:9898/status/500
SERIEIR

watch curl http://podinfo-canary:9898/delay/1

LM ENHEXESLESTRERN, REFIRHERERAEK, SLERARBHI0, FEFR
FRC LY.
S EREFIERIEEWHICR SIKubernetesE4

kubectl -n cattle-prometheus-p-2p8nx logs deployment/flagger -f | jg .msg

Starting canary deployment for podinfo.flagger

Advance podinfo.flagger canary weight 5

Advance podinfo.flagger canary weight 10

Advance podinfo.flagger canary weight 15

Halt podinfo.flagger advancement success rate 69.17% < 99%

Halt podinfo.flagger advancement success rate 61.39% < 99%

Halt podinfo.flagger advancement success rate 55.06% < 99%

Halt podinfo.flagger advancement success rate 47.00% < 99%

Halt podinfo.flagger advancement success rate 37.00% < 99%

Halt podinfo.flagger advancement request duration 1.515s > 500ms
Halt podinfo.flagger advancement request duration 1.600s > 500ms
Halt podinfo.flagger advancement request duration 1.915s > 500ms
Halt podinfo.flagger advancement request duration 2.050s > 500ms
Halt podinfo.flagger advancement request duration 2.515s > 500ms
Rolling back podinfo.flagger failed checks threshold reached 10
Canary failed! Scaling down podinfo.flagger
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