_
i

BT BN ARBHARSSES --EwoMai

{£&: monwon
[R5 https://Id246.com/article/1572762728304
SRR, HEE
el ER-tEESHEE 4.0 EfR (CC BY-SA 4.0)


https://ld246.com
https://ld246.com/member/monwon
https://ld246.com/article/1572762728304
https://ld246.com
https://creativecommons.org/licenses/by-sa/4.0/

ETFEEAN ABHRRE?

e, RERER, FA—1TBRESFANERRLEESLH. —XBARSEME T AR

HR4ARSSEE. EEERRMEE T — W _EFHRAYEMAIRSS S iredmail, extmail, emos, umail &;

F2EMOMA, 18R MANERTE extmail BFEIRSH(ERET, EFEAHAFRIERE extmail EAFEK

HT7—T, XNMNEET PHP B, BEERENEE T, TEI\RHKEMN SR Email fR5SEE

Z%%%Z;J\ag%ﬂai REER@AAE, AR ER, EFLeUiMRIRAISEEITH
; IXFLRIG °

EwoMail &7

EwoMail 287 Linux BOFFRIMAARSS 284K, ST RSMFBRENE G, B— MRERE., &
2. ZEE. RERENHMERRSER, BEMREFHEENER, BE IT BA, FETROMEE
U, [EIRYSZIFERARAOFA AR A= i,

ZeE5I3E:

SERNRBTFRR BRI SEM, JRIEMHRESIFN, RSRENENTRSE, THEEE. X
ETFTLS/SSL (POP3/IMAP/SMTP) HRHEHINIZ, SIFIRSS AR SHMG MK SHOZERIMMENE. 2R
£, ALWREERECIRS SN SENENE (BIEHEEdE)

ERRk<AIt

Postfix: HB4ARSSES
Dovecot: IMAP/POP3/H{4-1ZfiE

Amavisd: REBRFIRFS (RECEMRSSERENKA)
Fail2ban: Y5i=cRRg
LNAMP: apache2.2, nginx1.8, mysql5.5, php5.4
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EwoMail-Admin: WEBHMEEEES
Rainloop: webmail

Pr=b =
BEINGE
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;#

SERFETEME, BERENTRESR, FeeLEREEERapache mysqlfYiiE+, E EEZES
EELIRIAT , WEBIEXERNET.

*% Ea %: *%
1. =IRSSEE (CentOS 6/7 &%)
2.1%% (BNZERER)

=IKEE:
CPU: 1#
WE: 1G
WiEE: 40G

AT HIRANRSRESANATIEREZ, 512MERGBREFEFSEEENFEH

HETE

NginxzAEcE, SSLIEREE

2R thEE
BRHADISAIRGSENEZENE, [RERITRE, BEEUTSE
(]
= [0 . : D W o mes @
- (~ l’;’&’nil slera.cn
=X
Bl

| EHUCH | ICREE | TS | ICRME |
BT
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| mail | A | BUA | IRSSE8IP |

| @ | A| BOA | BRSSEEIP |

| pop3 | CNAME | EKIA | mail.slera.cn |

| pop | CNAME | BRiA | mail.slera.cn |

| imap | CNAME | A | mail.slera.cn |

| smtp | CNAME | ZXiA | mail.slera.cn |

| @ | TXT | BRGIA | v=spf1 include: 48241488192 -all |

| @ | MX | BRIA | mail.slera.cn | 1|

PSSR D EEK ARG 2 Mipittl, dnsauth XA EEHIBssHEBRIRHRARZATAIMLE, ESSLIE

iSRG BEaRIIAEEFSIRIMN. pop3, pop, imapEaRERIY BaIFRiTHIRimaptiy,
T LA RECE.

Elt, SRS, LU THESRET! |

EwoMailZz 3

CentOS 6/7B5X 1
TRRING, RASFARLL TGO , CentOS ZRAZ2EIAFFEBHNEER, TIX%F
EGAFIRYIR O

ImEPRTCPRE
8000, 8010, 443, 8020, 25, 143, 993, 995, 587, 110, 109, 22, 80, 465

WMREFFRNR=RSSE, Tt EmEH iR XS LA_ L O
VRFTFF9EE 18000, 8010, 25, 143
XA XS

systemctl stop firewalld.service #{=1Efirewall
systemctl disable firewalld.service #2% | Hirewal | FFLE5hH

#firewall KA ZFE— Fiptablesikzs
service iptables status

systemctl disable iptables.service
service iptables stop

ARSSEEF RO
NRAKAPTKET LS ORI BB 8

firewall-cmd --zone=public --add-port=80/tcp --permanent

XKAselinux

vi /etc/sysconfig/selinux
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SELINUX=enforcing 25 SELINUX=disabled

# This file controls the state of S5ELinux on the system.

# SELINUX= can take one of these three values:

# enforcing — SELinux security policy is enforced.

# perm1551ve — SELinux prints warnings instead of enforcing.
# n SELinux policy is leaded.

SELINU {(=disabled

# SELINuniTre= can take one of three two values:

# targeted — Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are protected.
# mls — Multi Lewvel Security protection.

SELINUXTYPE=targeted

t&B=swap

WMRREswap, X2EHEwoMaillNBGRsSHEREGD, AR ERITREswapREE&EE
, NEBEIA LT IZE R,

BEswap
free -m

[root@slera conf.d]#
[root@slera conf.d]l#
[root@slera conf.d]# free -m

total used shared buff/cache available
Mem: 1838 966 e 6085 695

Swap: 2847 118
[root@slera conf.dl# [

gliEswapH X (RFEE2G, AALEE)

B2 1GRYswap, FJLURIB(RAVIRSS SSECERARE A/

dd if=/dev/zero of=/mnt/swap bs=1M count=1024
RERID X3

mkswap /mnt/swap

[Bzfiswap

swapon /mnt/swap
REFATEEA swap 9K

BEIBBCUY /etc/fstab FRY swap 17, 0
/mnt/swap swap swap defaults 0 0

e gy g e e g+t e g e

fproc
fsys
debugfs fsys/kernel/debug

fdawvinte

/mntfswap swap 5wa

PAREXMTRFES—T, TSR/ etc/fstablEHEERSHARF A RER

HBFEE=
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EwoMail xS 2AI LA EZ MR FMUREMGHY, BELRIIFE— MMIERIEES.
RN FEFRRYE = Eslera.cn

IREFINE (IARREENR)

EwoMaillE LS LBINMEAIHZBIEmailfdENZ, BIa0: mail.slera.cn
BRI BBRLslera.cn

BEEIRIENG

hostname -f

centos7 fitE&d
BN
hostnamectl set-hostname mail.slera.cn

B34 /etc/hosts , N mail.slera.cn, #Nhostsa AN T (B el LAFRBLE)

" x: .
[root@slera ~]# cat /etc/hosts

127.8.8.1 VM_@_2_centos VM_@_2_centos
127.8.8.1 localheost.localdomain localhost
127.8.8.1 localhostd.localdomaind localhostd
127.8.8.1 118.24.1556.152

127.8.8.1 www.slera.cn

127.8.8.1 slera.cn

127.8.8.1 mail.slera.cn

DI WPI_W_s LEMLOS VPI_W_s£_ LENLON

::1 localhost.localdomain localhost
::1 localhostb.localdomainé localhosté

[root@slera ~1# [}
RE(GiE)
ERELENERLITERE, BEMATRENERGIIAZEE, MAME NESE_ BT — MR
AJLARETe, EAREN 7 NRERBRLEMI T, BRELFHRE, B8 NRERAEZEgith
b tmE, E/MNIMLLSIERESRS.

github MR #EAE https://github.com/gyxuehu/EwoMail

yum -y install git

cd /root

git clone https://github.com/gyxuehu/EwoMail.git

cd /root/EwoMail/install

H#EZMAN—MIETR, AEEFH%, 70 TEAewomail.cn

sh ./start.sh ewomail.cn

"I (FiED)
LIRANBIRFS AN CHERWES, RSB RNRSEENNEIMNE RS 1095 ARER
BX. (FTEroottiR)

FIFF: http://www.ewomail.com/list-11.htm| F NI ZIRENZLZE(T

wget -c http://download.ewomail.com:8282/ewomail-1.05.sh && sh ewomail-1.05.sh slera.cn
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SH LEASERESER, TRERGSHEEERBHNETE (FErootiiR) ;

LAI IR AT RS B shutting down postfix : FAILED, WMISREH TEBHEIM— starting postfix
OK , BRHRIERRY.

T EESEE" Complete installation”
BRI NEUEEEZD

cat /ewomail/config.ini

IBEIRTHRE

B centoshR A BERTELRAITAFRERIER, SHI ewomail-lamp install failed
1E sh ./start.sh xxx.com L&A fEEN0-f

SSENED
sh ./start.sh xxx.com -f

TR ERZGSRE, WREKFNREFAEEH T 2RSS, MERFR AL Sapache mysql,ngi
X IXELRE, BUFHRHITZmSTE.

BANginx ({38 (Httpil¥ + Httpsty)
https MU FRERIBESSUES, MER. BRSEFEAILIBERE, HiSSSUED
vim /ewomail/nginx/conf/nginx.conf

http AN include /ewomail/nginx/conf.d/*.conf;
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#BlJiZ conf.d3Zf43k
mkdir -p /ewomail/nginx/conf.d/

#HHENconf.dBBRET
cd /ewomail/nginx/conf.d/

#8177 HFmail.conf
touch mail.conf

#4834 mail.conf

vim mail.conf

upstream mail{
ip_hash;
server 127.0.0.1:8000 max_fails=3 fail timeout=600s;
server {
listen 80;
server_name slera.cn; #IES48EIFBHYE S
# SRENESLIP
proxy set_header X-Real-IP $remote_addr;
proxy set header REMOTE-HOST $remote addr,
# FREVIEERIESCIp
proxy set_header X-Forwarded-For $proxy add x forwarded for;
proxy_http version 1.1;
#proxy set _header Connection "";
proxy_buffering off;
proxy redirect off;
location / {
proxy pass http://mail;
}

}

#FESEHttpsthiY, EERFESSUFFR, [HiESSLIFH](https://www.slera.cn/articles/2019/11/02/
572624076821.html)

#ssl_certificateflIss|_certificate_key/>BI2IEPBAZFRFIFAESUEZFIRREE! | )

server {
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listen 443 ssl backlog=65535;
#ssl on;
server_tokens off;
server name slera.cn;
#access_log /gs/nginx-logs/teach.access.log;
#proxy set_header Host $host:$server port;
proxy set_header Host $host;
# SREVELSCIP
proxy set header X-Real-IP $remote addr;
proxy set_header REMOTE-HOST $remote addr;
# SREVR BB I ELSCip
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy_http version 1.1;
#proxy set _header Connection "";
proxy buffering off;
# proxy redirect off;
ssl_certificate /ewomail/nginx/crt/slera.cn.pem;#iEHBSHZFR
ssl certlflcate _key /ewomail/nginx/crt/slera.cn.key;#FA$E S4B FR
ssl_session_timeout 5m;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2; HERERX MY S
ssl ciphers ECDHE-RSA-AES128-GCM-SHA256:HIGH:!laNULL:!MD5:!RC4:!DHE;#i5#ZfRiX
EHEE
ssl_prefer_server ciphers on;
location / {
proxy pass http://mail;
}

}

ERFEEIRES

ERRH

ENSEE M NIRAVRRFE SR E Al Fl%0: http://IP:8010
ZHAMKS . admin
0 ewomail123

BEREBIFEIERRMEE, http://IRS328IP:8010/Admin/user
IP
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mFEEEES

slera

543

HRFELNE ETE

NE  TAEM  sebSRER  §m ooz | 3N

&

AR

R [t ] e L3

RRLERENEHAETEZNI, FaEEaRINEEEARRRIS.
SRR R RIR ERIEEAIDNS A REIE R KU ERA .

ERfERFIRE

= uany

ARLZERSENHMMIEERER, EFENEERETFEENEHERERER, —iRER FAEER.

imapflsmtp2EFinkIEcEER.

HRFEFB P EE
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MR PAER  webRER G- 'Q

ERME 171457
R

L L s RN EEWE  Ee R ]

i E L CIFIRIGE) [.L.] L

ETRHMALUEE http://BR5588IP:8010 HTERT .

NG A Y i
ZoiLEIEIRSS =R
1. R EREERE
2. REEERRETHRSHOHIATS

o 25RO 2B EBERIERERE, AREEMRMEMIRO, 465mORAER (465mMOAAZATRIE
%, RBRTER, BEMHEUENEEERIARSS, RENRS GRS HERI25mO,
1THMAAIE, BEAFERIERE, #BRAT 250 CEUHr)

o WNR(RAY25Im O HUETS RBERE 7, BRAIRIAREAIXEBHEISMERIEER.
o {B{RATLAEFR465im & RE =75 IR S5 2sHIERE

BARARSSHAMTUU TS RNREARERIERE, I8 (BREREEEEIRSH/HT)
AT AHBIER, SHIHUTAIA

yum install xinetd telnet telnet-server -y
telnet smtp.qg.com 25

EFEBERT:

HFZ2EER, WER, BRSEARETCP 25mAHSREERE, BMRTEENER ERRIR
eI TCP 25unIEZIMRiblE, FEARIRSEEHIBFE255I8) [ETH250E ME 250 515

PEEAFL A

#BEENFLEDS
free -m

ST

#ZEEvim
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yum install vim -y

HERCSUE (IERBENERMND )

vim /etc/amavisd/amavisd.conf

I set number BIEERITE

BN | BIERT LGRS

KEIARBE38317AA, BERLATHATRIEIN E#/FS

X EERIN EiZ T2

1 ):
16 )}

819 1;

21 $inet_socket_bind = H

22 $signed_header_fields{ } =8
123 $signed_header_fields{ }=1;

24 $originating = 1;

127 dkim_key(

29 gdkim_signature_options_bysender_maps = ({

= {c = [N , ttl == 38243600 },

@bypass_wvirus_checks_maps = (1);

RiG&E FesciE, MINAWqIRF
B (2% EEHIFHRIEDSIER)

vim /usr/lib/systemd/system/amavisd.service
£ Wants=clamd@amavisd.service BIEI_L#52

RS
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W YUNHTIE. L8. 188,15 L

funit]
Description=Amavisd-new is an interface between MTA and content checkers.

Documentation=http://www.ijs.s5i/software/amavisd/#doc
Kfdpmonetusrb o kangad

WANLS=PUS LI LX. 5ErviLeE

E T

Type=forking

User=amavis

Group=amavis

PIDFile=/var/run/amavisd/amavisd.pid
ExecStart=/usr/sbin/amavisd -c /etc/amavisd/amavisd.cenf
ExecReload=/usr/sbin/amavisd -c /etc/amavisd/amavisd.conf reload
Restart=on-

PrivateTmp=true

PrivateDevices=true

CapabilityBoundingSet=

ProtectSystem=full

ProtectHome=true

[Installl
WantedBy=multi-user.target

BN T e SRR SRl R BRI AI KA
systemctl daemon-reload
systemctl stop clamd@amavisd

systemctl disable clamd@amavisd
systemctl restart amavisd

HEFHREER

EwoMail FEBHRTE/ewomail, 1EXNEIESHEFREZER.
HiEED

Fipewomail#iEEE, BXEERESENBRIFTBEEmMYsqIEIEERE
&{p B R/ewomail/mail

HIEIEIR

FTie(RERB EwoMailsHr&i<AIEwoMail, ERTLUAR,
BEDIEIREBZEMYsqlewomailSiERE

BERMHIBZR/ewomail/mail, BERAZE.
WITTERISRS

chown -R vmail:vmail /ewomail/mail
systemctl restart dovecot

apache/nginx
1.05hAFHoA
nginx

BIAGPESOIRL], TFINEDN.
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BJLARIAnginxELEphp-fpmakapache, php-fpmEiAi#E9000, EFNER.

EEEHR: /ewomail/nginx
Balan<:
service nginx start

php-fom/ZahdE<:
service php-fpm start

apache

EjHapachef980ix[, EIRMHMERSSwebmailfREBRFKimA.
ECEHZ: /ewomail/apache

[Baan<e:

service httpd start
SRS

, NTRE, ALK ERRO)
BERiE ewomail JIHRFERIEIRERE

L]

$ERE =5 R -
x® {5268
i_admin EREER
i_admin_log BMEEE
i_admin_menu REx
i_domains HRFEIE
i_mail_config MR AE S
i_quota HRFENKS
i_system_config REfE
i_users HBFENK S 23

SicEhg

Rtz BEETHECHNABMERSSES --EwoMai


https://ld246.com/article/1572762728304

EERBKIALKS: admin
PRAZRS: ewomail123

SICEER

MRZICEEREN, TEHASIEEEN.

BEHIRFEZY

HAIRSBEEHITHS: cat /ewomail/config.ini L&EBAmysql rootfYZH3

[reot@slera ~]# cat /fewomail/confin,ini
domain: slera.cn

mysql-root-password: 2tQgzDbdZ! L]
mysql-ewomail-password: ZopKHkgzpm B |
[root@slera ~1# [

http://BR5328IP:8020 phpmyadmin TaE

TR L - B ol 3 [ e n

......

rama sctive _webmall i
Aidw LR L L) I:"I BEE® A 08 REN-oHRREEN o5 0 HEhE

mit MM S
searm o
L - &
1o vt
e
b TG
b catbony RIMER

i AR TG T HIMDS

21232f297a57aba743894a0e4a801fc3

md5

admin

RS
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1. EXFEENTTERG, ARRBHIEREE.
2, ##, RAKERAHIERS, FRAHSERLZERSEERTR, FUMERRER.
RS =T

service httpd stop
service mysqld stop

rm -rf /ewomail

BEREREEE T NE:

http://doc.ewomail.com
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