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BIMR[EEEE) T —Njava.net.SocketException: Connection resetfjal@, ZEEE—NavaiFa
{#ERAhttpClientiEKizfE—RestfulApiE[, {BiREHREEConnection reset, HTFRBIIHGEE
&, RegBSEEROIIZRHTHIEEIN, AR T IERAISImIIE,

REES

[2019-10-24 14:55:34.390][HttpClientUtils java:797]-doPost &iXPOSTIER HIM S & 15Kk &4 {aa
:bbb,ccc:ddd},url:http://xoocooc.com/xo/xxx, BJEJFP:0.019%), Connection reset java.net.Socket
xception: Connection reset

EEBPEMLREER

BEjdk10J7:E, &M Connection resetiSRHITF /5% java.net.SocketinputStream#read(bytel],
nt, int, int) ,

o lt75iEiEISENE A socketRead-->socketRead0-->NET Read-- > readiZEl S B R K EUE.

o UNERNET ReadF#(unix&4Fe)t&MIConnection resetalBroken pipe, &#litHsun/net/Connectio
ResetException, #ERBEjvmHiH B & SocketException("Connection reset"),

o IFEBN N AMRIRIEHIGERERS.

/**

* Reads into a byte array <i>b</i> at offset <i>off</i>,
* <i>length</i> bytes of data.

* @param b the buffer into which the data is read

* @param off the start offset of the data

* @param length the maximum number of bytes read

* @return the actual number of bytes read, -1 is

* returned when the end of the stream is reached.
* @exception IOException If an 1/O error has occurred.
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*/

public int read(byte b[], int off, int length) throws I0OException {
return read(b, off, length, impl.getTimeout());

}

int read(byte b[], int off, int length, int timeout) throws IOException {
int n;

// EOF already encountered
if (eof) {
return -1;

}

// connection reset
if (impl.isConnectionReset()) {
throw new SocketException("Connection reset");

}

// bounds check
if (length <= 0 || off < 0 || length > b.length - off) {
if (length == 0) {

return O;
}
throw new ArraylndexOutOfBoundsException("length == " + length
+ "off == " + off + " buffer length == " + b.length);

}

boolean gotReset = false;

// acquire file descriptor and do the read
FileDescriptor fd = impl.acquireFD();
try {
// 1BEAsocketReadOBR %Y, MMIZSEFXIEEEUE
n = socketRead(fd, b, off, length, timeout);
if (n > 0) {
return n;
}
} catch (ConnectionResetException rstExc) {
// fN&RsocketReadOffiH ConnectionResetException, IAMNHTIHIR, FEEBEEIX—IXIE
M,

gotReset = true;
} finally {

impl.releaseFD();
}

/*
* We receive a "connection reset" but there may be bytes still
* buffered on the socket
:/Eifﬁiiﬂyﬁ%{’ﬁ
if (gotReset) {
impl.setConnectionResetPending();
impl.acquireFD();
try {
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n = socketRead(fd, b, off, length, timeout);
if (n > 0) {
return n;

} catch (ConnectionResetException rstExc) {
} finally {
impl.releaseFD();
}
}

/*
* If we get here we are at EOF, the socket has been closed,
* or the connection has been reset.
*/
if (impl.isClosedOrPending()) {
throw new SocketException("Socket closed");
}

if (impl.isConnectionResetPending()) {
impl.setConnectionReset();
}
if (impl.isConnectionReset()) {
/] EEHRHEE
throw new SocketException("Connection reset");
}
eof = true;
return -1;

}

o TR AuNixEHAYsocketReadORRE], TTLABWHEXKerrnofYQMIEZLE, JRASHEXIEE:

https://github.com/openjdk/jdk/blob/master/src/java.base/unix/native/libnet/SocketinputStr
am.c

/'k
* Class:  java_net SocketlnputStream
* Method: socketRead0
* Signature: (Ljava/io/FileDescriptor;[BllI)I
*/
JNIEXPORT jint JNICALL
Java java_net_SocketInputStream socketReadO(JNIEnv *env, jobject this,
jobject fdObj, jbyteArray data,
jint off, jint len, jint timeout)
{
char BUF[MAX BUFFER LEN];
char *bufP;
jint fd, nread;

if (IS_ NULL(fdObj)) {

JNU ThrowByName(env, "java/net/SocketException”,

"Socket closed");

return -1;
}
fd = (*env)->GetlntField(env, fdObj, IO _fd fdID);
if (fd == -1) {

JNU ThrowByName(env, "java/net/SocketException”, "Socket closed");
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return -1;

}

/*
* If the read is greater than our stack allocated buffer then
* we allocate from the heap (up to a limit)
*/
if (len > MAX BUFFER_LEN) {
if (len > MAX HEAP_BUFFER LEN) {
len = MAX HEAP BUFFER LEN;
}
bufP = (char *)malloc((size_t)len);
if (bufP == NULL) {
bufP = BUF;
len = MAX BUFFER LEN;
}
} else {
bufP = BUF;
}

if (timeout) {
nread = NET ReadWithTimeout(env, fd, bufP, len, timeout);
if ((*env)->ExceptionCheck(env)) {
if (bufP !'= BUF) {
free(bufP);
}
return nread;
}
} else {
nread = NET Read(fd, bufP, len);
}

if (nread <= 0) {
if (nread < 0) {

switch (errno) {
case ECONNRESET:
case EPIPE:
/* HIHH B ERIERXI R A Connection resetf1Broken pipe
* ECONNRESET  Connection reset (POSIX.1-2001).

* EPIPE Broken pipe (POSIX.1-2001).
* @see http://man7.org/linux/man-pages/man3/errno.3.html
*/

JNU ThrowByName(env, "sun/net/ConnectionResetException”,
"Connection reset");
break;

case EBADF:
JNU _ThrowByName(env, "java/net/SocketException”,

"Socket closed");
break;

case EINTR:

JNU_ThrowByName(env, "java/io/InterruptedlOException”,
"Operation interrupted"”);
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break;
default:
JNU_ThrowByNameWithMessageAndLastError
(env, "java/net/SocketException”, "Read failed");
}
}

} else {
(*env)->SetByteArrayRegion(env, data, off, nread, (jbyte *)bufP);
}

if (bufP != BUF) {
free(bufP);
}

return nread:;

}

java.net.SoecketException: Connection reset HHIRFE

RIEIBMA A& XEZUnderstanding some common SocketExceptions in JAVARgIA, 7EJava
tH#Connnection resetfJRE A4 IsocketfE B R IEHURRTIN IR R RS TRAYEHRE.

e This exception appears when the remote connection is unexpectedly and forcefully closed
ue to various reasons like application crash, system reboot, hard close of remote host. Kernel f
om the remote system sends out a packets with RST bit to the local system. The local socket

n performing any SEND (could be a Keep-alive packet) or RECEIVE operations subsequently fa
| with this error. Certain combinations of linger settings can also result in packets with RST bit
et.

RSTIRX B hIRRIn =
1B (TCP/IPREIRS—: 1Y) , BRHRXER (RST) ATASELUF=RMIER FHM:
1. BIHEH DR R
o SUESEREIAR, BHSERRIEAISY. EITCPERRIRY, BFusRXSYNIEE,

SZimAITCPImER RIS RSTIRIER, IiTFEXI M Socket ApifiJconnectE®Ey, HiHHEE/: Connection
refused

o HINMER: BIziZiEny
2. FEEIT—EE

o IERZRIF—NMNERENAINE—AREFIN, RAEREASIRHEERIEZEA RIEFIN IERE
L NRBEHUEIEERRX.

o FE—MEBXRINEENST:. —ARE—NEMRXE (RST) MAZFINEFIRER—NE
o HITAFMA: —HEAHIGREIEAZANRIESARER, WEIRSTRI—HASBERIACKIRY
. MeXIhzEE, FBENNAEEESN, fHEHEConnection reset by peer,

e Socket Apii@iZ “linger on close” %I (SO LINGER) 12T BELRILEZAYEE
o FIEATLAGKERS®E TCP option SO LINGER (zero) - when it's required
o HIFNER: &RILEZR

3.t FFiER
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o FITIER: MR—HLELXRARSERILERMA—HAANE, XEFTCPERIRAFTEE.
SFEN—DIREREFINRXESRERIRS S FHAR IEEE,

o % REFITEAEFNEE HEREIR, POTEERSH—AHMASENE—He&Lsm
B XNBESEATFEERS—A#E{Treadgwriteld i, RSB 3Connection resetd;Conne
ion reset by peer,

o FR: RE—ABEEXKXTEENMERER, EANER— A REEERMRTPREIANGEE. TC
RIRMEFIBR R RIS LAENL (RST) {EAREIN,

o HTARMRE¥FEE? BZERAM Detection of Half-Open (Dropped) Connections

e application crash SzFEERS

e system reboot RAEF (SN A RSB ARREER)
e hard close of remote host (EFEFHAFEX T (IHES))

e Router crash/reboot 5 HEIE Bk EERERARREVER

o HIFER: N B NEHERT

EMMIEAIE S
IRERSTIRXERLT= AR, SRS R TER,

AR FERIRORYEEFR
EMSR

1. EE— B PikhttpClientisknfl, FAFAiCiTiERestfulApiEAR. REFEFHENSER
fgYJconnection-reset-demo,

/**

* java.net.SocketException : Connection reset JUiXZE Fim
*/

@SpringBootApplication

@RestController

public class ApplicationCenter {

private static final Logger LOGGER = LoggerFactory.getLogger(ApplicationCenter.class);

@Autowired
private RestTemplate restTemplate;

public static void main(String[] args) {
SpringApplication.run(ApplicationCenter.class, args);

@Bean
public RestTemplate restTemplate(RestTemplateBuilder builder){
return builder.build();

}
@RequestMapping(path = "/hello”, produces = MediaType.APPLICATION JSON VALUE)
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public String serverHello(@RequestParam("key")String key) {
HttpHeaders headers = new HttpHeaders();
headers.setContentType(MediaType. APPLICATION FORM_URLENCODED);
MultiValueMap <String, String> map= new LinkedMultiValueMap <> ();
map.add("key", key);
map.add("requestld”, UUID.randomUUID().toString());
map.add("timestamp”, String.valueOf(System.currentTimeMillis()));
HttpEntity <MultiValueMap <String, String>> request = new HttpEntity<>(map, headers);

String value = restTemplate.postForObject("http://www.weiquding.com:8083/hello”, req
est, String.class);
LOGGER.info("receive value:[{}]", value);
return value;
}
}

2. EE— MRS ImRestful ApifRSS L, FERSiREBETEENL, WERTNAEINAE, B8
RizimP X IEEN iR 18083 E 4T,

/**
* java.net.SocketException : Connection reset Jift iR im
*/

@SpringBootApplication
@RestController
public class ApplicationCenter {

private static final Logger LOGGER = LoggerFactory.getLogger(ApplicationCenter.class);

public static void main(String[] args) {
SpringApplication.run(ApplicationCenter.class, args);

@RequestMapping(path = "/hello”, produces = MediaType.APPLICATION JSON VALUE)
public String serverHello(HttpServletRequest request) {
Enumeration<String> headerNames = request.getHeaderNames();
while (headerNames.hasMoreElements()) {
String headerName = headerNames.nextElement();
LOGGER.info("headerName:[{}]==>{}", headerName, request.getHeader(headerName))

}

Enumeration<String> parameterNames = request.getParameterNames();
while (parameterNames.hasMoreElements()){
String parameterName = parameterNames.nextElement();
LOGGER.info("parameterName:[{}]==>{}", parameterName, request.getParameter(par
meterName));
}

return "server hello";

}

3. EE Pt JFFwireshark 34 i3I MAYEHRE S RAYMESZ M, EERSIEas =AML "ip.addr ==
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XXX.XXX.XXX.XXX and tcp.port==8083",
ERERsocket LATRE.

4. BahEFimtERr, AREmRS. FERSERIAGIUAEANEREAhttp://localhost:8082/

ello?key=client

5. fEwiresharkfgPacket Listii, BEEWAZEHIEIEE.

| A g addr=47. 106, 165, |9 and oy port=cia3

Frame 18954: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 8
Ethernet II, Src: Tp-LinkT 9a:di:e@ (dc:fe:18:9a:di:e@), Dst: HonHalPr_af:6a:19 (9@:32:4b:af:6a:19)
Internet Protocol Versien 4, Sec: 47.106.165.1%94, Dst: 192.168.08.182
» Transaission Control Protocol, Src Port: 8883, Dst Port: 18853, Seq: 1, Ack: 1, Len: 8
Source Port: S083
Destination Port: 10853
[Stream index: 26@]
[TCP Segment Len: @]
Sequence number: 1 (relative sequence number)
[Hext sequence number: 1 {relative sequence number)]
Acknowledgaent number: 1 (relative ack number)}
@181 .... = Header Length: 28 bytes {5}
Flags: @8x@14 (RST, ACK)
Window size value: @
[Calculated window size: @]
00 90 32 4b af 6a 19 dc fe 18 9a dl o0 OB 00 45 14 2K f - - -E
O 90 28 6a ea 48 09 33 86 46 97 2F 6a a5 <2 0 ab (@3- F-/i

820 80 66 1 93 2a 65 [ENCENDNG oF 61 <4 41 58 14 ¢ <[EH 2 AP
9970 @0 80 b fa 00 6O

6. FIFFEFinizhle, EEREIHELER.

java.net.ConnectException: Connection refused: connect

at java.base/java.net.DualStackPlainSocketimpl.connectO(Native Method) ~[na:na]

at java.base/java.net.DualStackPlainSocketimpl.socketConnect(DualStackPlainSocketimpl.ja
a:79) ~[na:na]

at java.base/java.net.AbstractPlainSocketimpl.doConnect(AbstractPlainSocketimpl.java:400)
~[na:na]

at java.base/java.net.AbstractPlainSocketimpl.connectToAddress(AbstractPlainSocketImpl.j
va:243) ~[na:na]

at java.base/java.net.AbstractPlainSocketimpl.connect(AbstractPlainSocketimpl java:225) ~[
a:nal

at java.base/java.net.PlainSocketimpl.connect(PlainSocketimpl.java:148) ~[na:na]

at java.base/java.net.Socket.connect(Socket.java:591) ~[na:na]

at java.base/java.net.Socket.connect(Socket.java:540) ~[na:na]

at java.base/sun.net.NetworkClient.doConnect(NetworkClient.java:182) ~[na:na]

at java.base/sun.net.www.http.HttpClient.openServer(HttpClient.java:474) ~[na:na]

at java.base/sun.net.www.http.HttpClient.openServer(HttpClient.java:569) ~[na:na]

at java.base/sun.net.www.http.HttpClient.<init>(HttpClient.java:242) ~[na:na]

at java.base/sun.net.www.http.HttpClient.New(HttpClient.java:341) ~[na:na]

at java.base/sun.net.www.http.HttpClient.New(HttpClient.java:362) ~[na:na]

at java.base/sun.net.www.protocol.http.HttpURLConnection.getNewHttpClient(HttpURLCo
nection.java:1242) ~[na:na]

at java.base/sun.net.www.protocol.http.HttpURLConnection.plainConnectO(HttpURLConnec
ionjava:1181) ~[na:na]

at java.base/sun.net.www.protocol.http.HttpURLConnection.plainConnect(HttpURLConnect
on.java:1075) ~[na:na]
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at java.base/sun.net.www.protocol.http.HttpURLConnection.connect(HttpURLConnection.ja
a:1009) ~[na:na]

at org.springframework.http.client.SimpleBufferingClientHttpRequest.executelnternal(Simpl
BufferingClientHttpRequest.java:76) ~[spring-web-5.2.0.RELEASE.jar:5.2.0.RELEASE]

at org.springframework.http.client.AbstractBufferingClientHttpRequest.executelnternal(Abs
ractBufferingClientHttpRequest.java:48) ~[spring-web-5.2.0.RELEASE jar:5.2.0.RELEASE]

at org.springframework.http.client.AbstractClientHttpRequest.execute(AbstractClientHttpR
quest.java:53) ~[spring-web-5.2.0.RELEASE jar:5.2.0.RELEASE]

at org.springframework.web.client.RestTemplate.doExecute(RestTemplate.java:742) ~[sprin
-web-5.2.0.RELEASE.jar:5.2.0.RELEASE]

at org.springframework.web.client.RestTemplate.execute(RestTemplate.java:677) ~[spring-
eb-5.2.0.RELEASE jar:5.2.0.RELEASE]

at org.springframework.web.client.RestTemplate.postForObject(RestTemplate.java:421) ~[s
ring-web-5.2.0.RELEASE jar:5.2.0.RELEASE]

at com.weiquding.connection.reset.demo.client.ApplicationCenter.serverHello(ApplicationC
nter.java:53) ~[classes/:na]

ba L

1. B EPwiresharkiRRIEURE IR, ERRSRSHAFEREIRE, BIEFmAIESYNAR
R, MERVEE, ERSHETIREmOENT, BTRSTRYER.

2. A ETIRIBAERERAIR, EFimEEEAEEREREAEINative7sf#Econnect0,LAwindow
&, FixAjava.net.DualStackPlainSocketimpl#connect0, XSRzEREPlainSocketimpl#con
ectOg0T:

/*
* Class:  java_net_PlainSocketimpl
* Method: connectO
* Signature: (ILjava/net/InetAddress;l)!
*/
JNIEXPORT jint JNICALL Java_java net PlainSocketimpl _connect0
(JNIEnv *env, jclass clazz, jint fd, jobject iaObj, jint port) {
SOCKETADDRESS sa;
intrv, sa len = 0;
jboolean vdMappedAddress = ipv6_available() ? JNI TRUE : JNI_FALSE;

if (NET _InetAddressToSockaddr(env, iaObj, port, &sa,
&sa_len, vdMappedAddress) != 0) {
return -1;

}

rv = connect(fd, &sa.sa, sa_len);
if (rv == SOCKET _ERROR) {
int err = WSAGetLastError();
if (err == WSAEWOULDBLOCK) {
return java_net PlainSocketimpl WOULDBLOCK;
} else if (err == WSAEADDRNOTAVAIL) {
JNU ThrowByName(env JNU JAVANETPKG "ConnectExceptlon
connect Address is invalid on local machine,"
" or port is not valid on remote machine");
} else {
/*
* HerrnoJWSAECONNREFUSEDRY, FEitH, HHFE: java/net/ConnectException

[FSziERE: java.net.SocketException: Connection reset [RE DT SHFEE
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Connection refused: connect
*{ WSAECONNREFUSED, "ConnectException”, "Connection refused" },
*/
NET ThrowNew(env, err, "connect");

}

// return value not important.

}

return rv;

}

3. IbFhIER T, BEAETCPE IR ASE, HHBEREjava.net.SocketException:Connection re
et,

RS SRS
ENMLE

1. EB— M EPishttpClientiEknfl, FL—E5R.

2. EF— MRS imRestful ApifS RO, FHFRSREPEETELNL, WERX FeEINAE, F5
i TreadBowriteRIERHEIFRIERS AR, BEMRRTmHEKEENAYRC8083BLTTH.

3. e Fimf JFrwiresharkEX 4 IS N AIEFEATIRAIMERIZ T (RS EREAEER M Loopba
k BAERREFEREAFEL) |, AR RSN "ip.addr ==

XXX XXX.XXX.XxX and tcp.port==8083",

FERERXIsocket EATRE.

ERigwriteRhSREFEENER

4. BB writeFHBRIEFREERIER, Ejava.net.SocketOutputStream#socketWriteF5i%fIsocke
Write073: X AR F T — M.

/**
* Writes to the socket with appropriate locking of the
* FileDescriptor.
* @param b the data to be written
* @param off the start offset in the data
* @param len the number of bytes that are written
* @exception IOException If an I/O error has occurred.
*/
private void socketWrite(byte b[], int off, int len) throws IOException {

if (len <= 0| off < 0| len > b.length - off) {
if (len == 0) {
return;

}

throw new ArraylndexOutOfBoundsException("len == " + len
+ " off ==" + off + " buffer length == " + b.length);

}

FileDescriptor fd = impl.acquireFD();
try {

[R5 java.net.SocketException: Connection reset JRR ST SHFZEIL


https://ld246.com/article/1572277642298

[ LA T AR R &
socketWriteO(fd, b, off, len);
} catch (SocketException se) {
/* A SHHFE . java.net.SocketException: Connection reset by peer: socket write er
or
*{BRFE N outflushIFESRBEA=R, BREREEFEFFEEINIRMRNEIEE,.
* RENFEEE: java.net.ConnectException: Connection refused: connect

*
*/
if (se instanceof sun.net.ConnectionResetException) {

impl.setConnectionResetPending();
se = new SocketException("Connection reset");

}
if (impl.isClosedOrPending()) {
throw new SocketException("Socket closed");
} else {
// BEHEZ 4
throw se;
}
} finally {
impl.releaseFD();
}
}

5“)%??(7]%)1'?%&%, BERITRIRSS. FERS BRI IUAER N SEasE A http://localhost:8082/
ello?key=client

6. BEFintEFiaiTEIsocketWriteORY, BXIRSSImiER (ideadh B XN FIRIR) , AEHEN
WLt B IR RE AT ek, W FImRREEErT~EHE  java.net.SocketException: Connection
reset by peer: socket write error, {ERIY, XEHLREESTEDIEE.

7. . fEwiresharkfi§Packet ListmiR, BEEWNG X EHNEUES.

TP REE B mr-s:%e%.gﬂ}@qijﬁj WEY) TEW TAM WEH

imgm BB eneE @ Qe n

=

ET LS

[ [fp. 9d&=27.0.0.1_wnd tcp partmenes

44 §

|+ Erame 56835: 44 bytes on wire (352 bits), 44 bytes captured (352 bits) on inmt
» Null/Loopback
Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.9.8.1
~ Transmission Control Protocel, Src Port: 8883, Dst Port: 21763, Seq: 1, Ack: |
Source Port: 3883
Destination Port: 21763
[Stream index: 118] c
[TCP Segment Len: EE{#S“N;E‘I;%H&%%JFI ﬁﬁ:_%;@‘}é‘gl%

Sequence number: 1 - —{relativé sequenck

[Mext sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
@181 .... = Header Length: 28 bytes (5}

» Flags: 8xB14 (RST, ACK)
Window size value: 8
[Calculated window size: @]

0 B2 20 68 99 45 B 83 J8 4o ec 40 OO 82 85 00 @0 E--( N-@g---
0 7Ff 00 80 91 74 00 22 61 1f 93 55 03 02 fa db cc - -U-
@ 4d 7B ae Bc 50 14 2D 8@ 6d 6c 09 80 M- -P ml

8. yIFFEFiniztle, EEREIERER.

[FSziERE: java.net.SocketException: Connection reset [REDH T SEXfEEI
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java.net.ConnectException: Connection refused: connect

at java.base/java.net.DualStackPlainSocketimpl.connectO(Native Method) ~[na:na]

at java.base/java.net.DualStackPlainSocketimpl.socketConnect(DualStackPlainSocketimpl.ja
a:79) ~[na:na]

at java.base/java.net.AbstractPlainSocketimpl.doConnect(AbstractPlainSocketimpl.java:400)
~[na:na]

at java.base/java.net.AbstractPlainSocketimpl.connectToAddress(AbstractPlainSocketImpl.
va:243) ~[na:na]

at java.base/java.net.AbstractPlainSocketimpl.connect(AbstractPlainSocketimpl.java:225) ~[
a:naj

at java.base/java.net.PlainSocketimpl.connect(PlainSocketimpl.java:148) ~[na:na]

at java.base/java.net.Socket.connect(Socket.java:591) ~[na:na]

at java.base/java.net.Socket.connect(Socket.java:540) ~[na:na]

at java.base/sun.net.NetworkClient.doConnect(NetworkClient.java:182) ~[na:na]

at java.base/sun.net.www.http.HttpClient.openServer(HttpClient.java:474) ~[na:na]

at java.base/sun.net.www.http.HttpClient.openServer(HttpClient.java:569) ~[na:na]

at java.base/sun.net.www.http.HttpClient.<init>(HttpClient.java:242) ~[na:na]

at java.base/sun.net.www.http.HttpClient.New(HttpClient.java:341) ~[na:na]

at java.base/sun.net.www.http.HttpClient.New(HttpClient.java:376) ~[na:na]

at java.base/sun.net.www.protocol.http.HttpURLConnection.setNewClient(HttpURLConnect
on.java:793) ~[na:na]

at java.base/sun.net.www.protocol.http.HttpURLConnection.setNewClient(HttpURLConnect
on.java:781) ~[na:na]

at java.base/sun.net.www.protocol.http.HttpURLConnection.writeRequests(HttpURLConnect
onjava:723) ~[na:na]

at java.base/sun.net.www.protocol.http.HttpURLConnection.getOutputStreamO(HttpURLCo
nection.java:1366) ~[na:na]

at java.base/sun.net.www.protocol.http.HttpURLConnection.getOutputStream(HttpURLCon
ectionjava:1331) ~[na:na]

at org.springframework.http.client.SimpleBufferingClientHttpRequest.executelnternal(Simpl
BufferingClientHttpRequest.java:78) ~[spring-web-5.2.0.RELEASE jar:5.2.0.RELEASE]

at org.springframework.http.client.AbstractBufferingClientHttpRequest.executelnternal(Abs
ractBufferingClientHttpRequest.java:48) ~[spring-web-5.2.0.RELEASE jar:5.2.0.RELEASE]

at org.springframework.http.client.AbstractClientHttpRequest.execute(AbstractClientHttpR
quest.java:53) ~[spring-web-5.2.0.RELEASE jar:5.2.0.RELEASE]

at org.springframework.web.client.RestTemplate.doExecute(RestTemplate.java:742) ~[sprin
-web-5.2.0.RELEASE.jar:5.2.0.RELEASE]

at org.springframework.web.client.RestTemplate.execute(RestTemplate.java:677) ~[spring-
eb-5.2.0.RELEASE jar:5.2.0.RELEASE]

at org.springframework.web.client.RestTemplate.postForObject(RestTemplate.java:421) ~[s
ring-web-5.2.0.RELEASE jar:5.2.0.RELEASE]

at com.weiquding.connection.reset.demo.client.ApplicationCenter.serverHello(ApplicationC
nterjava:53) ~[classes/:na]

ERimwrite BRI FHER TR

1. ZFig{Ejava.net.SocketOutputStream#socketWrite /515 EIF E{E 8 java.net.SocketExcept
on: Connection reset by peer: socket write errorfg, AtAIREHMH?

o F7FFEEE/ PrintStream-->BufferedOutputStream-->SocketOutputStreamf2, out.flus
HRESEA=RsocketWirte, BEREREEREEESIR, B THEHERNIRRIIEER.
SEIRPrintStream.flush()75i&R =RsocketWritelA FAR I EEEEIAMLES.

/**
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* Flushes the stream. This is done by writing any buffered output bytes to
* the underlying output stream and then flushing that stream.
* @see java.io.OutputStream#flush()
*/
public void flush() {
synchronized (this) {

try {
ensureOpen();
//ItEAbiEFEBufferedOutputStream.flush(); BB A SocketOutputStream.socketWrite,
out.flush();

}

catch (IOException x) {
// BEEK, REREIRE,
trouble = true;

}

o S—xiEFsocketWrite /5 LSS,

socketWrite:111, SocketOutputStream (java.net)

write:155, SocketOutputStream (java.net)

flushBuffer:81, BufferedOutputStream (java.io)

flush:142, BufferedOutputStream (java.io)

flush:417, PrintStream (java.io)

print:301, MessageHeader (sun.net.www)

writeRequests:655, HttpClient (sun.net.www.http)

writeRequests:666, HttpClient (sun.net.www.http)

writeRequests:711, HttpURLConnection (sun.net.www.protocol.http)
getOutputStream0:1366, HttpURLConnection (sun.net.www.protocol.http)
getOutputStream:1331, HttpURLConnection (sun.net.www.protocol.http)
executelnternal:78, SimpleBufferingClientHttpRequest (org.springframework.http.client)
executelnternal:48, AbstractBufferingClientHttpRequest (org.springframework.http.client)
execute:53, AbstractClientHttpRequest (org.springframework.http.client)
doExecute:742, RestTemplate (org.springframework.web.client)

execute:677, RestTemplate (org.springframework.web.client)

postForObject:421, RestTemplate (org.springframework.web.client)

serverHello:53, ApplicationCenter (com.weiquding.connection.reset.demo.client)

e HttpClient#writeRequests(sun.net.www.MessageHeader, sun.net.www.http.PosterOutput

tream)f5ik

public void writeRequests(MessageHeader head,
PosterOutputStream pos) throws IOException {
requests = head;
// B —IXEAASocketOutputStream.socketWriteAI AN
requests.print(serverOutput);
poster = pos;
if (poster != null)
poster.writeTo(serverOutput);
// PrintStream.flush, 58 _)XiEFSocketOutputStream.socketWriteAY N[
serverOutput.flush();

o FE_HFSocketOutputStream.socketWritefUtk(E R
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socketWrite:111, SocketOutputStream (java.net)

write:155, SocketOutputStream (java.net)

flushBuffer:81, BufferedOutputStream (java.io)

flush:142, BufferedOutputStream (java.io)

flush:417, PrintStream (java.io)

writeRequests:659, HttpClient (sun.net.www.http)

writeRequests:666, HttpClient (sun.net.www.http)

writeRequests:711, HttpURLConnection (sun.net.www.protocol.http)
getOutputStream0:1366, HttpURLConnection (sun.net.www.protocol.http)
getOutputStream:1331, HttpURLConnection (sun.net.www.protocol.http)
executelnternal:78, SimpleBufferingClientHttpRequest (org.springframework.http.client)
executelnternal:48, AbstractBufferingClientHttpRequest (org.springframework.http.client)
execute:53, AbstractClientHttpRequest (org.springframework.http.client)
doExecute:742, RestTemplate (org.springframework.web.client)

execute:677, RestTemplate (org.springframework.web.client)

postForObject:421, RestTemplate (org.springframework.web.client)

serverHello:53, ApplicationCenter (com.weiquding.connection.reset.demo.client)

e java.io.PrintStream#checkErrorfgik

/**
* Flushes the stream and checks its error state. The internal error state
* is set to {@code true} when the underlying output stream throws an
* {@code IOException} other than {@code InterruptedlOException},
* and when the {@code setError} method is invoked. If an operation
* on the underlying output stream throws an
* {@code InterruptedIOException}, then the {@code PrintStream}
* converts the exception back into an interrupt by doing:
* <pre>{@code
*  Thread.currentThread().interrupt();
*}</pre>
* or the equivalent.
*
* @return {@code true} if and only if this stream has encountered an
* {@code IOException} other than
* {@code InterruptedlOException}, or the
* {@code setError} method has been invoked
*
/
public boolean checkError() {
if (out != null)
// PrintStream.flush, 8= XEFSocketOutputStream.socketWriteAI A\
flush();
if (out instanceof java.io.PrintStream) {
PrintStream ps = (PrintStream) out;
return ps.checkError();
}
//IREIEBRE, trueEHNEEEEPIE,
return trouble;

o F=RXIAASocketOutputStream.socketWritefUtk(EE
socketWrite:111, SocketOutputStream (java.net)

write:155, SocketOutputStream (java.net)
flushBuffer:81, BufferedOutputStream (java.io)
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flush:142, BufferedOutputStream (java.io)

flush:417, PrintStream (java.io)

checkError:471, PrintStream (java.io)

writeRequests:712, HttpURLConnection (sun.net.www.protocol.http)
getOutputStream0:1366, HttpURLConnection (sun.net.www.protocol.http)
getOutputStream:1331, HttpURLConnection (sun.net.www.protocol.http)
executelnternal:78, SimpleBufferingClientHttpRequest (org.springframework.http.client)
executelnternal:48, AbstractBufferingClientHttpRequest (org.springframework.http.client)
execute:53, AbstractClientHttpRequest (org.springframework.http.client)
doExecute:742, RestTemplate (org.springframework.web.client)

execute:677, RestTemplate (org.springframework.web.client)

postForObject:421, RestTemplate (org.springframework.web.client)

serverHello:53, ApplicationCenter (com.weiquding.connection.reset.demo.client)

e sun.net.www.protocol.http.HttpURLConnection#writeRequestsEiE TCPHEZIZ BT

/* adds the standard key/val pairs to reqests if necessary & write to
* given PrintStream
*/
private void writeRequests() throws IOException {
/*
* BEIZIThttpiE K EERRYIBIE
*/

// BIRRAYSocketOutputStream.socketWritel @A
http.writeRequests(requests, poster, streaming());
// B8=RSocketOutputStream.socketWritel@fl, FHHEELEEE
if (ps.checkError()) {
String proxyHost = http.getProxyHostUsed();
int proxyPort = http.getProxyPortUsed();
/] WA FTiERZ
disconnectinternal();
if (failedOnce) {
throw new IOException("Error writing to server");
} else { // try once more
failedOnce=true;
if (proxyHost != null) {
setProxiedClient(url, proxyHost, proxyPort);
} else {
[/ #IT—REEERE, ETSHittjava.net.ConnectException: Connection refused: con
ect
setNewClient (url);
}
ps = (PrintStream) http.getOutputStream();
connected=true;
responses = new MessageHeader();
setRequests=false;
/1 BIEA, LAMEEHH A socketWriteiE A

writeRequests();

——
——

% }é_l: RERSFIAR AT LAB Y, HttpURLConnectionfEQMBwriteRT i TIRIFAOSIEAMER, BIELL
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o NREFXBFEEEE, SZR=E Asocket.
o ZXREXWGE, ZNERER, MFRFHNEEBEAY, BXFRENME.

ERigread i BEEFEEER

1. BiI=E5wirtelf—H, ABRUA. FreadihBEIHEFHERZAIER, 7Ejava.net.SocketinputStre
m#read(byte[], int, int, int)/5i%&RsocketRead 75X AT T— N .,

/**
* Reads into a byte array <i>b</i> at offset <i>off</i>,
* <i>length</i> bytes of data.
* @param b the buffer into which the data is read
* @param off the start offset of the data
* @param length the maximum number of bytes read
* @return the actual number of bytes read, -1 is
* returned when the end of the stream is reached.
* @exception IOException If an 1/O error has occurred.
*/
public int read(byte b[], int off, int length) throws IOException {
return read(b, off, length, impl.getTimeout());

}

int read(byte b[], int off, int length, int timeout) throws IOException {
int n;

// EOF already encountered
if (eof) {

return -1;
}

// connection reset
if (impl.isConnectionReset()) {

throw new SocketException("Connection reset");
}

// bounds check
if (length <=0 || off < 0 || length > b.length - off) {

if (length == 0) {

return O;
}
throw new ArraylndexOutOfBoundsException("length == " + length
+ "off == " + off + " buffer length == " + b.length);

}

boolean gotReset = false;

// acquire file descriptor and do the read
FileDescriptor fd = impl.acquireFD();
try {
/] VAT T 93TlmAt, 175X ERNativeTsiisocketReadO
n = socketRead(fd, b, off, length, timeout);
if (n>0){
return n;
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}

} catch (ConnectionResetException rstExc) {
// #ksun.net.ConnectionResetExceptionEHEEERE, WNIRERGLUERRZIRIER
FXEE
gotReset = true;
} finally {
impl.releaseFD();
}

/*
* We receive a "connection reset" but there may be bytes still
* buffered on the socket
BREHIENETFXEUE
*/
if (gotReset) {
impl.setConnectionResetPending();
impl.acquireFD();
try {
n = socketRead(fd, b, off, length, timeout);
if (n>0){
return n;
}
} catch (ConnectionResetException rstExc) {
} finally {
impl.releaseFD();
}
}

/*
* If we get here we are at EOF, the socket has been closed,
* or the connection has been reset.
*/
if (impl.isClosedOrPending()) {
throw new SocketException("Socket closed");
}

if (impl.isConnectionResetPending()) {
impl.setConnectionReset();
}

if (impl.isConnectionReset()) {

/] NRFRERNEEEE KBTI, HiREHE, #itjava.net.SocketException: Conn
ction reset® &,
throw new SocketException("Connection reset");
}

eof = true;
return -1;

}

2. BihEFintER, BRAEmIRSS. FERSERISNAEASENERRHEIAttp:/localhost:8082/

ello?key=client

3. BAEFimiERE TElsocketReadRd, BXRFBIHIERF (idearthEIEX(EMNFERITT) , REBEHIT
Mt EFIRREFRITRR. WHEFEFEBE: sun.net.ConnectionResetException,

4. TEwiresharkfi§Packet ListtR, BEEWNH X EHEGES.
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£ T Npcap Loopback Adapter

IR RERE) WEN)  PERG) WERIC) SR BHS) RSN TR0 LR WE(H) TQP&-}Eﬂﬁ'm__&#—f—;
dlde DRABSQe=EFT LS EQAA_H a
[ ip. addr=127.0.0.1 and top. port=a083 . i HTT R SR T T CRIRaC Bk o i B FITCRIACK

Ha. ine Sourae

42483 49.873974
47584 49, 875392 a.a, .8.a.
42585 49,.875418 127.8.8.1 127.9.8.1
43736 49.981254 127.8.8.1 127.8.8.1
43737 49,9681317 127.8.8.1 127.8.8.1

23.129819 127.8.8.1 127.8.8.1

127.8.8.1

SR 5 R M = SRS B
HEIN % 2 T B0 9 4 7 7o .9 Conection reset ) A

b

> Frame 45275: 44 bytes on wire (352 bits), 44 bytes captured (352 bits) on interface @
* Hull/Loopback
» Internet Protecel Verslon 4, Src: 137.8.0.1, Dst: 127.8.0.1
~ Transmission Control Protocol, Src Port: 8883, Dst Port: 3221B, Seq: 133, Ack: 328, Len: @
Source Port: B8B83
Destination Port: 32218
[Stream index: 81]
[TCP Segment Len: @]
Sequence number: 133 (relative sequence number)

[Next sequence number: 133 (relative sequence number)}]
Acknowledgment number: 328 {relative ack number)
81081 .... = Header Length: 28 bytes (5)

> Flags: ©x@14 (RST, ACK)
Window size value: 8
[Calculated window size: @]

0900 B2 B0 00 00 45 60 00 28 27 33 A6 0O BR G MO BR - E--( 3@
0ElE 7F 00 9B 81 7F 60 B0 01 1f 93 7d da f4 F4 66 09 .- .- -} -t
0928 95 27 @b 76 50 14 90 08 19 45 00 e " R A

5. TEFiniEHEe, BEERENERESR.

java.net.SocketException: Connection reset

at java.base/java.net.SocketIinputStream.read(SocketinputStream.java:210) ~[na:na]

at java.base/java.net.SocketIinputStream.read(SocketinputStream.java:141) ~[na:na]

at java.base/java.io.BufferedinputStream. fill(BufferedIlnputStream.java:252) ~[na:na]

at java.base/java.io.BufferedinputStream.read1(BufferedinputStream.java:292) ~[na:na]

at java.base/java.io.BufferedIinputStream.read(BufferedinputStream.java:351) ~[na:na]

at java.base/sun.net.www.http.HttpClient.parseHTTPHeader(HttpClient.java:746) ~[na:na]

at java.base/sun.net.www.http.HttpClient.parseHTTP(HttpClient.java:689) ~[na:na]

at java.base/sun.net.www.protocol.http.HttpURLConnection.getinputStreamO(HttpURLCon
ection.java:1604) ~[na:na]

at java.base/sun.net.www.protocol.http.HttpURLConnection.getinputStream(HttpURLConne
tionjava:1509) ~[na:na]

at java.base/java.net.HttpURLConnection.getResponseCode(HttpURLConnection.java:527) ~
na:naj

at org.springframework.http.client.SimpleClientHttpResponse.getRawStatusCode(SimpleCli
ntHttpResponse.java:55) ~[spring-web-5.2.0.RELEASE.jar:5.2.0.RELEASE]

at org.springframework.web.client.DefaultResponseErrorHandler.hasError(DefaultResponse
rrorHandler.java:55) ~[spring-web-5.2.0.RELEASE jar:5.2.0.RELEASE]

at org.springframework.web.client.RestTemplate.handleResponse(RestTemplate.java:773) ~
spring-web-5.2.0.RELEASE jar:5.2.0.RELEASE]

at org.springframework.web.client.RestTemplate.doExecute(RestTemplate.java:743) ~[sprin
-web-5.2.0.RELEASE jar:5.2.0.RELEASE]

at org.springframework.web.client.RestTemplate.execute(RestTemplate.java:677) ~[spring-
eb-5.2.0.RELEASE jar:5.2.0.RELEASE]

at org.springframework.web.client.RestTemplate.postForObject(RestTemplate.java:421) ~[s
ring-web-5.2.0.RELEASE jar:5.2.0.RELEASE]

at com.weiquding.connection.reset.demo.client.ApplicationCenter.serverHello(ApplicationC
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nterjava:53) ~[classes/:na]

ERimread FHBEIFFER BRSO T

1. readF=4Connection resetEEEE— R {TsocketReadAT RSB iHE LM T RSTIRER.

2. MSocketinputStream.read75iERVIRIBH, AILMERERERESZHHT IXEL, EETH
.

FREEIE—1NEE
EMSE

1. BT 86K tomcatE S HEIRE Socket5#4SO LINGERHITT, B—XdSocketZFimfIARSSim
AL BT .
2. B—"\Socket=Z i, m~HHLIEINSEEZREIEIconnetion-reset-demo,

@RequestMapping(path = "/socket", produces = MediaType.APPLICATION JSON VALUE)
public String connectSocket(@RequestParam("key")String key) {
Socket socket = null;
InputStream inputStream = null;
OutputStream outputStream = null;
try {
socket = new Socket();
socket.connect(new InetSocketAddress("127.0.0.1", 8084));
outputStream = socket.getOutputStream();
outputStream.write(key.getBytes(StandardCharsets.UTF_8));
inputStream = socket.getInputStream();
byte[] rcvBytes = new byte[1024];
inputStream.read(rcvBytes);
return new String(rcvBytes, StandardCharsets.UTF_8);
}catch (IOException e){
LOGGER.error("socketiBE7E", e);
Hinally {
if(outputStream != null){
try {
outputStream.close();
}catch (IOException e){
LOGGER .error("[HoutputStream&F&E", e);

}
}
if(inputStream != null){
try {
inputStream.close();
}catch (IOException e){
LOGGER.error("X[AinputStreamF&E", e);
}
}
if(socket = null){
try {
socket.close();
} catch (IOException e) {
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LOGGER.error("xFsocketFE", e);
}
}
} nn

return "%,

}
}

3. E—ServerSocketfrZim,iRESO_LINGERSE]

public class EchoServer {

private static final Logger LOGGER = LoggerFactory.getLogger(EchoServer.class);

public static void main(String[] args) {
try(ServerSocket serverSocket = new ServerSocket(8084)) {
while(true){
Socket accept = serverSocket.accept();
new Thread(new ThreadHandler(accept)).start();

}
} catch (IOException e) {
LOGGER.error("serverSocket®=E", e);
}
}

static class ThreadHandler implements Runnable{
private Socket socket;

public ThreadHandler(Socket socket){
this.socket = socket;

}

@Override
public void run() {

InputStream inputStream = null;

OutputStream outputStream = null;

try {
// IZE&SO _LINGER
socket.setSoLinger(true, 0);
inputStream = socket.getInputStream();
byte[] rcvBytes = new byte[1024];
inputStream.read(rcvBytes);
LOGGER.info("receive data:[{}]", new String(rcvBytes, StandardCharsets.UTF_8));
outputStream = socket.getOutputStream();
outputStream.write("server socket".getBytes(StandardCharsets.UTF _8));
socket.close();

} catch (IOException e) {
LOGGER.error("4:socket®RE", e);

Hinally {
if(inputStream != null){

try {
inputStream.close();
}catch (IOException e){
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LOGGER.error("XffinputStreamF&E", e);

}
}
if(outputStream != null){
try {
outputStream.close();
}catch (IOException e){
LOGGER.error("x[#outputStreamEFE", e);
}

}

try {
socket.close();

} catch (IOException e) {
LOGGER.error("k[FlsocketFE", e);
}
}

}
}
}

4. [BEIRSS i T T

5. &Pt JFFwireshark {4, G N AYEGE S IRAYM 4512 ] (ltl.’.EI]‘L?:FZIKﬂi’,IEIH\Mf%T%D Loopba
kB ERREFIEEARFEIN) |, R IE=A AN ip.addr =

XXX XXX.XXX.XXX and tcp.por ==8084",

BERE RN socket LATRE,

6. BohZEFin, BidERAttp://localhost:8082/socket?key=client, =4 RS imsocketi@(E.
7. fEwiresharkfyPacket ListEtR, BEWGAZEHIEIEE], @ Fows nowp loopback adaprer

R WEE) WEN  RSNG) MEIC SEe) RS EE0 oo TAM ll-:;.,_} ]
'S TRE QesET AR EAQAH
(Wi addr=127.0.0.1 and tep gor

6134 15.315328 .a.a. .B.8.
6146 15.315865 127.8.8.1 127.08.8.1
6148 15.315884 127.8.8.1 127.8.8.1
13498 33,768597 127.8.0.1 127.8.8.1
13451 33.768635

8. I EFinizhle, EEREIHERER.

java.net.SocketException: Connection reset

at java.base/java.net.SocketInputStream.read(SocketIinputStream.java:210) ~[na:na]

at java.base/java.net.SocketIinputStream.read(SocketinputStream.java:141) ~[na:na]

at java.base/java.net.SocketIinputStream.read(SocketinputStream.java:127) ~[na:na]

at com.weiquding.connection.reset.demo.client.ApplicationCenter.connectSocket(Applicati
nCenter.java:82) ~[classes/:na]

ba L

1. BRSS5imiRE 7 SO_LINGER KIIHERSAFINIRXER, MRARSTIRIE.

2. EFIREILERSTHIRER, B TSocketinputStream.read, 1&#liHjava.net.SocketException: C
nnection reset,
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BEREIER5 3R
1. 33F "BAFENRONEERSK" ER.
o NREEFmEIR, TiEMER,
o HEBRALMERERS mELH, ZHinlEREREIRE, BSTAML.
2. 33F "tENFFEE" BN,
" o JLMERAHUPEER, B RKERERTERSHAESFESEFTERIE, BXSMEE
Eo

o ZFImIRMHHUtpIERS, B MNERERRKERARERGENE, MNERSER, RDE
BIEERYIHFE, RIERBRANERARIERIRN, BRBERHTIRIR.

o IRMRFZImABTR—LH, HREHMNAREEESSEFFER, WEQUINBEFEEEA
. PINEERRSHSLOIEE, A ESFimERERRE.
3. T "BEAZRL—NEER" BIER.

o IRBIHAEIRESocketZ#{SO_LINGER, HUTIEFERUERZLZILAIE, RIEZAIRIENSEE
EFimAIE,

SETZH

1. Setting the SO_LINGER Option

2. TCP option SO_LINGER (zero) - when it's required

3. What's causing my java.net.SocketException: Connection reset?
4. java.net.SocketException: Connection reset

5. Understanding some common SocketExceptions in JAVA

6. TomcatficEapi

7. TCP/IPi¥fi%E— P187 BREHIE— &R

8. HTTPHELiERS P100 Keep-AliveFIMI{IE

9. ItENMMEE (BIRMTIIIE) P170 TCPIEZER

10. Wireshark#dEB oHr3Ldk P117 TCP &

11. TIME_WAIT and its design implications for protocols and scalable client server systems
12. connection-reset-demo RfIfERitEit

13. Detection of Half-Open (Dropped) Connections
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