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<h2 id="—-#&HE">—, HESHE</h2>
<table>

<thead>

<tr>

<th>f&RF</th>

<th>0S</th>

<th>IP</th>

</tr>

</thead>

<tbody>

<tr>

<td>prometheus&amp; grafana server</td>

<td>centos 7.6</td>

<td>192.168.66.52</td>

</tr>

<tr>

<td>prometheus node</td>

<td>centos 7.6</td>

<td>192.168.66.53 </td>

</tr>

</tbody>

</table>

<h2 id="_-#BZprometheus">_. #BE prometheus</h2>

<p>7E prometheus&amp; grafana server 5 mERE prometheus fg5. </p>

<h3 id="1--T#-ZpB"> 1. TEH&amp;EEE </h3>

<ul>

<li>TF#;, EM: <a href="https://Id246.com/forward?goto=https%3A%2F%2Fprometheus.io
2F" target="_blank" rel="nofollow ugc">https://prometheus.io/</a> </li>

</ul>

<pre><code class="highlight-chroma" > <span class="highlight-line" > <span class="highlight
cl">[root@prometheus ~]# mkdir /soft

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~]# cd /soft/

</span></span><span class="highlight-line"> <span class="highlight-cl">

</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@prometheu
soft]# wget https://github.com/prometheus/prometheus/releases/download/v2.12.0/promet
eus-2.12.0.linux-amd64.tar.gz

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"># Z8ZZl/usr/local
BHx

</span></span><span class="highlight-line"> <span class="highlight-cl|"># promethus4H
&k, MERBRPERENGSENE

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
soft]# tar -zxvf prometheus-2.12.0.linux-amd64.tar.gz -C /usr/local/

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
soft]# cd /usr/local/

</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@prometheu
local]# mv prometheus-2.12.0.linux-amd64 prometheus

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"># 3&iF
</span></span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
local]# cd prometheus/

</span></span> <span class="highlight-line" > <span class="highlight-cl">[root@prometheu
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prometheus]# ./prometheus --version

</span></span></code></pre>

<blockquote>

<p><img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https:

/b3logfile.com/file/2019/10/image-cce81448.png?imageView2/2/interlace/1/format/jpg"> </
>

</blockquote>

<h3id="2--REMAF">2. REMAF </h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight

cI"># FMAF, FHRLKSEMIRS

</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@prometheu
prometheus]# groupadd prometheus

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
prometheus]# useradd -g prometheus -s /sbin/nologin prometheus
</span></span><span class="highlight-line"> <span class="highlight-cl"
</span></span><span class="highlight-line"> <span class="highlight-cl"># TH{
</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@prometheu
prometheus]# cd ~

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~]# chown -R prometheus:prometheus /usr/local/prometheus/
</span></span><span class="highlight-line"> <span class="highlight-cl"
</span></span><span class="highlight-line"> <span class="highlight-cl"># lZ#Zprometheu

ETEIRER

</span></span><span class="highlight-line" > <span class="highlight-cl">[root@prometheu
~]# mkdir -p /var/lib/prometheus

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~]# chown -R prometheus:prometheus /var/lib/prometheus/

</span></span></code> </pre>

<h3id="3--REFHEsN">3. REFHSah</h3>

<pre><code class="highlight-chroma" > <span class="highlight-line" > <span class="highlight

cl">[root@prometheus ~]# vim /etc/systemd/system/prometheus.service
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">[Unit]
</span></span><span class="highlight-line"> <span class="highlight-cl">Description=Pro

etheus

</span> </span><span class="highlight-line"> <span class="highlight-cl">Documentation=h

tps://prometheus.io/

</span></span><span class="highlight-line"> <span class="highlight-cl">After=network.tar

et

</span></span><span class="highlight-line"> <span class="highlight-cl"
</span></span><span class="highlight-line"> <span class="highlight-cl">[Service]
</span></span> <span class="highlight-line"> <span class="highlight-cl"># Typei&&Anotif

i, IRSEFHER

</span></span><span class="highlight-line"> <span class="highlight-cl">Type=simple
</span></span><span class="highlight-line"> <span class="highlight-cl">User=prometheus
</span></span><span class="highlight-line"> <span class="highlight-cl"># --storage.tsdb.p

th2aiA, BASHEEREEITERA./dadaBRF

</span></span> <span class="highlight-line"> <span class="highlight-cl">ExecStart=/usr/lo

al/prometheus/prometheus --config.file=/usr/local/prometheus/prometheus.yml --storage.ts
b.path=/var/lib/prometheus

</span></span><span class="highlight-line"> <span class="highlight-cl">Restart=on-failure
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">[Install]
</span></span> <span class="highlight-line" > <span class="highlight-cl">WantedBy=multi-

\%

\%

\Y
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ser.target

</span></span></code></pre>

<ul>

<li>REFHFEan</li>

</ul>

<pre><code class="highlight-chroma"> <span class="highlight-line" > <span class="highlight

cl">[root@prometheus ~]# systemctl daemon-reload

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~]# systemctl enable Prometheus

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~]# systemctl start prometheus

</span></span></code> </pre>

<h3 id="4--i&&iptablesgFirewalld">4. i&& iptables & Firewalld</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight

cl">[root@prometheus ~]# vim /etc/sysconfig/iptables

</span></span><span class="highlight-line"> <span class="highlight-cl">-A INPUT -p tcp
m state --state NEW -m tcp --dport 9090 -j ACCEPT
</span></span><span class="highlight-line"> <span class="highlight-cl"
</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~]# service iptables restart

</span></span><span class="highlight-line"> <span class="highlight-cl"
</span> </span> <span class="highlight-line" > <span class="highlight-cl"># centos72RAFF/5

irewalld

</span></span> <span class="highlight-line"> <span class="highlight-cl">2&%& BaiF %

\%

\%

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~]# firewall-cmd --zone=public --list-ports

</span></span><span class="highlight-line"> <span class="highlight-cl"
</span></span> <span class="highlight-line" > <span class="highlight-cl" > FA£9090im[]
</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~1# firewall-cmd --permanent --zone=public --add-port=9090/tcp  #5KX A7
</span></span><span class="highlight-line"> <span class="highlight-cl">

</span> </span><span class="highlight-line"> <span class="highlight-cl" > SEELRINI4EZ]
</span></span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~]# firewall-cmd --reload

</span></span></code> </pre>

<h3 id="5--FEFIIUE" > 5. FEhFIRUE</h3>

<h4 id="1-BEBRSNKE">1) BERSIKE</h4>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@prometheus ~]# systemctl status prometheus

</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~]# ss -tunlp | grep 9090

</span></span></code></pre>

<h4 id="2-web-ui">2) web ui</h4>

<blockquote>

<p>Prometheus BHAEHEM Ul, <a href="https://|d246.com/forward?goto=http%3A%2F%
F192.168.66.52%3A9090" target="_blank" rel="nofollow ugc">http://192.168.66.52</a> <br>
<img src="https://ld246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-29d09f7a.png?imageView2/2/interlace/1/format/jpg" > </p>
</blockquote>

<blockquote>

<p>7E Status 3BT, Configuration, Rule, Targets &, <br>

Statu--&gt;Configuration 7= prometheus.yml B9ECE, a0F: <br>

<img src="https://ld246.com/images/img-loading.svg" alt="image.png" data-src="https://b3

\Y
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ogfile.com/file/2019/10/image-691dc50e.png?imageView2/2/interlace/1/format/jpg" > <br>
<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-838a45e8.png?imageView2/2/interlace/1/format/jpg" > </p>
</blockquote>

<blockquote>

<p>Statu--&gt;Targets EREEEANEEER, XBHEZEBIR linux"ERKIZE node_exporter
>k scrape #4E, WT: <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-288445fd.png?imageView2/2/interlace/1/format/jpg"> </p>
</blockquote>

<h3 id="7--&">7. 5E </h3>

<ul>

<li>

<p>ifla): <a href="https://Id246.com/forward?goto=http%3A%2F%2F192.168.66.52%3A909
" target="_blank" rel="nofollow ugc">http://192.168.66.52</a>/metrics, ZEM exporter &
BEMBIRVEEE, . <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-77d1309c.png?imageView2/2/interlace/1/format/jpg" > </p>
</li>

<li>

<p>ifla): <a href="https://|d246.com/forward?goto=http%3A%2F%2F192.168.66.52%3A909
" target="_blank" rel="nofollow ugc">http://192.168.66.52</a>, TEINEPEEEA 1 1 exp
rter BEMEN{SME, mdi"Execute"5"Execute"iktH, BIeJERAMENEGENER,, BRIEIXIEHES uni
%, Wr: <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-d7937b9b.png?imageView2/2/interlace/1/format/jpg" > </p>
</li>

</ul>

<h2 id="=-#B&node-exporter">=. #BE node exporter</h2>

<ul>

<li>Node_exporter IS SRR FEIE, XERF prometheus BE/51R4AY exporter, [ node
xporter 4, BFFERM consul, memcached, haproxy, mysqld & exporter, E{AA/EEEN
<br>

XEB7E prometheus node TTREfEEXIRS. </Ii>

</ul>

<h3 id="1--T&-2&-"> 1. F&FH&amp;ZEE </h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl"># &

</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@node1 ~]#
d /soft

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node1 soft
# wget https://github.com/prometheus/node_exporter/releases/download/v0.15.1/node_exp
rter-0.18.1.linux-amd64.tar.gz

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"># &
</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@node1 soft
# tar -zxvf node_exporter-0.18.1.linux-amd64.tar.gz -C /usr/local/

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node1 soft
# cd /usr/local

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@node1 local
# mv node_exporter-0.18.1.linux-amd64 node_exporter

</span></span></code> </pre>

<h3id="2--1RBRAF-">2. REMBF</h3>

<pre><code class="highlight-chroma" > <span class="highlight-line" > <span class="highlight
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cl">[root@node1 ~]# groupadd prometheus

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node1 ~]#
useradd -g prometheus -s /sbin/nologin prometheus

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node1 ~]#
hown -R prometheus:prometheus /usr/local/node_exporter/

</span></span></code> </pre>

<h3 id="3--REFHZa0-" > 3. REFHEN</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@node1 ~]# vim /etc/systemd/system/node_exporter.service
</span></span><span class="highlight-line"> <span class="highlight-cl">[Unit]
</span></span> <span class="highlight-line"> <span class="highlight-cl">Description=node
exporter

</span></span><span class="highlight-line"> <span class="highlight-cl">Documentation=h
tps://prometheus.io/

</span></span><span class="highlight-line"> <span class="highlight-cl">After=network.tar
et

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">[Service]
</span></span><span class="highlight-line"> <span class="highlight-cl">Type=simple
</span></span><span class="highlight-line"> <span class="highlight-cl">User=prometheus
</span></span><span class="highlight-line"> <span class="highlight-cl">ExecStart=/usr/lo
al/node_exporter/node _exporter

</span></span><span class="highlight-line"> <span class="highlight-cl">Restart=on-failure
</span></span><span class="highlight-line"><span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">[Install]
</span></span><span class="highlight-line"> <span class="highlight-cl">WantedBy=multi-
ser.target

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl|">

</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@node1 ~]#
ystemctl daemon-reload

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@node1 ~]#
ystemctl enable node exporter

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node1 ~]#
ystemctl start node_exporter

</span></span></code> </pre>

<h3 id="4--i&&iptablesgFirewalld-">4. iZ& iptables 8 Firewalld</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl"># BFAnode_exporterZEiIA{#EFE9100iw M

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node1 ~]#
im /etc/sysconfig/iptables

</span></span> <span class="highlight-line"> <span class="highlight-cl">-A INPUT -p tcp
m state --state NEW -m tcp --dport 9100 -j ACCEPT

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node1 ~]#
ervice iptables restart

</span></span><span class="highlight-line"> <span class="highlight-cl|">

</span></span> <span class="highlight-line"> <span class="highlight-cl"># centos7ZAFF/S
irewalld

</span> </span><span class="highlight-line"> <span class="highlight-cl" >&Z& B e

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node1 ~]#

irewall-cmd --zone=public --list-ports
</span></span><span class="highlight-line"><span class="highlight-cl">
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</span></span><span class="highlight-line" > <span class="highlight-cl">F5%9100imx[]
</span></span><span class="highlight-line"><span class="highlight-cl">[root@node1 ~]#
irewall-cmd --permanent --zone=public --add-port=9100/tcp  #XAiAI0

</span></span><span class="highlight-line"
</span></span><span class="highlight-line"
</span></span><span class="highlight-line"

irewall-cmd --reload

</span></span><span class="highlight-line"
</span></span><span class="highlight-line"
</span></span><span class="highlight-line"

irewall-cmd --zone=public --list-ports
</span></span><span class=
</span></span><span class=
</span></span><span class=
ystemctl status node_exporter
</span></span><span class=
ss -tnlp | grep 9100

</span></span></code> </pre>

"highlight-line"
"highlight-line"
"highlight-line"

"highlight-line"

><span class="highlight-cl

<h3 id="5--PrometheusiZfiZFE#1">5. Prometheus FHINzFEH</h3>
<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@prometheus ~]# vim /usr/local/prometheus/prometheus.yml

</span></span><span class="highlight-line

EXARANAEE, BE/FMEtRIetiR
</span></span><span class="highlight-line
prometheus]# vim prometheus.yml

</span></span><span class="highlight-line"
</span></span><span class="highlight-line"
</span></span><span class="highlight-line"

15s # i EHE (pulDASENEIFR, BRMARTm

</span></span><span class="highlight-line"

al: 15s # ig&rulesiHEATEIEE, EHARTm

</span></span><span class="highlight-line"

is set to the global default (10s).
</span></span><span class="
</span></span><span class="
REF, FARE
</span></span><span class="
</span></span><span class="
</span></span><span class="
</span></span><span class="
</span></span><span class="
er:9093
</span></span><span class="
</span></span><span class="

IRERIREEPRERNT, EARER, FARE

</span></span><span class="highlight-line"
</span></span><span class="highlight-line"

</span></span><span class="highlight-line"

yml"

</span></span><span class="highlight-line"
</span></span><span class="highlight-line"

EHERECE

</span></span><span class="highlight-line"

highlight-line"
highlight-line"

highlight-line"
highlight-line"
highlight-line"
highlight-line"
highlight-line"

highlight-line"
highlight-line"

"><span class="

"><span class="highlight-cl"
><span class="highlight-cl"
><span class="highlight-cl"
><span class="highlight-cl”

><span class="

><span class="highlight-cl”
> <span class="highlight-cl
> <span class="highlight-cl
><span class="highlight-cl"
><span class="highlight-cl
><span class="highlight-cl
> <span class="highlight-cl"
> <span class="highlight-cl
> <span class="highlight-cl

highlight-cl”

highlight-cl”

><span class="highlight-cl"
><span class="highlight-cl”
><span class="highlight-cl"
><span class="highlight-c|"
><span class="highlight-cl"
><span class="highlight-cl"
><span class="highlight-cl”
><span class="highlight-cl"
><span class="highlight-c|"
><span class="highlight-cl"
><span class="highlight-cl”
><span class="highlight-cl"

><span class="highlight-c|"
><span class="highlight-cl"
><span class="highlight-cl”
> <span class="highlight-cl"

>
"> (FELHINIAERY
">[root@nodel ~]#

>

">ERERIRN
">[root@nodel ~]#
>

"> #IE BRSNS
">[root@nodel ~]#

">[root@nodel ~]#

># [HERIIE, FE
>[root@prometheu

># £BEE
>global:
> scrape_interval:

> evaluation_inter
> # scrape_timeout

>
># SEEHRCE,

>alerting:

> alertmanagers:

- static_configs:
- targets:

>
>
> # - alertmana

>

># fnErules, FHiR

>rule files:
> # - "first_rules.ym

> # - "second rules

>
># YME (pull), EP
># BIARBENA
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ESESE A=

</span></span><span class="highlight-line"> <span class="highlight-cl">scrape_configs:
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"> - job_name: 'pr
metheus'

</span></span> <span class="highlight-line"> <span class="highlight-cl"> # metrics_path
efaults to '/metrics’

</span></span><span class="highlight-line"> <span class="highlight-cl"> # scheme defau

ts to 'http'.
</span></span> <span class="highlight-line"> <span class="highlight-cl"> static_configs:
</span></span><span class="highlight-line"> <span class="highlight-cl"> - targets: ['lo

alhost:9090']

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">- job_name: 'linux’
</span></span><span class="highlight-line"> <span class="highlight-cl">  static_configs:
</span></span><span class="highlight-line"> <span class="highlight-c|"> - targets: ['192
168.66.53:9100']  ##EisiRIRSS=Sip

</span></span><span class="highlight-line"><span class="highlight-cl|"> labels:
</span></span><span class="highlight-line"> <span class="highlight-cl"> instance: n
de1

</span> </span><span class="highlight-line"> <span class="highlight-cl"># Yi=H#izdlabel
XEBENEEERRE— P metric, MARIERISEEEN, JUERRSEETRS M aizE8iR) |, M
BREEFYIRPERILLabel

</span></span></code> </pre>

<ul>

<li>F&: job_name EMHIBAEZWIRARERR <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-47befb9b.png?imageView2/2/interlace/1/format/jpg" > </li>
</ul>

<pre><code class="highlight-chroma" > <span class="highlight-line" > <span class="highlight
cl">#8Fprometheusfgs%

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~]# systemctl restart prometheus

</span></span></code> </pre>

<h3 id="6-I&iF">6, &iF</h3>

<ul>

<li>ipiE: <a href="https://Id246.com/forward?goto=http%3A%2F%2F192.168.66.52%3A909
" target="_blank" rel="nofollow ugc">http://192.168.66.52</a>, A nodel EHERA#K A
, W <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-2eac3ee7.png?imageView2/2/interlace/1/format/jpg" > </Ii>
</ul>

<h2 id="p0-&B&Egrafana" >y, EFE grafana</h2>

<ul>

<li>7E prometheus&amp; grafana server T mafE grafana R$. </li>

</ul>

<h3 id="1--T&-%%&">1. T&&amp;%%</h3>

<pre><code class="highlight-chroma" > <span class="highlight-line" > <span class="highlight
cl">https://grafana.com/grafana/download

</span></span><span class="highlight-line"> <span class="highlight-cl"># &, RILAT;
2 EEERSSEE

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~]# cd /usr/local/src/

</span></span> <span class="highlight-line" > <span class="highlight-cl">[root@prometheu
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soft]# wget https://dl.grafana.com/oss/release/grafana-6.3.3-1.x86_64.rpm
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl"># ZZ%Athrpme] |
calinstall

</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@prometheu
soft]# yum localinstall grafana-6.3.3-1.x86_64.rpm

</span></span></code></pre>

<h|3 id="2--EcE3{4" >2. BeEXf4</h3>

<ul>

<li>E &M AT /etc/grafana/grafana.ini, XEERMRIFEIIAEERIA, </li>

</ul>

<h3 id="3--REFHEN--">3. REFHEsh</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@prometheus soft]# systemctl enable grafana-server

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
soft]# systemctl start grafana-server

</span></span><span class="highlight-line"> <span class="highlight-cl"
</span></span><span class="highlight-line"> <span class="highlight-cl">#&BEIRZIRE
</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
soft]# systemctl status grafana-server

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
soft]# ss -tnlp | grep 3000

</span></span></code> </pre>

<h3 id="4--1&&iptables">4. 18 & iptables</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl"># grafana-server®BXiAfEFI3000im

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
soft]# vim /etc/sysconfig/iptables

</span></span><span class="highlight-line"> <span class="highlight-cl">-A INPUT -p tcp
m state --state NEW -m tcp --dport 3000 -j ACCEPT

</span></span><span class="highlight-line"> <span class="highlight-cl">

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
soft]# service iptables restart

</span></span><span class="highlight-line"> <span class="highlight-cl">

</span></span> <span class="highlight-line" > <span class="highlight-cl"># centos72RAFF/5
irewalld

</span></span> <span class="highlight-line"> <span class="highlight-cl">&& B a0

\

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
soft]# firewall-cmd --zone=public --list-ports

</span></span><span class="highlight-line"> <span class="highlight-cl|">

</span></span> <span class="highlight-line" > <span class="highlight-cl">FFA%3000i% ]
</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
soft]# firewall-cmd --permanent --zone=public --add-port=3000/tcp  #3KA7N0
</span></span><span class="highlight-line"> <span class="highlight-cl">

</span> </span><span class="highlight-line"> <span class="highlight-cl" > EEERINIAEZL
</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@prometheu
soft]# firewall-cmd --reload

</span></span><span class="highlight-line"> <span class="highlight-cl">

</span></span> <span class="highlight-line"> <span class="highlight-cl">BX&&iHxO
</span></span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
soft]# firewall-cmd --zone=public --list-ports

</span></span></code> </pre>

<h3 id="5--iFINEHER" >5. FNEF=ERE</h3>
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<h4 id="1-ZpE">1) Efk</h4>

<ul>

<li>ig[a): <a href="https://Id246.com/forward?goto=http%3A%2F%2F192.168.66.52%3A300
" target="_blank" rel="nofollow ugc">http://192.168.66.52</a>, ELAIKS/ZE: admin/adm
n<br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-b42876a6.png?imageView2/2/interlace/1/format/jpg"> <br>
<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-a43735d8.png?imageView2/2/interlace/1/format/jpg" > </li>
</ul>

<h4 id="2-FIEHEIR">2) HINEWER</h4>

<ul>

<li>EEMEER, ~Rii"Add data source"#&5H, BEERIRINEERRERE, BEWT: <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-fc4088ba.png?imageView?2/2/interlace/1/format/jpg" > <br>
<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-4452ba82.png?imageView2/2/interlace/1/format/jpg" > </li>
</ul>

<blockquote>

<p>Name: prometheus<br>

Type: prometheus<br>

URL: http://localhost:9090/ #prometheus RSB 2FT7EMELE, WIERMEANIES localhost<br

Access: Server</p>

</blockquote>

<ul>

<li>

<p>HREUA, RE"Add", 0T <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-289e5dbb.png?imageView2/2/interlace/1/format/jpg" > </p>
</li>

<li>

<p>7E"Dashboards"Ti& R "import"EAYENR, 20TF: <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-a77889ae.png?imageView2/2/interlace/1/format/jpg" > <br>
<img src="https://ld246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-850dd639.png?imageView?2/2/interlace/1/format/jpg" > </p>
</li>

</ul>

<h3 id="6--&Adashboard">6. &\ dashboard</h3>

<ul>

<li>

<p>M grafana EMTE#EX dashboaed A, 40: <a href="https://Id246.com/forward?got
=https%3A%2F%2Fgrafana.com%2F" target="_blank" rel="nofollow ugc" >https://grafana.co
/</a></p>

</li>

<li>

<p>Grafana B--&gt; TWHEIIRER--&gt;Dashboards--&gt; TWEZIA Filter by-IiFE3#{YFRE prome
heus<br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-be73d9e6.png?imageView2/2/interlace/1/format/jpg" > <br>
<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-8140cc4b.png?imageView2/2/interlace/1/format/jpg" > <br>
<img src="https://ld246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
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ogfile.com/file/2019/10/image-a121ccc5.png?imageView2/2/interlace/1/format/jpg" > </p>
</li>

<li>

<p> LEBTEHEARMA json SXHE| Grafana fRS3528[192.168.66.52:3000] (=& {EFH dashboard
d) , a0F: <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-c56bc036.png?imageView2/2/interlace/1/format/jpg" > </p>
</li>

<li>

<p>HUYRIRILE prometheus”, BIFINAEERIR name, md&"Import"#&EH, WF: <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-1ad700d5.png?imageView2/2/interlace/1/format/jpg" > </p>
</li>

</ul>

<h3 id="7--LEHEREL">7. LEHERTEF</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">#{FEA#AIgrafana-cli TEMiS17&%Epiechart-panel:

</span></span> <span class="highlight-line" > <span class="highlight-cl">[root@prometheu
~]# grafana-cli plugins install grafana-piechart-panel

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line" > <span class="highlight-cl" > iZiF{IGLEER
grafanaffif B FRh; (NR% % T grafanai4a, MERIALE/var/lib/grafana/plugins
</span></span> <span class="highlight-line" > <span class="highlight-cl">[root@prometheu
~]# cd /var/lib/grafana/plugins/

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">#&3grafana
</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~]# systemctl restart grafana-server

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">X#fdashboardH
HEMAILAERRREHET

</span></span></code> </pre>

<h3 id="8--&B2&dashboard">8. &%& dashboard</h3>

<ul>

<li>Grafana BT--&gt; £ FAEFR--&gt; Home, Home FIZRFETHEEFRINAIFRA dashboard

" Node Exporter 0.16 0.17 for Prometheus =R ~EIR"5"Node dashboard Copy", 1%&#E 1
BiET, a0 <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-5e987f52.png?imageView2/2/interlace/1/format/jpg" > <br>
<img src="https://ld246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-fb197bce.png?imageView2/2/interlace/1/format/jpg" > </li>
</ul>

<h3 id="9--E#dashboardBFR">9. & dashboard ZFr</h3>

<p><img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https:
/b3logfile.com/file/2019/10/image-9feac7ac.png?imageView2/2/interlace/1/format/jpg" > <b
>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-9318c6f8.png?imageView2/2/interlace/1/format/jpg" > <br>
<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-7a6689e7.png?imageView2/2/interlace/1/format/jpg" > </p>
<h3 id="10--ffiprdashboard#{E">10. Iz dashboard #E{E</h3>

<p><img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https:

JR3Z§EE: Prometheus+Grafana+Zabbix+alertmanager 2%


https://ld246.com/article/1571056043506

/b3logfile.com/file/2019/10/image-f601f439.png?imageView2/2/interlace/1/format/jpg" > <b
>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-9065cd11.png?imageView2/2/interlace/1/format/jpg" > <br>
<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-9a80515a.png?imageView2/2/interlace/1/format/jpg" > <br>
<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-a7c6e413.png?imageView2/2/interlace/1/format/jpg" > </p>
<h2 id="F-ZpEmysql-exporter">F, ZPE mysql exporter</h2>

<h3id="1-EPZAVZIGE">1. BBEAIZRME </h3>

<p><img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https:
/b3logfile.com/file/2019/10/image-267c448e.png?imageView2/2/interlace/1/format/jpg"> </
>

<h3 id="2-&&mysqld-exporter">2, %% mysqld exporter</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cI">fEnode T m&a

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node2 ~]#
wget https://github.com/prometheus/mysqld_exporter/releases/download/v0.11.0/mysqld e
porter-0.11.0.linux-amd64.tar.gz

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node2 ~]#
ar xzvf mysqld_exporter-0.11.0.linux-amd64.tar.gz -C /usr/local/

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node2 ~]#
d /usr/local/

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node2 local
# mv mysqld_exporter-0.11.0.linux-amd64/ mysqld_exporter

</span></span></code> </pre>

<h3id="3-IREMF" >3, REMH </h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@node2 ~]# groupadd prometheus

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node2 ~]#
useradd -g prometheus -s /sbin/nologin prometheus

</span></span><span class="highlight-line"><span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">#8 X B FR
</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@node2 ~]#
hown -R prometheus:prometheus /usr/local/mysqld_exporter/

</span></span></code> </pre>

<h|3 id="4-FINMySQLIZ2ZENRF">4, &0 MySQL izf2E& AFIF </h3>

<ul>

<li>F=: MySQL5.7 REEBNWRKGEIE, 5 validate password policy BHEBX. WIRE
EﬁITE’J'l BRERILIRELITSEE</li>

</ul>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">mysql&gt; set global validate password_policy=0;

</span></span><span class="highlight-line"><span class="highlight-c|">
</span></span><span class="highlight-line"> <span class="highlight-cl">mysql&gt; GRANT
REPLICATION CLIENT, PROCESS ON *.* TO 'mysqld_exporter'@'%' identified by '123456';
</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">mysql&gt; GRANT
SELECT ON performance_schema.* TO 'mysqld_exporter'@'%';

</span></span><span class="highlight-line"><span class="highlight-cl">
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</span> </span><span class="highlight-line"> <span class="highlight-cl">mysql&gt; flush pr

vileges;

</span></span></code></pre>

<h|3 id="5-8@— AT EEMYSQLAYEREX 4" >5. I — AT EE MySQL RECE X4 </h3>

<ul>

<li>mysqld_exporter BRIASIEEN ~/.my.cnf 344, XEEEETE mysqld exporter W LZEBRT

</li>

</ul>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight

cl">[root@node2 ~]# vim /usr/local/mysqld_exporter/.my.cnf

</span></span><span class="highlight-line"> <span class="highlight-cl">[client]

</span></span><span class="highlight-line"> <span class="highlight-cl">user=mysqld_exp

rter //RIZEIEZEIRAF

</span> </span><span class="highlight-line"> <span class="highlight-cl">password=123456

[ENERD

</span></span></code> </pre>

<h3 id="6-Bli#systemdfg55">6. Bl systemd PRSS </h3>

<pre><code class="highlight-chroma" > <span class="highlight-line" > <span class="highlight

cl">[root@exporter ~]# vim /etc/systemd/system/mysqld_exporter.service

</span></span><span class="highlight-line"> <span class="highlight-cl">

</span></span><span class="highlight-line"> <span class="highlight-cl">[Unit]

</span></span><span class="highlight-line"> <span class="highlight-cl">Description=mysq

_exporter

</span></span><span class="highlight-line" > <span class="highlight-cl">After=network.tar

et

</span></span> <span class="highlight-line"> <span class="highlight-cl">[Service]

</span></span><span class="highlight-line"> <span class="highlight-cl">Type=simple

</span></span><span class="highlight-line"> <span class="highlight-cl">User=prometheus

</span></span><span class="highlight-line"> <span class="highlight-cl">ExecStart=/usr/lo

al/mysqld_exporter/mysqld_exporter --config.my-cnf=/usr/local/mysqld_exporter/.my.cnf

</span></span><span class="highlight-line"> <span class="highlight-cl">Restart=on-failure

</span></span><span class="highlight-line"> <span class="highlight-cl">[Install]

</span></span><span class="highlight-line"> <span class="highlight-c|">WantedBy=multi-

ser.target

</span></span></code> </pre>

<h3 id="7-g8Imysqld-exporter">7, [Fz) mysqld exporter</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight

cl">[root@node2 ~]# systemctl enable mysqld_exporter

</span></span><span class="highlight-line"> <span class="highlight-cl">

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node2 ~]#

ystemctl start mysqld_exporter

</span></span><span class="highlight-line"><span class="highlight-cl">

</span></span> <span class="highlight-line"> <span class="highlight-cl" > &% [19104

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node2 ~]#

sof -i:9104

</span></span><span class="highlight-line"> <span class="highlight-c|">COMMAND PID
USER FD TYPE DEVICE SIZE/OFF NODE NAME

</span></span><span class="highlight-line"> <span class="highlight-cl">mysqld ex 2573 p

ometheus 3u IPv6 23391639  0t0 TCP *:peerwire (LISTEN)

</span></span></code></pre>

<h3 id="8-i&&iptablesa&Firewalld">8, 1&& iptables 8¢¥ Firewalld</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight

cl"># BAmysqld_exporterBRiAERI9104im 0

</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@node1 ~]#
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im /etc/sysconfig/iptables

</span> </span><span class="highlight-line"> <span class="highlight-cl">-A INPUT -p tcp
m state --state NEW -m tcp --dport 9104 -j ACCEPT

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node2 ~]#
ervice iptables restart

</span></span><span class="highlight-line"> <span class="highlight-cl">

</span></span> <span class="highlight-line"> <span class="highlight-cl"># centos7ZAFFF
irewalld

</span> </span> <span class="highlight-line"> <span class="highlight-cl">&Z& BaiF %

</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@node2 ~]#
irewall-cmd --zone=public --list-ports

</span></span><span class="highlight-line"> <span class="highlight-cl">

</span></span> <span class="highlight-line"> <span class="highlight-cl" > 759104z
</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node2 ~]#
irewall-cmd --permanent --zone=public --add-port=9104/tcp  #XAAI0
</span></span><span class="highlight-line"><span class="highlight-cl|">

</span> </span><span class="highlight-line"> <span class="highlight-cl" > {SEERINI4E
</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node2 ~]#
irewall-cmd --reload

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl" > BX&&ixO
</span></span><span class="highlight-line"> <span class="highlight-cl">[root@node2 ~]#f
rewall-cmd --zone=public --list-ports

</span></span></code></pre>

<h3 id="9-{&Xprometheus-yml-JIN FEREZEIR">9. {EX prometheus.yml, IIATEAY
=HtR</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@prometheus ~]# vim /usr/local/prometheus/prometheus.yml
</span></span><span class="highlight-line"> <span class="highlight-cl"> - job_name: mys
I

</span></span><span class="highlight-line"> <span class="highlight-cl"> static_configs:
</span></span><span class="highlight-line"> <span class="highlight-c|"> - targets: ['192
168.66.11:9104']

</span></span><span class="highlight-line"> <span class="highlight-cl"
</span></span><span class="highlight-line"> <span class="highlight-cl"

labels:
instance: d

VvV Vv

</span></span></code></pre>

<h3 id="8-&fSPrometheus">8, ZEfF Prometheus</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@Prometheus ~]# systemctl restart prometheus

</span></span></code></pre>

<h3 id="9-fEGrafanah S \#&#%">9. 7£ Grafana FE &R </h3>

<h4 id="9-1-_H&EX">9.1: HEX < /4>

<ul>

<li> FETREAM---Dashboards---Home---BlE] & NI A BIEEAV LR </li>

</ul>

<h2 id="75-Grafanafit&zabbixf#7<">75. Grafana Bt& zabbix Ex</h2>

<h3 id="1-ZL%EzabbixiF{F-fEGrafanafR$Zes"> 1. &% zabbix iH 4, £ Grafana JREE8</h3>
<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@prometheus ~]# grafana-cli plugins install alexanderzobnin-zabbix-app
</span></span><span class="highlight-line"> <span class="highlight-cl">EJ5Grafan
</span></span> <span class="highlight-line" > <span class="highlight-cl">[root@prometheu
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~]# systemctl restart grafana-server

</span></span></code></pre>

<h3id="2- m?]ﬂ%ﬁ%ﬁ- >2, ,:J\\Dﬂéﬂl?E:)?</h3>

<p><img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https:

/b3logfile.com/file/2019/10/image-8a3e219f.png?imageView2/2/interlace/1/format/jpg"><b

>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3

ogfile.com/file/2019/10/image-462bebae.png?imageView2/2/interlace/1/format/jpg" > </p>

<blockquote>

<p>URL http://zabbix fg55 IP/zabbix/api_jsonrpc.php<br>

Zabbix API details<br>

Username: zabbix EZANFHF <br>

Password: zabbix FBFRZiE<br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3

ogfile.com/file/2019/10/image-97690712.png?imageView2/2/interlace/1/format/jpg" > <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3

ogfile.com/file/2019/10/image-de69945f.png?imageView2/2/interlace/1/format/jpg" > </p>

</blockquote>

<ul>

<li>RIEZL%EAY zabbix iFEFETFAINRA <br>

s Save &amp; Test {ffF<br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3

ogfile.com/file/2019/10/image-ace2b75d.png?imageView2/2/interlace/1/format/jpg"> <br>

<img src="https://ld246.com/images/img-loading.svg" alt="image.png" data-src="https://b3

ogfile.com/file/2019/10/image-976d7fe8.png?imageView2/2/interlace/1/format/jpg" > </li>

</ul>

<h3id="3-BIE#IRR">3. BIEEUEIR</h3>

<p><img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https:

/b3logfile.com/file/2019/10/image-b97d85c9.png?imageView2/2/interlace/1/format/jpg" > </

>

<blockquote>

<p>1, EFEEEIER: zabbix<br>

2. 1%4% zabbix RRIEHH<br>

3. WEEEM<br>

4, IGENFE<br>

5. JJ IRt <br>

6. B[IX—FEHERI—NER (BETEERTS, HENEEHRERMENARAAER) <br>

7. &D%ﬁ'ﬁgld\ &5k ADD Query, SAS1EIR 2-6 BIE] <br>

8. SERlEREALAIRGEX NAAIEALER, WTFE: <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-07f68d5e.png?imageView2/2/interlace/1/format/jpg" > <br>

<img src="https://ld246.com/images/img-loading.svg" alt="image.png" data-src="https://b3

ogfile.com/file/2019/10/image-c5f03579.png?imageView2/2/interlace/1/format/jpg" > <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3

ogfile.com/file/2019/10/image-79341589.png?imageView2/2/interlace/1/format/jpg"> </p>

</blockquote>

<ul>

<li>

<p>A LAREREFERHTREF <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3

ogfile.com/file/2019/10/image-617b2dbd.png?imageView?2/2/interlace/1/format/jpg" > </p>

</li>

<li>

<p>xEX dashboard ZfR<br>
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<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-a795a9f2.png?imageView2/2/interlace/1/format/jpg" > <br>
<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-333594c6.png?imageView2/2/interlace/1/format/jpg" > </p>
</li>

</ul>

<h2 id="t-Alertmanager&ZZ" >+, Alertmanager £Z</h2>
<ul>

<li>

<p>BSHEEERW SR A/IMERF <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-38e585d8.png?imageView2/2/interlace/1/format/jpg" > <br>
<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-17cc3dce.png?imageView2/2/interlace/1/format/jpg" > <br>
<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-da781439.png?imageView2/2/interlace/1/format/jpg"> </p>
</li>

<li>

<p>NFAERY ID JRIClE, [FEER<br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-d44195c0.png?imageView2/2/interlace/1/format/jpg" > </p>
</li>

<li>

<p>{eNrAyME— ID FEICHE, FEER<br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-50824b4d.png?imageView2/2/interlace/1/format/jpg"> </p>
</li>

</ul>

<h3 id="1-%3£Alertmanager">1, &3 Alertmanager</h3>

<ul>

<li><a href="https://Id246.com/forward?goto=https%3A%2F%2Fprometheus.io%2Fdownloa
%2F" target="_blank" rel="nofollow ugc">https://prometheus.io/download/</a> <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-54362414.png?imageView2/2/interlace/1/format/jpg" > </li>
</ul>

<pre><code class="highlight-chroma" > <span class="highlight-line" > <span class="highlight
cl">[root@prometheus ~]# tar -xzvf alertmanager-0.18.1.linux-amd64.tar.gz —C /usr/local/
</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
local]# cd /usr/local/

</span></span><span class="highlight-line"> <span class="highlight-cl">

</span></span> <span class="highlight-line"> <span class="highlight-cl">[root@prometheu
local]# mv alertmanager-0.18.0.linux-amd64/ alertmanager
</span></span></code></pre>

<h3 id="2-fc&prometheus-yml">2  FEE prometheus.yml</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@prometheus ~]# vim /usr/local/prometheus/prometheus.yml

</span> </span><span class="highlight-line"> <span class="highlight-cl">![image.png](https
//b3logfile.com/file/2019/10/image-abf214bb.png)

</span></span></code></pre>

<h3id="3-BIBHERNIHE" >3, BIEEEMNIZH</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@prometheus ~]# cd /usr/local/prometheus/

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
prometheus]# vim rules.yml
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</span></span> <span class="highlight-line"> <span class="highlight-cl">groups:

</span></span><span class="highlight-line"> <span class="highlight-cl">- name: node

</span></span><span class="highlight-line"> <span class="highlight-cl"> rules:

</span></span><span class="highlight-line"> <span class="highlight-cl"> - alert: server sta

us # alert 8=

</span></span> <span class="highlight-line"> <span class="highlight-cl"> expr: up{job="p

ometheus"} == 0 #jobEprometheus.ymlffJjobname

</span> </span><span class="highlight-line"><span class="highlight-cl"> for: 15s # £

9% 15s Ak alert

</span></span> <span class="highlight-line"> <span class="highlight-cl"> labels: #HxE

s

</span></span><span class="highlight-line"> <span class="highlight-cI">  severity: page

</span></span><span class="highlight-line"><span class="highlight-cl">annotations: # a

ert WEAMARE, EARTIRR alert

</span></span><span class="highlight-line"> <span class="highlight-cl">  ummary: "#12§

{ $labels.instance }} 7" #EZFRHR

</span></span><span class="highlight-line"> <span class="highlight-c|">  description: "

VHAEE" #SEFARE

</span></span></code></pre>

<blockquote >

<p>alert: FEHNAIZFR, <br>

expr: BF PromQL RANSZEMAFRN, BTIHERESEREFIIBEZZG, <br>

for: PHEEFEGAYAE), ARSH. BTFRFRBIMARHFE—RNEES REEE, TSR

S EERIIRSH pending, <br>

labels: BENFE, AFRAFEERMINEISE LA—AEWINRE. <br>

annotations: BTEE—EMINER, WA TEASEFMEERINFZ, annotations FIAE

HEFENS—REIENSERIEER Alertmanager, </p>

</blockquote>

<h3 id="4-fic&alertmanager-yml">4, EZ& alertmanager.yml</h3>

<pre><code class="highlight-chroma" > <span class="highlight-line" > <span class="highlight

cl">[root@prometheus prometheus]# cd /usr/local/alertmanager/

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu

alertmanager]# vim alertmanager.yml

</span></span><span class="highlight-line"> <span class="highlight-cl">global:

</span></span><span class="highlight-line"> <span class="highlight-c|"> resolve _timeout

5m #HZSEEN T ZHAlertmanagerf S KA ARENEI S ESIRcEE RS Aresolved (EfE

) . ZEHEN TR SEREBAAEKESE, EEREESCHEMARHITEN, B

IMEAS

</span></span><span class="highlight-line"> <span class="highlight-cl">

</span></span><span class="highlight-line"> <span class="highlight-cl">templates: #

BN SERIRLM

</span></span><span class="highlight-line"> <span class="highlight-cl">- '/usr/local/alert

anager/wechat.tmpl'

</span></span><span class="highlight-line"> <span class="highlight-cl">

</span></span><span class="highlight-line"> <span class="highlight-cl">route:

</span></span><span class="highlight-line"> <span class="highlight-cl"> group by: ['aler

name'] #FIFENRIIRE PHIXEIRERID H—1E.

</span></span> <span class="highlight-line"> <span class="highlight-cl"> group wait: 10s
#HEDHCEZSARA A LUREERERIER, EHEIRXAERATER XFSHRE —RERIAIRHER

BESHIRENEEE—IE.

</span></span><span class="highlight-line"> <span class="highlight-cl"> group_interval:

Os #HE—MEMKIE, FHZAREEEIER

</span></span><span class="highlight-line"> <span class="highlight-c|"> repeat interval:

Th #INRREKIEAN, FEEAEHRAIE—IR
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</span></span><span class="
#ERARTIELER
</span></span><span class="
</span></span><span class="
</span></span><span class="
</span></span><span class="
</span></span><span class="
</span></span><span class="

</span></span><span class="
</span></span><span class="
ue

highlight-line"

highlight-line"
highlight-line"
highlight-line"
highlight-line"
highlight-line"
highlight-line"

highlight-line"
highlight-line"

</span></span></code></pre>

<blockquote >

><span class="

><span class="
><span class="
><span class="
><span class="
><span class="
><span class="

><span class="
><span class="

highlight-cl"

highlight-cl

highlight-cl”
highlight-cl”
highlight-cl”
highlight-cl”
highlight-cl”

highlight-cl”
highlight-cl”

<p>corp_id: R FEKSHE— ID, HLUERNEWVHESE, <br>

to_party: FERIZAIH. <br>

agent id: 5=751RMWAERY ID, AJLEBCEIENSE=STEINAFENEES.

> receiver: 'wecha

">receivers:
>- name: 'wechat’

> wechat_configs:
> - corp_id: "xxx'

> to party:'1"

> agent_id: '1000
> api_secret: "xxx'
> send resolved: t

<br>

api_secret: E=AWNANER, AIEBCAENE=ACUNAFEREEE. </p>

</blockquote>

<h3id="5-FcEwechatEE#&=HR " >5, EE wechat HEH&EHR</h3>
<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@prometheus ~]# vim /usr/local/alertmanager/wechat.tmpl

</span></span><span class="
</span></span><span class="
efault. message" }}

</span></span><span class="
</span></span><span class="

</span></span><span class="
eus_alert
</span></span><span class="
.severity }}
</span></span><span class="
.alertname }}
</span></span><span class="
nstance }}
</span></span><span class="
tions.summary }}
</span></span><span class="
tions.description }}
</span></span><span class="
t.Format "2006-01-02 15:04:05"
</span></span><span class="

</span></span><span class="
</span></span><span class="

highlight-line"
highlight-line"

highlight-line"
highlight-line"

highlight-line"
highlight-line"
highlight-line"
highlight-line"
highlight-line"
highlight-line"
highlight-line"

B

highlight-line"

highlight-line"
highlight-line"

</span></span></code> </pre>
<h3 id="6-Bc&systemd/3z">6. BLE systemd Fx1</h3>
<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@prometheus ~]# vim /etc/systemd/system/alertmanager.service
</span></span><span class="highlight-line"> <span class="highlight-cl">[Unit]
</span></span><span class="highlight-line"> <span class="highlight-cl">Description=Pro

etheus: the alerting system

><span class="
><span class="

><span class="
><span class="

><span class="
><span class="
><span class="
><span class="
><span class="
><span class="
><span class="
><span class="

><span class="
><span class="

highlight-cl”

highlight-cl

highlight-cl"
highlight-cl”

highlight-cl”
highlight-cl”
highlight-cl”
highlight-cl”
highlight-cl”
highlight-cl”
highlight-cl”
highlight-cl”

highlight-cl”
highlight-cl”

>
">{{ define "wechat.

>{{ range .Alerts }}

>&EEIRE . promet
>EZRF: {{ Label
>EEZEEAY: {{ Label
> P {{ Labels.
>EEEERT: {{ .AAnnot
>HEFE: {{ Annot

> i A E]: {{ .Starts

>{{ end }}
>{{end }}

</span></span><span class="highlight-line"> <span class="highlight-cl">Documentation=h
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tp://prometheus.io/docs/

</span> </span><span class="highlight-line"> <span class="highlight-cl">After=prometheus
service

</span></span><span class="highlight-line"> <span class="highlight-cl">
</span></span><span class="highlight-line"> <span class="highlight-cl">[Service]
</span></span> <span class="highlight-line"> <span class="highlight-cl">ExecStart=/usr/lo
al/alertmanager/alertmanager --config.file=/usr/local/alertmanager/alertmanager.yml
</span></span><span class="highlight-line"> <span class="highlight-cl">Restart=always
</span></span><span class="highlight-line" > <span class="highlight-cl">StartLimitInterval

</span></span><span class="highlight-line"> <span class="highlight-cl|">RestartSec=10
</span></span><span class="highlight-line"> <span class="highlight-cl"
</span></span><span class="highlight-line"> <span class="highlight-cl">[Install]

</span> </span><span class="highlight-line"> <span class="highlight-cl">WantedBy=multi-

ser.target

</span></span></code> </pre>

<h3 id="7-/3ahAlertmanager">7. [3&) Alertmanager</h3>

<pre><code class="highlight-chroma" > <span class="highlight-line" > <span class="highlight

cl">[root@prometheus ~]# systemctl start alertmanager

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
~]# systemctl enable alertmanager

</span></span></code> </pre>

<p>###8, MBS </p>

<pre><code class="highlight-chroma" > <span class="highlight-line" > <span class="highlight

cl">[root@prometheus ~]# ss —tnlp | grep 9093

</span></span></code> </pre>

<ul>

<li>F=: MREMEEIZE 9093 k0, BPLATEEEZRFGHE<br>

SNERIREE/S: did not find expected key<br>

JR&: alertmanager.ym| NECESHEA, HMl ¥ SEHEBAAXIESH <br>

RS E: mERE MR TIEN</i>

\%

</ul>

<h3 id="9-JEEAAEE">9. NEEHHAEEF</h3>
<ul>

<li>

<p>&F prometheus TWHE<br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-040ce13c.png?imageView2/2/interlace/1/format/jpg"> </p>
</li>

<li>

<p>&%E Alertmanager THE <br>

http://ip:9093 <br>

<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-9efeabce.png?imageView2/2/interlace/1/format/jpg" > </p>
</li>

</ul>

<h3 id="10-Fzh{=1Enode-exporterflift">10. F#h=LE node exporter iz </h3>
<pre><code class="highlight-chroma" > <span class="highlight-line" > <span class="highlight
cl">[root@prometheus ~]# systemctl stop node_exporte

</span></span></code></pre>

<h3 id="11-prometheus&i=TREEEAlert">11, prometheus EIETREEE Alert</h3>
<p><img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https:
/b3logfile.com/file/2019/10/image-38703735.png?imageView2/2/interlace/1/format/jpg" > <b
>
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<img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https://b3
ogfile.com/file/2019/10/image-ec3afdcc.png?imageView2/2/interlace/1/format/jpg" > </p>
<h3 id="12-&BFAlertManager&5Zm@E">12. &E AlertManager £ZmHE</h3>

<p><img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https:
/b3logfile.com/file/2019/10/image-648c446e.png?imageView2/2/interlace/1/format/jpg" > </
>

<h3 id="13-BEMEHEE">13. BEHEHER</h3>

<p><img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https:
/b3logfile.com/file/2019/10/image-09b6c27c.png?imageView2/2/interlace/1/format/jpg" > </
>

<h3 id="14-BEREZRNRE">14, ERHELEMNZRL</h3>

<blockquote>

<p>HENVAEEN, BAJLIE Grafan FEZESHIEIA <br>

AJLE— NS EMN S PEN SN EET</p>

</blockquote>

<h3 id="1-{&XprometheusFt&3{4"> 1. &K prometheus EEEX {4 </h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@prometheus ~]# cd /usr/local/prometheus/

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
prometheus]# vim prometheus.yml

</span></span></code></pre>

<p><img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https:
/b3logfile.com/file/2019/10/image-5f5335ed.png?imageView2/2/interlace/1/format/jpg" > </
>

<h3 id="2-EZ B RANELRNISE">2, BIEZBRMEEMNILHF</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@prometheus prometheus]# mkdir rules

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
prometheus]# chown -R prometheus. rules

</span></span><span class="highlight-line"><span class="highlight-cl">

</span> </span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
prometheus]# cd rules/

</span></span><span class="highlight-line"> <span class="highlight-cl">[root@prometheu
rules]# vim cpu_rules.yml

</span></span><span class="highlight-line"> <span class="highlight-cl">groups:
</span></span> <span class="highlight-line"> <span class="highlight-cl">- name: hostStats
lert

</span></span><span class="highlight-line"> <span class="highlight-cl"> rules:
</span></span><span class="highlight-line"> <span class="highlight-c|"> - alert: hostCpuU
ageAlert

</span></span><span class="highlight-line"> <span class="highlight-c|"> expr: sum(avg w
thout (cpu)(irate(node_cpu{mode!="idle'}[5m]))) by (instance) &gt; 0.85
</span></span><span class="highlight-line"> <span class="highlight-cl"> for: Tm
</span></span><span class="highlight-line"> <span class="highlight-cl"> labels:
</span></span><span class="highlight-line"> <span class="highlight-cl">  severity: page
</span></span><span class="highlight-line"> <span class="highlight-cl"> annotations:
</span> </span><span class="highlight-line"><span class="highlight-cl">  summary: "Ins
ance {{ $labels.instance }} CPU usgae high"

</span></span><span class="highlight-line"> <span class="highlight-cl">  description: "{{
$labels.instance }} CPU usage above 85% (current value: {{ $value })"

</span></span><span class="highlight-line"> <span class="highlight-c|"> - alert: hostMe

UsageAlert
</span></span><span class="highlight-line"> <span class="highlight-cl"> expr: (node m
mory_MemTotal - node_memory MemAvailable)/node_memory MemTotal &gt; 0.85
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</span></span><span class="highlight-line"> <span class="highlight-cl"> for: Tm
</span></span><span class="highlight-line"> <span class="highlight-cl"> labels:
</span></span><span class="highlight-line"> <span class="highlight-cl">  severity: page
</span></span><span class="highlight-line"> <span class="highlight-cl"> annotations:
</span></span><span class="highlight-line"> <span class="highlight-cl">  summary: "Ins
ance {{ $labels.instance }} MEM usgae high"

</span></span><span class="highlight-line"> <span class="highlight-cl">  description: "{{

$labels.instance }} MEM usage above 85% (current value: {{ $value }})"
</span></span></code></pre>

<h3 id="3-EFprometheus">3, &3 prometheus</h3>

<pre><code class="highlight-chroma"> <span class="highlight-line"> <span class="highlight
cl">[root@prometheus rules]# systemctl restart prometheus
</span></span></code></pre>

<h3id="4-EFWH">4. BEN@E</h3>

<p><img src="https://Id246.com/images/img-loading.svg" alt="image.png" data-src="https:
/b3logfile.com/file/2019/10/image-72174a8f.png?imageView2/2/interlace/1/format/jpg"> </
>

<h3 id="5-iEEE" >5 Mk </h3>

<ul>
<li>EMEEMN AR FTE</li>
</ul>
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