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1. &EMySQL
1.1: MySQL8.0kfA&

[root@server ~]# wget https://dev.mysgl.com/get/mysql80-community-release-el7-3.noarch.

pm

1.2: ZRYUME

MySQLS.0kR

[root@server ~]# rpm -ivh mysql80-community-release-el7-3.noarch.rpm

o iTE: NR—EIRSEELLES. 7TH18. O A rpmiER< fzs

14 rpm mysqlaa reh.orp

1.3: &4 MysQlL B
e &Z& mysql server

[root@server ~]# yum repolist enabled | grep "mysql.*-community.*"
[root@server ~]# yum repolist all | grep mysq|

o LA
[root@server ~]# yum install mysql-community-server
1.4: Bl mysql RS

[root@server ~]# systemctl start mysqld.service
[root@server ~]# systemctl enable mysqld.service
[root@server ~]# systemctl status mysqld.service

1.5: HUREZBECE
1.5.1: BEEEHEED

[root@server ~]# cat /var/log/mysqld.log | grep 'password'

1.5.2: &k

[root@erver ~]# mysql -uroot -p

o TUXE MySQL FimR e mm T

1.5.3: EBHZN

[R3CiEE:
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82 i validate password_ 82 f5validate_password.

EEZ (MySQLS.ORRA)

e JF[A: EMySQL8.0%'validate_password _policy' ZTEFRFIE
o HTERSMINIEE

RO SRER R EE K
mysql> set global validate_password.policy=0; (O5,LOWtZFEIELR)

FRELEQINVNEFBNEFIAEFENE
mysql> set global validate password.mixed case count=0;

EREL BT
mysql> set global validate_password.number_count=0;

EREVEERWTIAFITEL
mysql> set global validate _password.special char count=0;

EREKE
mysql> set global validate password.length=4;** **#8 Ofg/|M<E 94

[===Fm>r]

* BIXIREEY

mysql> ALTER USER 'root'@'localhost' IDENTIFIED BY 'dqz123;
mysql> flush privileges;
mysql> SHOW VARIABLES LIKE 'validate_password%';

mysql> SHOW VARIABLES LIKE 'validate_password%';
e oo o el ot oy iy S s n s ] e e e

| Variable_name

e A e P
validate_password.check_user_name

|
1
|
l
|
|
1

7

validate password.

validate_password.
validate_password.
validate password.
validate_password.
validate password.
+ ______________________________________

rows in set (©.00

dictionary file
length
mixed_case_count
number count
policy

special char_count

sec)

1.6: QUEFIFAIMIEE

mysql> create database nextcloud;

mysql> create user nextcloud@localhost identified by 'passwd’;

mysql> grant all privileges on nextcloud.* to nextcloud@localhost identified by 'passwd’;

mysql> flush privileges;

2, BEPEPHP
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2.1: T
o XBLIHRAPHP
[root@nextcloud-server ~]# yum install epel-release

[root@nextcloud-server ~]# rpm -Uvh https://mirror.webtatic.com/yum/el7/webtatic-release.
pm

o TR—LUPHPAM

[root@nextcloud-server ~]# yum install php72w-fpm php72w-opcache php72w-mysql php7
w-cli php72w-gd php72w-mcrypt php72w-pear php72w-xml php72w-mbstring php72w-pdo
php72w-json php72w-pecl-apcu php72w-pecl-apcu-devel

2.2: fieE

[root@nextcloud-server ~]# vim /etc/php-fpm.d/www.conf
user = nginx //#& R FFIEEBS/InginxX

group = nginx

env[HOSTNAME] = $HOSTNAME //EiE TNEJUTERE
env[PATH] = /usr/local/bin:/usr/bin:/bin

env[TMP] = /tmp

env[TMPDIR] = /tmp

env[TEMP] = /tmp

e 7£/var/libBR T /9sessiont8ZEIBR— PRI R, FISHEFEFIEIR/Inginx

[root@nextcloud-server ~]# mkdir -p /var/lib/php/session
[root@nextcloud-server ~]# chown nginx:nginx -R /var/lib/php/session/

2.3: B

[root@wordpress ~]# systemctl start php-fpm
[root@wordpress ~]# systemctl enable php-fpm

3. &FEnginx

BEiEE: NextCloud =#2Ep=
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o XEFRARPMBZIEEHIGERNGINX

3.1: &5

EFARPME#1TZ%E, TEMtE: http://nginx.org/packages/centos/7/x86 64/RPMS/
[root@wordpress ~]# wget http://nginx.org/packages/centos/7/x86 64/RPMS/nginx-1.16.1-1
el7.ngx.x86_64.rpm

[root@wordpress ~]# rpm -ivh nginx-1.16.1-1.el7.ngx.x86_64.rpm

[root@wordpress ~]# nginx -v
nginx version: nginx/1.16.1

3.2: B
o SR EREN/E

[root@wordpress ~]# nginx -t
nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful

* 55
[root@wordpress ~]# systemctl start nginx
[root@wordpress ~]# systemctl enable nginx

[root@wordpress ~]# systemctl status nginx

4. ERZEnextcloud
4.1: TEHHAZTENextcloud

[root@nextcloud-server ~]# yum -y install wget unzip
[root@nextcloud-server ~]# cd /usr/local/src/

[root@nextcloud-server src]# wget https://download.nextcloud.com/server/releases/nextclou
-12.0.4.zip

[root@nextcloud-server src]# unzip nextcloud-12.0.4.zip
[root@nextcloud-server src]# Is
nextcloud nextcloud-12.0.4.zip

[root@nextcloud-server src]# mv nextcloud /usr/share/nginx/html/

4.2: RUEBEIRER

o HANginxfrootBR, FH/NextcloudtliZdataBR, NextclouddSFFFIBIEKSanginx

ExgEE: NextCloud =EEE
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[root@nextcloud-server src]# cd /usr/share/nginx/html/
[root@nextcloud-server html]# mkdir -p nextcloud/data/
[root@nextcloud-server html]# chown nginx:nginx -R nextcloud/

[root@nextcloud-server html]# Il -d nextcloud
drwxr-xr-x. 15 nginx nginx 4096 18 24 17:04 nextcloud

4.3: BREBFIER
o JSSLUFREIEE—NAISI 43k :
[root@nextcloud-server ~1# cd /etc/nginx/cert/

[root@nextcloud-server cert]# openssl req -new -x509 -days 365 -nodes -out /etc/nginx/cert
nextcloud.crt -keyout /etc/nginx/cert/nextcloud.key

Country Name (2 letter code) [XX]:cn //EZR

State or Province Name (full name) []:beijing //&15

Locality Name (eg, city) [Default City]:beijing //HMXEZF

Organization Name (eg, company) [Default Company Ltd]:xxx //AE%
Organizational Unit Name (eg, section) []:xxx //ZBI]

Common Name (eg, your name or your server's hostname) []:xxx //CAZEHZ
Email Address [J:xx@xx.com //HBFE

o ARRBIERIHAMRBRIZE /9660

[root@nextcloud-server cert]# chmod 700 /etc/nginx/cert

[root@nextcloud-server cert]# chmod 600 /etc/nginx/cert/*

4.4: EeEEIEMN

o HANginXB A FENEES G B RHCE— M FHEMENESE (ICEIESF N server nam
HECHER)

[root@nextcloud-server ~]# cd /etc/nginx/conf.d/
[root@nextcloud-server conf.d]# vim nextcloud.conf
upstream php-handler {

server 127.0.0.1:9000;

BEiEE: NextCloud =#2Ep=
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}

server {

listen 80;

server_name localhost;

return 301 https://$server name$request_uri;

}

server {

listen 443 ssl;

server_name localhost;

ssl_certificate /etc/nginx/cert/nextcloud.crt;
ssl_certificate key /etc/nginx/cert/nextcloud.key;

# Add headers to serve security related headers

# Before enabling Strict-Transport-Security headers please read into this
# topic first.

add_header Strict-Transport-Security "max-age=15768000;
includeSubDomains; preload;";

add_header X-Content-Type-Options nosniff;
add_header X-Frame-Options "SAMEORIGIN";
add_header X-XSS-Protection "1; mode=Dblock";
add_header X-Robots-Tag none;

add_header X-Download-Options noopen;
add_header X-Permitted-Cross-Domain-Policies none;
# Path to the root of your installation

root /usr/share/nginx/html/nextcloud/;

location = /robots.txt {

allow all;

log_not_found off;

iR

NextCloud =£&E
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access_log off;

}

# The following 2 rules are only needed for the user webfinger app.
# Uncomment it if you're planning to use this app.

#rewrite /.well-known/host-meta /public.php?service=host-meta last;
#rewrite */.well-known/host-meta.json /public.php?service=host-meta-json
# last;

location = /.well-known/carddav {

return 301 $scheme://$host/remote.php/dav;

}

location = /.well-known/caldav {

return 301 $scheme://$host/remote.php/dav;

}

# set max upload size

client_ max_body size 512M;

fastcgi_buffers 64 4K;

# Disable gzip to avoid the removal of the ETag header

gzip off;

# Uncomment if your server is build with the ngx_pagespeed module
# This module is currently not supported.

#pagespeed off;

error_page 403 /core/templates/403.php;

error_page 404 /core/templates/404.php;

location / {

rewrite ~ /index.php$uri;

}

location ~ ~/(?:build|tests|config|lib|3rdparty|templates|data)/ {

BEiEE: NextCloud =#2Ep=
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deny all;
}

location ~ ~/(?:\.|]autotest|occ|issue|indie|db_|console) {

deny all;
}

location ~ ~/(?:index|remote|public|cron|core/ajax/update|status|ocs/v[12]|updater/.+|ocs-pr

vider/.+|core/templates/40[34])\.php(?:$|/) {
include fastcgi_params;

fastcgi_split_path_info A(.+\.php)(/.*)$;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi script_name;

fastcgi_param PATH_INFO $fastcgi _path_info;

fastcgi_param HTTPS on;

#Avoid sending the security headers twice

fastcgi_param modHeadersAvailable true;
fastcgi_param front_controller active true;

fastcgi_pass php-handler;

fastcgi_intercept_errors on;

fastcgi request_buffering off;

}

location ~ A/(?:updater|ocs-provider)(?:$|/) {

try files $uri/ =404;

index index.php;

}

# Adding the cache control header for js and css files

# Make sure it is BELOW the PHP block

location ~* \.(?:css|js)$ {

try files $uri /index.php$uri$is_args$args;

add_header Cache-Control "public, max-age=7200";

iR
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# Add headers to serve security related headers (It is intended to
# have those duplicated to the ones above)

# Before enabling Strict-Transport-Security headers please read into
# this topic first.

add_header Strict-Transport-Security "max-age=15768000;
includeSubDomains; preload;”;

add_header X-Content-Type-Options nosniff;

add_header X-Frame-Options "SAMEORIGIN";

add_header X-XSS-Protection "1; mode=block";

add_header X-Robots-Tag none;

add_header X-Download-Options noopen;

add_header X-Permitted-Cross-Domain-Policies none;

# Optional: Don't log access to assets

access_log off;

}

location ~* \.(?:svg|qgif|png|html|ttflwoff|icoljpgljpeg)$ {

try files $uri /index.php$uri$is_args$args;

# Optional: Don't log access to other assets

access_log off;

}

}
o (RTFXHFHREVIM

5. 5Ia)Musg
5.1: & B&Firewalldpfkis

o JgNextcloudFithttpFOhttpsF MmO

[root@nextcloud-server ~]# systemctl start firewalld

BEiEE: NextCloud =#2Ep=
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[root@nextcloud-server ~]# systemctl enable firewalld
[root@nextcloud-server ~]# firewall-cmd --permanent --add-service=http
[root@nextcloud-server ~]# firewall-cmd --permanent --add-service=https

[root@nextcloud-server ~]# firewall-cnd —reload

5.2: TENextCloud

admin

fusrishare/nginx/html/nextc

SQLite MySQL/MariaDB

EHES S OS (=,
localhost:5432).

Ul N

@A

6. HREE:
o Bitnextcloud TS, ALVERE LAETES,; BEEFHFISTHMENE, SHl—
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SEREHHEFERITE, BRARAT:
IBEFRnextcloudRRB ISR T AYconfig.php3Zis

[root@nextcloud-server ~]# cd /usr/share/nginx/html/nextcloud/config

[root@nextcloud-server config]# vim config.php

BEsziEE: NextCloud =E2EEE
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