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0. F=FI

BNIREAZEEE R openssIi&FlopensshfirpmE., AR NuEAiJATR1E.
ANHPMEER R FTEmAopenssh, [REZRBHEFImFLEL. IRZBIBFNRIFLETop

nssh, BERBEAN BT EEEEkID.
1. BEHEE (RHA%RE)
1.1 ZFIRA

# cat /etc/redhat-release
CentOS Linux release 7.7.1908 (Core)

1.2 J& openssl &

# openssl version
OpenSSL 1.0.2k-fips 26 Jan 2017

1.3 J& openssh kR4

# ssh -V
OpenSSH_7.4p1, OpenSSL 1.0.2k-fips 26 Jan 2017

2. EeEBEFRFIE
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2.1 yum E§f openssh

yum update opensshF4& FEIERTyum S EERIARIopenssh7 4pThiA., (XEEFEF—openssh
K7 4p1 ZEBR—wmFLER K Elopenssh8.0p1)

# openssl version

OpenSSL 1.0.2k-fips 26 Jan 2017

# ssh -V

OpenSSH_7.4p1, OpenSSL 1.0.2k-fips 26 Jan 2017

2.2 T&telnet-server,Fzxinetd

RAFABERTIZEHT openssh FILAB RS GERR —MEZ S TVEREIRS [HITHEXRERE,

yum install xinetd telnet-server -y
EINEdE4E: fastestmirror, langpacks
Loading mirror speeds from cached hostfile
* base: mirrors.tuna.tsinghua.edu.cn

* extras: mirrors.tuna.tsinghua.edu.cn

* nux-dextop: mirror.li.nux.ro

* updates: mirrors.tuna.tsinghua.edu.cn

2.3 ficB&telnet

WMERZ centos7hiiAZZEtelnet-serverLA K xinetd 2 ;28— YtelnetNECE 4 T,
AR T Etelnet]EATFERNE, TTLABNEXEDRIEN (FHATUXARHMEFERBILIE) .

# |l /etc/xinetd.d/telnet
Is: FToi&ihial/ete/xinetd.d/telnet; ;RGN 4EL B S

WRTEXEFE, BEXNEEtelnetrTLArootE R, #Bdisable = nofpdisable = yes

# cat /etc/xinetd.d/telnet

# default: on

# description: The telnet server serves telnet sessions; it uses \
# unencrypted username/password pairs for authentication.
service telnet

{
disable = no
flags = REUSE
socket type = stream
wait = no
user = root
server = /usr/sbin/in.telnetd

log on failure += USERID
}

[root@rhel yum.repos.d]# vim /etc/xinetd.d/telnet

[root@rhel yum.repos.d]# cat /etc/xinetd.d/telnet

# default: on

# description: The telnet server serves telnet sessions; it uses \
# unencrypted username/password pairs for authentication.
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service telnet

{
disable = yes
flags = REUSE
socket_type = stream
wait = no
user = root
server = /usr/sbin/in.telnetd

log_on failure += USERID
}

2.4 figEtelnetBFAYRIRIEY
£ /etc/securetty SR BEEIN—ptséRin, T

pts/0
pts/1
pts/2
pts/3

2.5 [REitelnetfiss, FEEFINBNE

# systemctl start telnet.socket

# systemctl enable telnet.socket

Created symlink from /etc/systemd/system/sockets.target.wants/telnet.socket to /usr/lib/syst
md/system/telnet.socket.

# systemctl restart telnet.socket
# systemctl status telnet.socket
o telnet.socket - Telnet Server Activation Socket
Loaded: loaded (/usr/lib/systemd/system/telnet.socket; disabled; vendor preset: disabled)
Active: active (listening) since P4 2019-09-19 19:33:58 CST; 14s ago
Docs: man:telnetd(8)
Listen: [::]:23 (Stream)
Accepted: 0; Connected: 0

98 19 19:33:58 sz-lab-centos7-gitlab-nginx-proxy-192.168.178.46 systemd[1]: Closed Telnet
erver Activation Socket.

98 19 19:33:58 sz-lab-centos7-gitlab-nginx-proxy-192.168.178.46 systemd[1]: Stopping Telne
Server Activation Socket.

98 19 19:33:58 sz-lab-centos7-gitlab-nginx-proxy-192.168.178.46 systemd[1]: Listening on Te
net Server Activation Socket.

2.6 BEIROBIFIAE. il telnet TIERS

# netstat -Intp|grep 23

tcp 0 0127.0.0.1:9236 0.0.0.0:* LISTEN  4858/gitaly

tcp 0 0192.168.122.1:53 0.0.0.0:* LISTEN  2334/dnsmasq
tcp 0 0127.0.0.1:631 0.0.0.0:* LISTEN  29723/cupsd
tcp6 0 0::23 e LISTEN  1/systemd

tcp6 0 0:1:631 ik LISTEN  29723/cupsd
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2.7 FRIBAAX SN

# firewall-cmd --list-all
public (active)
target: default
icmp-block-inversion: no
interfaces: enp0s31f6
sources:
services: dhcpv6-client ftp ssh zabbix-agent
ports:
protocols:
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

# firewall-cmd --add-service=telnet --permanent
success
# firewall-cmd --reload
success
# firewall-cmd --list-all
public (active)
target: default
icmp-block-inversion: no
interfaces: enp0s31f6
sources:
services:dhcpv6-client ftp ssh telnet zabbix-agent
ports:
protocols:
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

2.8 telnet EEBITIRSES

# telnet 192.168.1.2
# MNP 2E
# BIZEER

2.9 TiEKERa

# yum install -y gcc gcc-c++ glibc make autoconf openssl openssl-devel pcre-devel pam-de
el

Loading mirror speeds from cached hostfile

* base: mirrors.tuna.tsinghua.edu.cn

* extras: mirrors.tuna.tsinghua.edu.cn

* nux-dextop: mirror.li.nux.ro

* updates: mirrors.tuna.tsinghua.edu.cn
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2.10 FEpamilizlibZH

# yum install -y pam* zlib*

EInEdE4E: fastestmirror, langpacks
Loading mirror speeds from cached hostfile
* base: mirrors.tuna.tsinghua.edu.cn

* extras: mirrors.tuna.tsinghua.edu.cn

* nux-dextop: mirror.li.nux.ro

* updates: mirrors.tuna.tsinghua.edu.cn

3. FEFrBXH

PR MRRTERA SR T FEIRET B,
3.1 FTEEHRAEI openssh

https://openbsd.hk/pub/OpenBSD/OpenSSH/portable/
e e o . e e s
. openssh-7. 8p1 targz.= 2018-08-24 07:53 683
ﬂl openssh-7.9p1-vs-ope..> 2018-10-19 10:10 910K
l[} openssh-7.9pi.tar.gz 2018-10-19 10:10 1.5M
openssh-7.9pl.targz.> 2018-10-1910:10 683
|['j| openssh-8.0p1-vs-ope..= 2019-04-18 07:02 1.0M

Wk openssh-8.0p1.tar.gz -18 07:02 1.5M

. openssh-8.0pitargz.> 2019-04-18 07:02 683

3.2 TEgHThRA A9 openssl

https://ftp.openssl.org/source/

|?] openssli-1.1.0l.tar.gz.sha256 2019-09-10 13:53 65
ﬁq openssl-1.1.1ctar.gz 2019-05-28 13:26 8.5M
openssl-1.1.1c.tar.gz.asc 2019-05-28 13:26 833
[?] openssl-1.1.1ctar.gz.sha1 2019-05-28 13:26 41
@ openssl-1.1.1c.tar.gz.sha256 2019-05-28 13:26 65
ﬁq openssl-1.1.1d.tar.gz 2019-09-10 13:53 8.4M
openssl-1.1 .Id.tar.gz.mm_‘ljﬁii 488
@ openssl-1.1.1d.tar.gz.shal 2019-09-10 13:53 41
@ openssl-1.1.1d.tar.gz.sha256 2019-09-10 13:53 65
¥ onenssl-fins-2.0.16.tar.a7 2017-05-24 18:01 1.4M
#ls

openssh-8.0p1.tar.gz openssl-1.1.1d.tar.gz

4. e

4.1 &5 openssl

4.1.1 B E4YE
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# tar xfz openssh-8.0p1.tar.gz

#ls

openssh-8.0p1 openssh-8.0p1.tar.gz openssl-1.1.1d.tar.gz

# tar xfz openssl-1.1.1d.tar.gz

#ls

openssh-8.0p1 openssh-8.0p1.tar.gz openssl-1.1.1d openssl-1.1.1d.tar.gz
#

4.1.2 FiBFEF

# |l /usr/bin/openssl

-rwxr-xr-x 1 root root 555288 85 9 09:38 /usr/bin/openssl|
# mv /usr/bin/openssl /usr/bin/openss|_bak

# mv /usr/include/openssl /usr/include/openssl_bak
# Il /usr/include/openssl|_bak/

RFE 1864

-rw-r--r-- 1 root root 6146 85 9 09:38 aes.h
-rw-r--r-- 1 root root 63204 88 9 09:38 asn1.h
-rw-r--r-- 1 root root 2443588 9 09:38 asn1_mac.h
-rw-r--r-- 1 root root 3447588 9 09:38 asnl1t.h
-rw-r--r-- 1 root root 38742 83 9 09:38 bio.h

4.1.3 FAmiERE

# cd openssl-1.1.1d/
# ./config shared && make && make install

4.1.4 B&EiS
BERFLERN openss| WEREM. EOALREE| /usr/local BR T

# |s /usr/local/
bin/ etc/ games/ include/  lib/ lib64/ libexec/  sbin/ Server
tatus/ share/ src/ ssl/

# tree -L 2

F— bin
— c_rehash
— openssl
— include
L— openssl
F— aes.h
| F— asn1lerr.h

— lib64

— engines-1.1

— libcrypto.a

— libcrypto.so -> libcrypto.so.1.1
| F—libcrypto.so.1.1

| F—libssl.a
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| F—libssl.so -> libssl.s0.1.1
| F—libssl.s0.1.1

| L— pkgconfig

L— sl

F— certs

— ct _log_list.cnf
— ct log_list.cnf.dist
F— misc

F— openssl.cnf

F— openssl.cnf.dist
L— private

4.1.4 % openssl B#

# In -s /usr/local/bin/openssl /usr/bin/openssl|

# In -s /usr/local/include/openssl/ /usr/include/openssl

# |l /usr/bin/openssl|

Irwxrwxrwx 1 root root 22 98 19 20:14 /usr/bin/openssl -> /usr/local/bin/openssl

# Il /usr/include/openssl -Id

Irwxrwxrwx 1 root root 27 98 19 20:14 /usr/include/openssl| -> /usr/local/include/openssl/

4.1.5 MEFHEE

echo "/usr/local/lib64" >> /etc/ld.so.conf

/sbin/ldconfig

4.1.6 BEEIARE. R

# openssl version
OpenSSL 1.1.1d 10 Sep 2019

4.2 T openssh

4.2.1 BEFSERR

# tar xfz openssh-8.0p1.tar.gz

# cd openssh-8.0p1

# TIBES G EMA B RuidFIgidE4BERR 1000, XBEHIRINT., MENAREEAT TR (BRI
)

# chown -R root.root /data/tools/openssh-8.0p1

4.2.2 FipFEsshIEeEXHFIBR

# mv /etc/ssh/* your backup dir

4.2.3 fiiE. wmiFE. TE
1. BERESY. RIEEERER
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# ./configure -h
‘configure' configures OpenSSH Portable to adapt to many kinds of systems.

Usage: ./configure [OPTION]... [VAR=VALUE]...

To assign environment variables (e.g., CC, CFLAGS...), specify them as
VAR=VALUE. See below for descriptions of some of the useful variables.

Defaults for the options are specified in brackets.

Configuration:

-h, --help display this help and exit
--help=short display options specific to this package
--help=recursive display the short help of all the included packages

-V, --version display version information and exit

-g, --quiet, --silent do not print ‘checking ... messages
--cache-file=FILE cache test results in FILE [disabled]

-C, --config-cache alias for "--cache-file=config.cache'

-n, --no-create do not create output files
--srcdir=DIR find the sources in DIR [configure dir or ".."]

Installation directories:

--prefix=PREFIX install architecture-independent files in PREFIX
[/usr/local]

--exec-prefix=EPREFIX install architecture-dependent files in EPREFIX
[PREFIX]

By default, ‘make install' will install all the files in
“/usr/local/bin’, “/usr/local/lib" etc. You can specify

an installation prefix other than "/usr/local' using "--prefix’,
for instance “--prefix=$HOME'.

For better control, use the options below.

Fine tuning of the installation directories:
--bindir=DIR user executables [EPREFIX/bin]
--sbindir=DIR system admin executables [EPREFIX/sbin]
--libexecdir=DIR program executables [EPREFIX/libexec]
--sysconfdir=DIR read-only single-machine data [PREFIX/etc]
--sharedstatedir=DIR modifiable architecture-independent data [PREFIX/com]
--localstatedir=DIR  modifiable single-machine data [PREFIX/var]
--libdir=DIR object code libraries [EPREFIX/lib]
--includedir=DIR C header files [PREFIX/include]
--oldincludedir=DIR  C header files for non-gcc [/usr/include]
--datarootdir=DIR read-only arch.-independent data root [PREFIX/share]

--datadir=DIR read-only architecture-independent data [DATAROOTDIR]
--infodir=DIR info documentation [DATAROOTDIR/info]

--localedir=DIR locale-dependent data [DATAROOTDIR/locale]
--mandir=DIR man documentation [DATAROOTDIR/man]

--docdir=DIR documentation root [DATAROOTDIR/doc/openssh]
--htmldir=DIR htm| documentation [DOCDIR]

--dvidir=DIR dvi documentation [DOCDIR]

--pdfdir=DIR pdf documentation [DOCDIR]

--psdir=DIR ps documentation [DOCDIR]

JR35EE: centos7 FH4k openssh BlR#Hir4A (openssh-8.0p1)


https://ld246.com/article/1568940290199

System types:
--build=BUILD  configure for building on BUILD [guessed]
--host=HOST cross-compile to build programs to run on HOST [BUILD]

Optional Features:
--disable-option-checking ignore unrecognized --enable/--with options
--disable-FEATURE do not include FEATURE (same as --enable-FEATURE=no0)
--enable-FEATURE[=ARG] include FEATURE [ARG=yes]
--disable-largefile  omit support for large files
--disable-pkcs11 disable PKCS#11 support code [no]
--disable-strip Disable calling strip(1) on install
--disable-etc-default-login Disable using PATH from /etc/default/login no
--disable-lastlog disable use of lastlog even if detected no

--disable-utmp disable use of utmp even if detected no
--disable-utmpx disable use of utmpx even if detected no
--disable-wtmp disable use of wtmp even if detected no
--disable-wtmpx disable use of wtmpx even if detected no

--disable-libutil disable use of libutil (login() etc.) no
--disable-pututline  disable use of pututline() etc. (uwtmp) no
--disable-pututxline disable use of pututxline() etc. (uwtmpx) no

Optional Packages:
--with-PACKAGE[=ARG] use PACKAGE [ARG=Yes]
--without-PACKAGE do not use PACKAGE (same as --with-PACKAGE=no0)
--without-openssl| Disable use of OpenSSL; use only limited internal crypto **EXPERIME
TAL**
--without-stackprotect Don't use compiler's stack protection
--without-hardening  Don't use toolchain hardening flags
--without-rpath Disable auto-added -R linker paths
--with-cflags Specify additional flags to pass to compiler
--with-cflags-after ~ Specify additional flags to pass to compiler after configure
--with-cppflags Specify additional flags to pass to preprocessor

--with-Idflags Specify additional flags to pass to linker
--with-ldflags-after Specify additional flags to pass to linker after configure
--with-libs Specify additional libraries to link with

--with-Werror Build main code with -Werror

--with-solaris-contracts Enable Solaris process contracts (experimental)

--with-solaris-projects Enable Solaris projects (experimental)

--with-solaris-privs  Enable Solaris/Illumos privileges (experimental)

--with-osfsia Enable Digital Unix SIA

--with-zlib=PATH Use zlib in PATH

--without-zlib-version-check Disable zlib version check

--with-ldns[=PATH]  Use ldns for DNSSEC support (optionally in PATH)

--with-libedit[=PATH] Enable libedit support for sftp

--with-audit=module  Enable audit support (modules=debug,bsm,linux)

--with-pie Build Position Independent Executables if possible

--with-ssl-dir=PATH  Specify path to OpenSSL installation

--without-openssl-header-check Disable OpenSSL version consistency check

--with-ssl-engine Enable OpenSSL (hardware) ENGINE support

--with-prngd-port=PORT read entropy from PRNGD/EGD TCP localhost:PORT

--with-prngd-socket=FILE read entropy from PRNGD/EGD socket FILE (default=/var/run/egd
pool)

--with-pam Enable PAM support
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--with-pam-service=name Specify PAM service name

--with-privsep-user=user Specify non-privileged user for privilege separation

--with-sandbox=style Specify privilege separation sandbox (no, capsicum, darwin, rlimit, se
comp _filter, systrace, pledge)

--with-selinux Enable SELinux support

--with-kerberos5=PATH Enable Kerberos 5 support

--with-privsep-path=xxx Path for privilege separation chroot (default=/var/empty)

--with-xauth=PATH Specify path to xauth program

--with-maildir=/path/to/mail  Specify your system mail directory

--with-mantype=man|cat/doc Set man page type

--with-md5-passwords Enable use of MD5 passwords

--without-shadow Disable shadow password support

--with-ipaddr-display Use ip address instead of hostname in $DISPLAY

--with-default-path= Specify default $PATH environment for server

--with-superuser-path=Specify different path for super-user

--with-4in6 Check for and convert IPv4 in IPv6 mapped addresses

--with-bsd-auth Enable BSD auth support

--with-pid-dir=PATH  Specify location of sshd.pid file

--with-lastlog=FILE|DIR specify lastlog location common locations

Some influential environment variables:

CcC C compiler command

CFLAGS  C compiler flags

LDFLAGS linker flags, e.g. -L<lib dir> if you have libraries in a
nonstandard directory <lib dir>

LIBS libraries to pass to the linker, e.g. -I<library>

CPPFLAGS (Objective) C/C++ preprocessor flags, e.g. -I<include dir> if
you have headers in a nonstandard directory <include dir>

CPP C preprocessor

Use these variables to override the choices made by ‘configure' or to help
it to find libraries and programs with nonstandard names/locations.

Report bugs to <openssh-unix-dev@mindrot.org>.

2. configure 4§

# ./configure --prefix=/usr/ --sysconfdir=/etc/ssh --with-ssl-dir=/usr/local/lib64 --with-zlib
-with-md5-passwords --with-pam --with-ssl-engine --with-selinux --with-ipaddr-display

3. &%

# make && make install

4.3 BEEINE (&E)
4.3.1 EEERMYEEXHF

# |s /etc/ssh/

moduli ssh_config sshd config ssh_host dsa key ssh host dsa key.pub ssh host ecdsa key
ssh_host ecdsa key.pub ssh_host ed25519 key ssh host ed25519 key.pub ssh host rsa ke
ssh_host rsa_key.pub
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4.3.2 (&4 sshd EeEXE

# vim /etc/ssh/sshd_config

4.3.3 BEERzN
WERSEHRERS N — L HEIBIFME REFEREERES)

# cp -a contrib/redhat/sshd.init /etc/init.d/sshd
# cp -a contrib/redhat/sshd.pam /etc/pam.d/sshd.pam
# chmod +x /etc/init.d/sshd

# chkconfig --add sshd
# systemctl enable sshd

IEIR7ERIsystemd EIRAIsshd IR EBEHE IR, AEEMNERINIAIER sshdisS

# mv /usr/lib/systemd/system/sshd.service your backup dir

4.3.4 BeEFHNEEN

# chkconfig sshd on

Note: Forwarding request to 'systemctl enable sshd.socket'.

Created symlink from /etc/systemd/system/sockets.target.wants/sshd.socket to /usr/lib/syst
md/system/sshd.socket.

4.3.5 FTFRMREERSS

# /etc/init.d/sshd restart
Restarting sshd (via systemctl): [ #E |

# netstat -Intp | grep 22
tcp 0 00.0.0.0:22 0.0.0.0:* LISTEN  26069/sshd
tcpb 0 0:22 vk LISTEN 26069/sshd

# /etc/init.d/sshd stop
Stopping sshd (via systemctl): [ FAE ]
# netstat -Intp | grep 22

# /etc/init.d/sshd start
Starting sshd (via systemctl): [ #BE ]
# systemctl status sshd
e sshd.service - SYSV: OpenSSH server daemon
Loaded: loaded (/etc/rc.d/init.d/sshd; bad; vendor preset: enabled)
Active: active (running) since 4 2019-09-19 20:39:57 CST; 11s ago
Docs: man:systemd-sysv-generator(8)
Process: 26229 ExecStop=/etc/rc.d/init.d/sshd stop (code=exited, status=0/SUCCESS)
Process: 26310 ExecStart=/etc/rc.d/init.d/sshd start (code=exited, status=0/SUCCESS)
Main PID: 26320 (sshd)
Tasks: 1
Memory: 608.0K
CGroup: /system.slice/sshd.service
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L—26320 /usr/sbin/sshd

98 19 20:39:57 sz-lab-centos7-gitlab-nginx-proxy-192.168.178.46 systemd[1]: Starting SYSV:
OpenSSH server daemon...

98 19 20:39:57 sz-lab-centos7-gitlab-nginx-proxy-192.168.178.46 sshd[26320]: Server listeni
g on 0.0.0.0 port 22.

98 19 20:39:57 sz-lab-centos7-gitlab-nginx-proxy-192.168.178.46 sshd[26320]: Server listeni
g on :: port 22.

98 19 20:39:57 sz-lab-centos7-gitlab-nginx-proxy-192.168.178.46 sshd[26310]: Starting sshd:[
HE ]

98 19 20:39:57 sz-lab-centos7-gitlab-nginx-proxy-192.168.178.46 systemd[1]: Started SYSV:
penSSH server daemon.

4.4 SSIERRF

# ssh -V

OpenSSH 8.0p1, OpenSSL 1.1.1d 10 Sep 2019
4.5 SSH ZEEi

# ssh you_username@your _server _ip

4.6 ERMiK

# sync

# reboot now
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