Apache ShardingSphere ##EAHE

{£4&: TravelEngineers
JR3Z55%: https://Id246.com/article/1567132596332
FelRMuG : fEE
eIy : EZ-1HERTHE 4.0 EfR (CC BY-SA 4.0)


https://ld246.com/member/TravelEngineers
https://ld246.com/article/1567132596332
https://ld246.com
https://creativecommons.org/licenses/by-sa/4.0/

=e I

BT IAESpringBootfRK, EIAN EEESpringBoot 2. xiHTHEXNE,
Apache ShardingSphere Github:
https://github.com/apache/incubator-shardingsphere

ShardingSphereiiiBEX#Y: https://shardingsphere.apache.org/document/current/cn/overview/

wRID=EDH

X TEIRIRERITR, LRSS HRF—IRD AREFER:
1. 355 2, ZeMIINEFR/IRBAERMEE, PIINRIT, FSBSHITINEEFHERIENE
, EERNREERTREGIE. RARSHARS, EMmEFERETLEE, LA ES,

2. B LSS, ZRI—ESIANEIEEEER . AR IRAFEYE LE S THgEEN. X
HE—IRFELIE =R

a) ISPEEFEAIHITIREALE, AL,

b) AMABEERH NS SQLILZIEIER T, SHmBEIEHTIENIE, FHFEEIEUER:; TR,
TR
o) WM ARE. JohE. BRSNS RSN SR AR,

WIETIZIFAE

JR3Z§EE: Apache ShardingSphere #dEAREL


https://github.com/apache/incubator-shardingsphere
https://shardingsphere.apache.org/document/current/cn/overview/
https://ld246.com/article/1567132596332

JR3Z§EE: Apache ShardingSphere RS


https://ld246.com/article/1567132596332

plainColumn

cipherColumn

JR3Z§EE: Apache ShardingSphere RS


https://ld246.com/article/1567132596332

— - B

e - »: s
<> —— </> HiESQL

P T pwd = “456" WHERE id = 1
l INSERT INTO t_user(pwd) values( "123" ) l HPRTECHE S5 o A ISR &2

BiFsQL ey
5) | EEG —— | gSso — D

#i¥sQL
l INSERT INTO t_user(pwd_plain, pwd_cipher) values( “123" , “xxx" ) l UPDATE t_user SET pwd._plain = "456” , pwd_cipher= "o WHERE id =1
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l SELECT pwd FROM t user WHERE pwd = “123" : l SELECT pwd FROM t_user WHERE pwd = "123" ;
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<1--5| A\shardingsphere-->
<dependency>
<groupld>org.apache.shardingsphere</groupld>

<artifactld>sharding-jdbc-spring-boot-starter</artifactld >
<version>4.0.0-RC2</version>

</dependency>

<dependency>
<groupld>org.apache.shardingsphere</groupld>
<artifactld>sharding-jdbc-spring-namespace </artifactld >
<version>4.0.0-RC2</version>

</dependency>
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CREATE TABLE 't order’ (
“id” int(11) NOT NULL AUTO_INCREMENT,
‘pwd_cipher’ varchar(2000) DEFAULT NULL COMMENT 'Z X #4851,
‘pwd_plain® varchar(255) DEFAULT NULL COMMENT "B EUES',
PRIMARY KEY ('id)
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) ENGINE=InnoDB AUTO INCREMENT=6 DEFAULT CHARSET=utf8mb4;
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spring:
shardingsphere:
datasource: #{§MshardingspherefEUE R B RELIER
name: ds
ds: #EMEUEREERRE, SHEFRE—H
type: com.alibaba.druid.pool.DruidDataSource
driver-class-name: com.mysql.jdbc.Driver
url: jdbc:mysql://127.0.0.1:3306/encrypt?serverTimezone=UTC&useSSL=false
username: root
password: root
max-total: 100
initialSize: 10
minldle: 10
maxActive: 100
maxWait: 60000
timeBetweenEvictionRunsMillis: 60000
minEvictableldleTimeMillis: 300000
validationQuery: SELECT 1 FROM DUAL
testWhileldle: true
testOnBorrow: false
testOnReturn: false
poolPreparedStatements: true
maxPoolPreparedStatementPerConnectionSize: 20
encrypt:
encryptors: #EMINEEL
encryptor aes: #IZEE1 AES, FFAILIEEN
type: aes
props:
aes.key.value: 123456
tables: #7E X B SR
t order: #BtRER
columns:
pwd: #BirRZIE5
plainColumn: pwd_plain #B%xrZBE35
cipherColumn: pwd_cipher #B#r&Z35!
encryptor: encryptor aes #XARINZEL
props:
sql.show: true #$JEPSQL
query.with.cipher.comlum: true  #{FREZEXEER
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import javax.sql.DataSource;

@Resource
private DataSource dataSource;
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https://shardingsphere.apache.org/document/current/cn/features/orchestration/encrypt/
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