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Let's Encrypt2IFEFIMEBRNETEARAE (ISRG) AERMIN%RE, Bt ANEBATIE

LiEcertbotii{4

# IR

add-apt-repository ppa:certbot/certbot
# IR

apt-get update

# LaiE

apt-get install python-certbot-nginx

BoE&nginx

# FENQInXBEE SHEHIDANIO T (/etc/nginx/sites-available/default)
server {
listen 80;
listent [::]:80;
# server_name 2{RFERBHIHE, S MNATIERFT
server_name WWwWWw.XXX.COmM XXX.Com;

}
# RFNE— T RS SRS T

nginx -t

# (EREREEN TR

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful

# Efgnginx
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service nginx reload

ERigtl=

# R (-MFEERBRIER, 2 MMABEEREEIEN -d www.xxx.com)

certbot --nginx -d www.xxx.com -d xxx.com
# A

root@i-tprz7ceq: fopt# certbot --ngint -d wew, test.glxsslive.com

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Flugins selected: Authenticotor ngimx, Installer ngimx

Enter emoil address for urgent renewal ond security notices) (Enter ‘c' to
cancel): yudong®llvision.com

Storting new HTTPS connection (1): oome-v@l.opi.letsencrypt.org

Please read the Terms of Service at

https etsencrypt.org/documents/LE-5A-v1 . 2-November-15-2017. pdf. You must
agree in order to register with the AQME server at

https://acme-v@l.api. letsencrypt . org/directory

(Algree/(Clancel: a

Would you be willing to share your email address with the Electronic Frontier

Foundation, a founding partner of the Let's Encrypt project ond the non-profit

urganlzat on that develops Certbot? We'd like to send you email about EFF and
protect its users ond defend digitol rights.

Dbtaining a new cartificate

Performing the following challenges:

kttp-01 challenge for wew. B

Waiting for verification...

Clearving up challenges

Deploying Certificate to VirtuolHost Jetc/nginc/sites-enobled/defoult

Flease choose whether or not to redirect HTTP traffic to HTTPS, removing HTTP access.

ect - Make no further changes to the webserver cnnﬁguratlm.
2: Redirect - Make all requests redirect to secure HTTPS access. Chooss this for
new sites, or if you're confident your site works on HTTPS. You con undo this
change by editing your web server's configuration.
Select the oppropricte number [1-2Z] then [enter] (press 'c' to cancel): 2
Redirecting oll traffic on port B3 to ssl in /fetc/nginou/sites-encbled/defoult

Congratulations] You have successfully enabled https://www

You should test your configuration ot
kit

IMPORTANT MOTES:

- Congratulations! Your certificate ond chain have been soved at:
Sete/letsencrypt/live/ e =y e com/ ful lchain. pem
Your key file has been soved at:
fete/letsencrypt/Iive/wew. @ s ¥ . con/priviey . pes
Your cert will expire on 2018-959-82. To obtain d new of tweaked
version of this certificote in the future, simply run certbot again
with the "certonly” option. To non-interoctively renew ®all® of
your certificates, run “certbot renew™
Your account credentials hove been saved in your Certbot

figuration directory ot /etc/letsencrypt. You should moke a

secure boc of thiz folder now. This configuration directory will
also contain certificates ond privabe keys obtaoined by Certbot so
moking regular backups of this folder is ideal.

= If you like Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: hitps atsencrypt.org/donate
Donating to EFF: ¥

rootii-tprz7ceq: /opt ]

& ssl
# (S ss| RAMAERRNERT)

sudo certbot renew --dry-run
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# INERHESS
crontab -e

# I TAREER1SHIT—R)
001 **certbot rennew --dry-run

# BETEESIFER
crontab -I

BT RIS AL

1. certbot
2. letsencrypt
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