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BEER LR SNEENEE— IR, NRARSESIXLLEEE TIINE FIEEAL
1T, BAREHTEVMIRES, BEmERLHTEIEMEE, BRXINNRITAETLEAE
HRRIER, BBARXRPTHRHMERLAZLERY,

Wi — R X EHINER ZEhttps.//www.cnblogs.com/lixinjie/p/10817860.html
=, T AGE2FEEEARS

SRR R EHERTERFTEES T,

EFNMETYEREE. HERERGERE, MASERE, —RRk, XIMRXEREERSE
; BRESNERERNTTERE, —REFELREIZES, SNNERATRERINEIERE.

EANET: SEERERREIRE10001 EmRe AL, XITAIsEF2000 AR RIS 5,
REFEAMAELEEND, W2000AFERZRERIEFERERZ10001, FBA2000EFE=HK
REEm, RERIEEE SEEUERIEEL.

=, MG ERBRRALSHEEAR 2T
1. javak##= synchronized

javaXx#fg= synchronized AJLMERTF 75, BaILMERTHESR;
NR—MRBREE — N TiEmsynchronized XBEFED, Z—PEAEREN T IR, FHITIZA
HEt, BfttEEEREE—ESHEE OB IR,

synchronizedZjavaxiz®x, 2EFjvmLIaY;

e EAER, EBRAFANSRENGR

R ARE, AFITHRRE

2. Lockéii

LockZjdkEBEAI—MEOR, TERLockiZFMXMLNTIE

public interface Lock {
void lock();
void lockinterruptibly() throws InterruptedException;
boolean tryLock();
boolean tryLock(long time, TimeUnit unit) throws InterruptedException;
void unlock();
Condition newCondition();

}

lock(). tryLock(). tryLock(long time, TimeUnit unit) 1 lockinterruptibly )&B2FESSEEEHY. u
Lock()73iA 2 FRIEmMELHY.

e lock()

lock(OZREXEH, ANRPUFEMAAEIRE, Ne—BEFFEBRBALE, lockiw/mEREN, S
MILHERERIE—ESE, —MRlockfsERtry catch finally 3£izfT, trydTlss, finallyBEAst, a0
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//ZEFHL BlIFE
Lock lock = new ReentrantLock();
lock.lock();
try{

[/HATIZEES
}catch(Exception ex){

/R SSEERE
Hinally{

//TERLEA

lock.unlock();

}
o tryLock()#0tryLock(long time, TimeUnit unit)

XRANGERM, SERENE, HREERtruellZ=EFH, TLURIEIEERSESZET; NERR
EfalseNIFRRPIEEHWEHMAREER], JLUSEMRF;

t_rt):FLOﬁthk(): SUNMREBERFRERZINE, F2%5F HEZEASBERT, HiRElfalserT LS
AL ;

tryLock(long time, TimeUnit unit): EEARZIBAIER FTEEF—ERMNE, HEREIRFIANILZE!
MiR[Elfalse, NRERIESEEEZZRSNREtrue;

Lock lock = new ReentrantLock();
J/ERFREE, tBETLAERAlock.tryLock(20, TimeUnit.SECONDS), Z£4520F ARt E]
if(lock.tryLock()) {
try{
/PITIBEES
}catch(Exception ex){

Hinally{
//TEEA
lock.unlock();

}

else {
//ANRABEIRENBL, BILARNREAMR(ESS
}

e lockinterruptibly()
lockinterruptibly0RER, XEEAR

3. redis %I\

FEAMGEHEINSRIELREZE, SRR MRSHREEE, BEEDHIING NEERERED
E FERMES NS REMEME Y, FAERNENIRSSEERAGEERR, RETUEECKRS
5%, THEiR—TMEMredis TMHOHIUBRLINE IR, EamEERTInE;

1. spring boot T {§Efredis+luafflASCIEM

BRip=mmEFRE1000, BR10a5—MEWE, FIREERELICMALGEIT1000, ERIET
00N ABEBIERICE], EfthiISTIRIAFTERERIFAIRT.

redisZEREAEANE, IEHIMTE REFFIREFIRERIualIZNGT, BIRT(RIESIRAIIERE.
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redis TH3E

@Component
public class RedisLock {
@Autowired
private RedisTemplate<String, Object> redisTemplate;
//\va FIRREFIERT, WREFRBNREFHENEZT
public static final String RUSH_TO BUY LUA = "local stock = tonumber(redis.call('get’, KEYS
m "+
"if stock < tonumber(ARGV[1]) then return 0 end " +
"stock = stock - ARGV[1] " +
"redis.call('set’, KEYS[1], tonumber(stock)) " +
"return 1";

/**

*WLEm, FBRETFEARE
* @param key i mEFkey
* @param bugNum WL REE
* @return
*/
public boolean bugGoods(String key, String bugNum) {
List<String> keys = new ArrayList<>();
keys.add(key);
List<String> args = new ArrayList<>();
args.add(bugNum);
// ERBluafil A fiBRredisshPtEcvalueTkey, RILUEHRET75iEHRITES AL KMredis#iBand
RAIBHRIRM B A ZAZ AT
// spring B RIFITIIA TS, SRRl EEREASTHVTIIARNRE, FLIREERRre
isfconnectionSEHATRIZ
RedisCallback<Long> callback = (connection) -> {
Object nativeConnection = connection.getNativeConnection();
/] SRR NSRRI R TII AR S EZ—, (BRIRBHREREND, FRUARESFHT
/] SEEHET
if (nativeConnection instanceof JedisCluster) {
return (Long) ((JedisCluster) nativeConnection).eval(RUSH TO BUY _LUA, keys, args);

}
// BBHETC
else if (nativeConnection instanceof Jedis) {
return (Long) ((Jedis) nativeConnection).eval(RUSH TO BUY _LUA, keys, args);
}

return OL;
%
Long result = redisTemplate.execute(callback);
return result != null && result > 0;
}
}

WAWSLE mITiE

@ApiOperation(value = "WILEFER")

@GetMapping("/bugGoods")

public void bugGoods() {
ThreadPoolExecutor pool1 = (ThreadPoolExecutor) Executors.newCachedThreadPool();
for (inti = 0;i < 2000; i++) {
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pooll.execute(()-> {
if (redisLock.bugGoods("test", "1")) {
logger.info("WWXLRIN! ");
} else {
System.out.printIn(" EFEAEWELK");

<font color="red > FEEEERERcdisLock bugGoods("test”, "1") ZRIAREYIIRXEF "test" &
edisEZFEMm,; </font>

2. spring boot EHredis + lua LIS {8l

@Component
public class RedisLock {
@Autowired
private RedisTemplate<String, Object> redisTemplate;
private static final String LOCK_PREFIX = "lock:";
//EFERIETE
private ThreadLocal<String> localKeys = new ThreadlLocal<>();//i&&lAYkey(E
private ThreadLocal<String> localRequestlds = new ThreadlLocal < >();//iZEBiAIME—valuelE
private static final Long LOCK _SUCCESS = 1L;
private static final String LOCK LUA;
private static final String UNLOCK _LUA;
static {
/NN A, EKEYS[IAIMBMENSEL
//KEYS[1]57Rkey
//KEYS[2]Z7Rvalue
//KEYS[3]ZR/~Id HRRTIE)
//setnx (set if not exists) NRAFZENZEE

LOCK LUA = " if redis.call('setnx’, KEYS[1], KEYS[2]) == 1" +
"then " +
if KEYS[3] == '-1" then return 1 else return redis.call('pexpire’, KEYS[1], KEYS[3])
nd "+
"else " +
return 0 " +
"end ";
/R
//KEYS[1]z&7R~key

//KEYS[2]%7Rvalue
//return -1 FRFKAGAEINZkeyskE keyROESENIERESE
UNLOCK_LUA = " if redis.call('get’,KEYS[1]) == KEYS[2] " +

"then " +
return redis.call('del’,KEYS[1]) " +
"else " +
return -1 " +
"end ";
}
/**

*IRENE, WNSIRENAZIN—EFT, SKEISHH
* @param key
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* @return

*/

public boolean lock(String key) {
return lock(key, 5*60*100, -1);

}

/**
* g
* @param key Key
* @param timeout iSHARTIE) BA(TE=FD
* @param retryTimes EiFREL
* @return
*/
public boolean lock(String key, long timeout, int retryTimes) {
try {
DefaultRedisScript<Long> LOCK LUA SCRIPT = new DefaultRedisScript<>(LOCK LUA,
Long.class);
final String redisKey = this.getRedisKey(key);
final String requestld = this.getRequestld();
logger.debug("lock :::: redisKey = " + redisKey + " requestid = " + requestid);
VIEZEIVE 7 3
List<String> keys = Arrays.asList(redisKey, requestld, String.valueOf(timeout));
//PATRIZR
Long result = redlsTempIate execute(LOCK LUA SCRIPT, keys);
//JJD%mEJZIJJLJT AT
if (result '= null && result equals(LOCK_SUCCESS)) {
localRequestlds.set(requestid);
localKeys.set(redisKey);
logger.info("success to acquire lock:" + Thread.currentThread().getName() + ", Statu
code reply:" + result);
return true;
} else if (retryTimes == 0) {
/B IREH0EREIREILIM
return false;
} else {
/ /BRI EREN
logger.info("retry to acquire lock:" + Thread.currentThread().getName() + ", Status c
de reply:" + result);

int count = 0;
while (true) {
try { Ay ~ —
/MARR—EREEERENE], XEMELUBGINERIRE
Thread.sleep(100);

result = redisTemplate.execute(LOCK LUA SCRIPT, keys);
if (result != null && result.equals(LOCK SUCCESS)) {
localRequestlds.set(requestid);
localKeys.set(redisKey);

logger.info("success to acquire lock:" + Thread.currentThread().getName() +
, Status code reply:" + result);

return true;
} else {
count++;
if (retryTimes == count) {
logger.info("fail to acquire lock for " + Thread.currentThread().getName()
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", Status code reply:" + result);
return false;
} else {
logger.warn(count + " times try to acquire lock for " + Thread.currentThre
d().getName() + ", Status code reply:" + result);

}
} catch (Exception e) {
logger.error("acquire redis occured an exception:" + Thread.currentThread().ge
Name(), e);
break;
}
}
}
} catch (Exception e1) {
logger.error("acquire redis occured an exception:” + Thread.currentThread().getName()
el);
}

return false;

}

/**
* ¥XREXRedisKey
* @param key JRIGKEY, WNRF=, BEERBEHKEY
* @return
*/
private String getRedisKey(String key) {
/AR Key AEBELFREERT, BEiZF, REFRF
if (StringUtils.isEmpty(key) &8& !StringUtils.isEmpty(localKeys.get())) {
return localKeys.get();

}

//ANREBRHA AL F 5

if (StringUtils.isEmpty(key) &8& StringUtils.isEmpty(localKeys.get())) {
throw new RuntimeException("key is null");

}

return LOCK_PREFIX + key;

}

/**
* SRENBENIEKID
* @return
*/
private String getRequestld() {
return UUID.randomUUID().toString();

}

/**
* RN
* @param key
* @return
*/
public boolean unlock(String key) {

try {

DefaultRedisScript<Long> UNLOCK LUA SCRIPT = new DefaultRedisScript<>(UNLOC
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_LUA, Long.class);

String localKey = localKeys.get();

[/ANRAMEFERBKEY, RHEBIAZIN, 8

if(StringUtils.isEmpty(localKey)) {
logger.error("release lock occured an error: lock key not found");
return false;

}

String redisKey = getRedisKey(key);

/[FIRTKEY B BIER, ARERMEMMEAZEAIKEY

if(IStringUtils.isEmpty(localKey) && !localKey.equals(redisKey)) {
logger.error("release lock occured an error: illegal key:" + key);
return false;

}

//B%E uafi AR S4]

List<String> keys = Arrays.asList(redisKey, localRequestlds.get());
logger.debug("unlock ::: redisKey = " + redisKey + " requestid = " + localRequestlds.g

t0);
// {ERBluafil A MibRredisshtEtvaluefSkey, ATLAESB T /A EHITRI AT KTiredis#iE D
HA BRI EL fth 2R ARV B
Long result = redisTemplate.execute(UNLOCK LUA SCRIPT, keys);
/ANRXENFE, FEBTTERER
if (result '=null && result == 1L) {
logger.info("release lock success:" + Thread.currentThread().getName() + ", Status c
de reply=" + result);
return true;
} else if (result!=null && result == -1L) {
- //ARE]- 1R EINKEYESrequestldA—EEEKEYATFE, AIReCLIT A
E0Ed
/] —i RS EkeyBIS HARTBISE TV SS4MIBRTIE), BFIEREZIER
logger.warn("release lock exception:" + Thread.currentThread().getName() + ", key
as expired or released. Status code reply=" + result);
} else {
[/EfBIER, —REMBRKEYZR, REI0
logger.error("release lock failed:" + Thread.currentThread().getName() + ", del key fa
led. Status code reply=" + result);

}
} catch (Exception e) {

logger.error("release lock occured an exception”, e);
} finally {

/BRI E

this.clean();

}

return false;

}

/ **
) /%B?Zliﬂﬂéﬁi}[% BrlERTFtHEE

private void clean() {
localRequestlds.remove();
localKeys.remove();
}
}
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BT

@ApiOperation(value = "redis > #=UE1")
@GetMapping("/lock")
public void lock() {
ThreadPoolExecutor pool1 = (ThreadPoolExecutor) Executors.newCachedThreadPool();
for (inti=0;i < 1000; i++) {//testService.incr()
pooll.execute(()-> {
if (redisLock.lock("1")) {

try {
[/ BRHEREN A
logger.info("SREXSRLTN, HLEHITIES" + Thread.currentThread().getName());
try {

Thread.sleep(10);
} catch (InterruptedException e) {
e.printStackTrace();
}
}catch (Exception e) {
logger.error("Exception ", e);
} finally {
redisLock.unlock("1");
}
}
1
}
}

SE&VE: https://www.jianshu.com/p/1145cd7e0cf1

IStk

INBRIME A T REF A (FERjavaxi#= synchronized FATLAURERZLLFZRE AR ;
MRBENBIRSGRE, HEREARERS, aJLAMERjavaiZzOsklock B kRR RS AIRE ;
MREHDHIIE, WEEERSHIVEL;
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