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o 3EFUFWIR SIS,

ZERIAKIFE i

LIKIEERANEEZ FParityfliGeth, L3R(HA— M EBLURFBSIAKYI MEHTZH.,
(RETLABT A ME—NEZRE:

e https://github.com/ethereum/go-ethereum/wiki/Installing-Geth

e https://wiki.parity.io/Setup

BETR
MREBIX L
EGETHT s E[SFRPCIHAIRY, AAIFERBBIKFAYER FRIFXIRPCGHEATIMNBAIA. FI40:

$ geth — rpc — rpcaddr 0.0.0.0 — rpcport 8545 — rpcapi  “db, eth, net, web3, personal” —
pcapi “admin,eth,debug,personal,web3” — unlock <addrs>
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https://ethereum.stackexchange.com/questions/3887/how-to-reduce-the-chances-of-your-e

hereum-wallet-getting-hacked?utm_medium=organic&utm_source=google rich_ga&utm ¢
mpaign=google rich ga
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e https://passwordsgenerator.net/

e https://lastpass.com/generatepassword.php

e https://www.random.org/passwords/
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o THNginx
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o IZFEHTTP AuthEAREHE

FELEBP, (REABITXT REIIRAFEIEER.

IZEIRF IR R P B B EE (BRI . BEREHINE, AR LIRRERAHE[ETR,
$ sudo htpasswd -c /etc/nginx/.htpasswd nginx

RAILEFIZIN GRS UEERR SRR EN.

$ cat /etc/nginx/.htpasswd

o EFNginxBLE

MEFAIELE THTTPEARBHIGIEREE, T—LEEHNgInEELEEE.
$ sudo nano /etc/nginx/sites-available/default
EF B AXERE:

server {
listen 80;
listen [::]:80;
# ADDED THESE TWO LINES FOR AUTHENTICATION
auth_basic “Protected Ethereum client” ;
auth_basic_user file /path/to/passwords;
server_name example.com;
location / {
proxy_pass http://localhost:8545/;
proxy set header Host $host;

}
}

o iz

BNAEN, BEHINENgInX,

$ sudo service nginx reload

{REMEALAUBIERPC URL

http:// : @mydomain.com
{RERTLAZZ=AT LAM letsencry ptERIGRIGREESSLIED, (RATLATELLA REZEIE.

3.EEFUFWigEBRG XIS

UFWzlUncomplicated FirewallRiptablestd—MEO, SEECECER XIEHNITE.
o ZEEUFW

$ sudo apt-get install ufw
o IREBUARRS
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$ sudo ufw default deny incoming
$ sudo ufw default allow outgoing

o FRIFLAK W P & [

HADEEBRELIKIEMEE, LUEBAINT meeis 5 A KRN K TBREFIREL,
LAKIEM &m0 230303,

$ sudo ufw allow 30303

e EARPCIH

BAIIRIFAERAINE ST SRR IMNLIKIAE Fin, LAKimORIEAARPCR /98545,
$ sudo ufw allow from <IP addr> to any port 8545

Bign, GNREAIIMNEEIRSSESIPHBIEE192.148.16.1, iRE:

$ sudo ufw allow from 192.148.16.1 to any port 8545
NRIREERRIZES8545ARRIAERPCHO, NNIEEE.

e SHUFW

BRUFW
$ sudo ufw enable

o SVFEAhERR

R LURIEREE AR MmO, Hla0: HTTP %80, EMALLaF<SHLASRSIFHTTPIERE (RIIZRIW
bARSSERERRNER) -

$ sudo ufw allow http
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o javalIXIFFFA#FE, TEE4XjavaflandroidfEfs R TR HGELIKIGFF & iweb3ji¥i7,

e pythonlAKYs, FERENIpython TiRIMfERAweb3.pyiH T XEREELIKIA T R BNFRE,

o phplAXth, FEENAFERphpHTEESOARRE, HITWKSEE. 5. Bk, KhFF
DARGT RS IR ZEARR.

o LUKIGANIIHIE, FENREEARNSdappAHFAE, EBENID.

o LUKIFFFRHMEGE, FEENBFRnodejs. mongodb, X#R5E, ipfssLElEF(MEEERD
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o ERC721LIKIGIBIESLE, BHELA— M IFEARmMENES D ZEDAPpHISEETTAAEL, RN
UAIGAERRCEBIERIELS, ESTALE. AEERERC-721RERNB LI, f#EOpenZeppel
NSLRBERITA, SEHIBRATruffle, IPFS, L7 @IELAREFCMLANEIER ZFR.
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