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JR3Z45%4E AddressSanitizer VS Valgrind
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C/C++EREESERMRRINEE R MReIRERT, ERENARAFHEIHER T ZMLUERIERR, W18
ashfUitE S IERARFFEBEIRAMES, WREBRARE. R crashfUitt s REFEEARZconsistentiy,
ENFERERECHBIR, #ELEBJ‘EMH:I'E)”UE’SI, BRRELE Y. 298, & codeiTlog2—"
%, BESEARKS, TEHRTETHASHRENHMRENER T, B, BSHEEDNE—XRKGE
BRZTE (lint, cppcheck, klockwork, splint, o, etc.) , BIRERIRIRES, NESEXIMEAR
BINFRI—RRIEE. &E, MESEETR. TENA/ LM LinudEE TEENETRIARFS
TEH., BAZSHEETERZEBZIFK86FIARMESH.

B, WERENRAFREE NE LA

e memory overrun: SRF#HR

e double free: FE—RATEERFIR

e use after free: WERBIRER

o wild free: BHMRWFRISEHIEEE

e access uninitialized memory: iBEIRFIBILRTE

e read invalid memory: EEEEEZRE, AR EEEFTRGEER

e memory leak: HIFitEE

e use after return: callerif[a—MBET, 1ZigEHgRIcalleefItRNANE
e stack overflow: #i&EH

P EEAEE, EEFUATGE:

o (1) ATHWNARFIEEFER, FEhookITFLECFHE(FREL. hookBYZiERLAZFC-preproces
or, BAILAREEREEFEIREN (AAGlibchaImalloc/freeEgiEi#ElEweak symbol) , 2L
_PRELOAD, 54b, &iZThook strcpy(),memmove()FERE AT LGS 1235 [#Ebuffer overflow,,

* (2) ATRENFRARALN, FEXEFIIAGFHITbookkeeping, AEBERERIFFRIEH
WEESEIE. bookkeepinghymiEAR/NE, FEBEZEAshadow memoryKEHIFERERAFHISIE
. ZETFinstrumentationf/ZERFEEE, Brun-timely, LLANBIHERFIEITEERIM P2 @I b
ary translator>giz1T; S@compile-timefd, TERIFENHELHESHMIMAGEIRIE. BiMEE]
B ES AR FRIEINR AR GEIguard page, XHEERTLAFFEREH(MMU)EZAASIGSEGY, M
RERE.,
o (3) ATHNRAIEIM, —AR¥Estack Li&E canary, EMEREUARRER_ESmagic numberaf
BEHE, %F?‘ PR AR E 2R, SHMETLAEE mprotect(fEstackiyTimig Eguard pag
, X RS SSIGSEGVIIAE T ISR,

APMHBEPYREFSNTIR
TH1: AddressSanitizer

AddressSanitizer2Google BTl FEZfbuffer overflow(Heap buffer overflow, Stack buffer
overflow, Global buffer overflow)i— M EEBRBRITR. ZTEE—PLLVMAIPass, TIEEME!
vmeh, BEE2ATALUEIE-fsanitizer=addressiEIf§AT. AddressSanitizerfiErS{iF/lib/Transf
rms/Instrumentation/AddressSanitizer.cop™, Runtime-libraryfJEa37EIIvmAYS— B compi
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er-rtf9/lib/asan3{43zh,

AddressSanitizerl B RgefEClangfmiEas MEA, ERIAZIGCCH, GCCA.8KLAEMRARI R
FIEM, 4.8hMRAGCCXFAddressSanitizerst#FEIR, REAATE, MLANERERB A ERET,
FAAKTSME, ENEA4.IRLALRA,

{sE RSl :
EENGooglef@HAT—ER/IMLEE, SkifBHAddressSanitizerfIAA.
BEIRKES: use-after-free.c

#include <stdlib.h>

int main() {
char *x = (char*)malloc(10 * sizeof(char®));
free(x);
return x[5];

}
IR
clang -fsanitize=address -O1 -fno-omit-frame-pointer -g use-after-free.c

EITIEF RS T EHER

==7332==ERROR: AddressSanitizer: heap-use-after-free on address 0x607000000095 at pc 0
00010532cef4 bp 0x7ffeea8d38d0 sp Ox7ffeea8d38c8

READ of size 1 at 0x607000000095 thread TO

# 0 0x10532cef3 in main use-after-free.c:5

#1 Ox7fff7c0a13d4 in start (libdyld.dylib:x86 _64+0x163d4)

0x607000000095 is located 5 bytes inside of 80-byte region [0x607000000090,0x6070000000
0)

freed by thread TO here:

#0 0x10538c20d in wrap_free (libclang_rt.asan_osx_dynamic.dylib:x86_64h+0x5c20d)
#1 0x10532ceba in main use-after-free.c:4

#2 Ox7fff7c0a13d4 in start (libdyld.dylib:x86 64+0x163d4~~~~

previously allocated by thread TO here:

#0 0x10538c053 in wrap_malloc (libclang_rt.asan_osx_dynamic.dylib:x86 64h+0x5c053)
#1 0x10532ceaf in main use-after-free.c:3

#2 Ox7fff7c0a13d4 in start (libdyld.dylib:x86_64+0x163d4)

SUMMARY: AddressSanitizer: heap-use-after-free use-after-free.c:5 in main

Shadow bytes around the buggy address:

Ox1cOdffffffc0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Ox1c0dffffffd0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Ox1c0dffffffe0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Ox1cOdfffffff0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0x1c0e00000000: fa fa fa fa 00 00 00 00 00 00 00 00 03 fa fa fa

=>0x1c0e00000010: fa fa[fd]fd fd fd fd fd fd fd fd fd fa fa fa fa
0x1c0e00000020: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x1c0e00000030: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x1c0e00000040: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x1c0e00000050: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x1c0e00000060: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

Shadow byte legend (one shadow byte represents 8 application bytes):
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Addressable: 00
Partially addressable: 01 02 03 04 05 06 07
Heap left redzone: fa
Freed heap region: fd
Stack left redzone: f1
Stack mid redzone: f2
Stack right redzone: f3
Stack after return: f5
Stack use after scope: f8
Global redzone: f9
Global init order: f6
Poisoned by user: {7
Container overflow: fc
Array cookie: ac

Intra object redzone: bb
ASan internal: fe

Left alloca redzone: ca
Right alloca redzone: cb
Shadow gap: cc
==7332==ABORTING
Abort trap: 6

22k BILARNIE
mainREAISE 51717 Eheap-use-after-free I FEIR,

TH2: Valgrind

Valgrind2—ELinuxF, FREKE (GPLV2) AFEEXTEMNES. ValgrindBR#Z (core)
REFTRZAIEMBERX TREM. WU TF—MEZR (framework) , BIEIMT—1NCPUINE, H
ﬁ%?%iééﬁf’@lﬁ; mEs TENECIFEE (plug-in), FIFARZIRERIRS TR SIMTENRE
i .

HFValgrindiRBEFIfmIFsSERN, REEBITEE, TEAZHMARE, FERERRBERZE.
{sEFACA5)

AT fEvalgrind X IAYEIRESHE, MBEBEMEIRCIST, B2INEREFINL-924, mELILiE
BIEFO0, BAXSIFHMIEFRIFITIER.

ERRTHTIER, U0

ERARITIERtestfa, (ERLITERFLLValgrindskERRFANCRI 4

e --log-file [FEATtest valgrind.logRIETEERMAIBESERFR,

e --num-callers FEM0REMNBMEIRICRAVBIRTE. 302PEFERTEN, WMRIRIEE, BOA
1217 (BAIREBERIBERTIRER) .

o —-leak-check=full R BIFAIARFHEGNIZS,

mStest.cpp
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#include <iostream>
using namespace std;
int main()

{

int *a = new int[10];

a[11]1=0

cout << a[11]<< endl;

return O;

}

TRIFIER

gcc —g —o test test.cpp
fERvalgrind D ifrizFs

valgrind --tool=memcheck --leak-check=yes --show-reachable=yes test

BRI

051==

051==

L1 1 1 1 | 1 e 1 1 1 = | 1 e 1 1 {1 e 1 1 1 | A VO VRN

2
2
2
2
2
2
2
2051
2
2
2
2
2
2
2

2051== Memcheck, a memory error detector.

2051== Copyright (C) 2002-2007, and GNU GPL'd, by Julian Seward et al.

2051== Using LibVEX rev 1804, a library for dynamic binary translation.

2051== Copyright (C) 2004-2007, and GNU GPL'd, by OpenWorks LLP.

2051== Using valgrind-3.3.0, a dynamic binary instrumentation framework.

2051== Copyright (C) 2000-2007, and GNU GPL'd, by Julian Seward et al.
051== For more details, rerun with: -v

2
2
2051== Invalid write of size 4

2051== at 0x4009C6: main (test.cpp:7)

2051== Address 0x4a2005c is 4 bytes after a block of size 40 alloc'd

2051== at 0x490581B: operator new[](unsigned long) (vg replace_malloc.c:274)
2051== by 0x4009B9: main (test.cpp:6)
2
2
2
2
2
2

051== Invalid read of size 4

051== at 0x4009D4: main (test.cpp:8)

051== Address 0x4a2005c is 4 bytes after a block of size 40 alloc'd

051== at 0x490581B: operator new[](unsigned long) (vg_replace _malloc.c:274)
051== by 0x4009B9: main (test.cpp:6)

051 LEAK SUMMARY:
051== definitely lost: 40 bytes in 1 blocks.

051 == ERROR SUMMARY: 2 errors from 2 contexts (suppressed: 9 from 4)
051== malloc/free: in use at exit: 40 bytes in 1 blocks.

051== malloc/free: 1 allocs, 0 frees, 40 bytes allocated.

051== For counts of detected errors, rerun with: -v

051== searching for pointers to 1 not-freed blocks.
051= checked 198,560 bytes.

051 == 40 bytes in 1 blocks are definitely lost in loss record 1 of 1
051== at 0x490581B: operator new[](unsigned long) (vg _replace _malloc.c:274)
051 by 0x4009B9: main (test.cpp:6)
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2051== possibly lost: 0 bytes in 0 blocks.
2051== still reachable: 0 bytes in 0 blocks.
2051== suppressed: 0 bytes in 0 blocks.

S

¥E&, HES—RA0bytelIRFIHR.

AddressSanitizerflValgrindE&aXJLL

E;’ia;?bdd ressSanitizerflValgrind B E R SCIATIRIS S T E R LRI EhSiFEiRE, LITXMThEE
JXIEC,

| ---
| | AddressSanitizer | Valgrind

| technology | CTI | DBI |

| ARCH] x86, ARM, PPC | x86, ARM, PPC, MIPS, S390X, TILEGX |

| OS| Linux, OS X, Windows, FreeBSD, Android, iOS Simulator| Linux
OS X, Solaris, Android |

| Slowdown | 2x| 20x |

<center>[Heap OOB](https://github.com/google/sanitizers/wiki/AddressSanitizerExampleHe
pOutOfBounds)| <center>yes| <center>yes|

| <center>[Stack OOB](https://github.com/google/sanitizers/wiki/AddressSanitizerExampleSta
kOutOfBounds)| <center>yes| <center>no|

| <center>[Global OOB](https://github.com/google/sanitizers/wiki/AddressSanitizerExampleG
obalOutOfBounds)| <center>yes| <center>no]|

| <center>[UAF](https://github.com/google/sanitizers/wiki/AddressSanitizerExampleUseAfterF
ee)| <center>yes|<center>yes|

| <center>[UAR](https://github.com/google/sanitizers/wiki/AddressSanitizerExampleUseAfter
eturn)| <center>yes| <center>no|

| <center>UMR| <center>no|<center> yes|

| <center>Leaks|<center>yes|<center>yes|

EEERINNT:

DBI: dynamic binary instrumentation (& HIHEE)

CTI: compile-time instrumentation  (4RiFATEHE)

UMR: uninitialized memory reads (EBGRIIIAKLEINTE)

UAF: use-after-free (aka dangling pointer) ({ERBHEHINE)
UAR: use-after-return ({EFHREIFHNE)

OOB: out-of-bounds (i)

x86: includes 32- and 64-bit.

HINFE—LEE RIS T BX A EMmiRIE R &% AddressSanitizerComparisonOfMemoryToo
s

oeE: LinuxhERRFEDRSI TR
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