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@Override
public synchronized void start() {

if ('getView().containsKey(myid)) {
throw new RuntimeException("My id " + myid + " not in the peer list");

}

loadDataBase();

startServerCnxnFactory();

try {
adminServer.start();

} catch (AdminServerException e) {
LOG.warn("Problem starting AdminServer”, e);
System.out.printin(e);

}

// FFeRIEES

startLeaderElection();

super.start();

}

2.2. ERIRE

R EABIREIIIN T :
version: int
id: long
zxid: long

electionEpoch: long

peerEpoch: long
state: ServerState

BNFERATFMSARIN T :

JEE 588

id WA LeaderfiySIDIE

zxid #witEZERILeaderffSE551D
electionEpoch BIERTER, 1HEEEIR
peerEpoch HHEZAILeaderfYepoch
state SRIARSS SRR

version JEEHYIRRAS

RHABEYserver state JLOOKINGIAESE A it A 1%EZ5TFE,

if (getPeerState() == ServerState.LOOKING) {
currentVote = new Vote(myid, getLastLoggedZxid(), getCurrentEpoch());

}
4 IR RATRIN A ERERIEE E ClF ALeader TR, EAmyid,2xid, B, DEAFNBRS
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QuorumCnxManager qcm = createCnxnManager();

QuorumCnxManager oldQcm = gcmRef.getAndSet(qcm);

if (oldQcm != null) {
LOG.warn("Clobbering already-set QuorumCnxManager (restarting leader election?)");
oldQcm.halt();

}

PUTHERENME, PHTLiE, EEERES

2.5.1. it =R
MR EREORAY), BRI ATE, WIFREEFER MR, BTHERERIN

QuorumCnxManager.Listener listener = gcm.listener;
if (listener !'= null) {
listener.start();
FastLeaderElection fle = new FastLeaderElection(this, gcm);
fle.start();
le = fle;
} else {
LOG.error("Null listener when initializing cnx manager");
}

X/ MListenerdkixE , B=Fsocket3LHL, BRIA. F—ipisocket, EFSSLIMY
socket
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if (self.shouldUsePortUnification()) {
LOG.info("Creating TLS-enabled quorum server socket");
ss = new UnifiedServerSocket(self.getX509Util(), true);
} else if (self.isSslIQuorum()) {
LOG.info("Creating TLS-only quorum server socket");
ss = new UnifiedServerSocket(self.getX509Util(), false);
} else {
ss = new ServerSocket();

}
2.5.2. iR, HSORER(H

SNRSASLZEINEA ARy, FERSMIBERTRE, ENSASUNERZE—ERIFER, BESERFE
PRZEEthRIZEREK.

if (quorumSaslAuthEnabled) {
receiveConnectionAsync(client);
} else {
receiveConnection(client);

}
RICBERE LI E L ERIT.

connectionExecutor.execute(new QuorumConnectionReceiverThread(sock));
connectionThreadCnt.incrementAndGet();

R HATHIEEE B, MNRYFIIRSEEEIENleader, FAMFLRNEZINER
BUSHIIAN , . EIUERFTALE,

2.6. HIMbi%R

FEIMFEXXHBEERFTEMRS, EEMVSTENERT, S iEkE
K. WRNFIFIREHERE, akiXlastMessage, HHAERFFEMASSEBKEITES.

FsRERCER., Eirsocketin. @WNSRchannel>kiF], RecvWorker&MWEAZBFRERR,

//1f wins the challenge, then close the new connection.
if (sid < self.getld()) {
/*
* This replica might still believe that the connection to sid is
* up, so we have to shut down the workers before trying to open a
* new connection.
*/
SendWorker sw = senderWorkerMap.get(sid);
if (sw != null) {
sw.finish();

}
/*

* Now we start a new connection

*/

LOG.debug("Create new connection to server: {}", sid);
closeSocket(sock);
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if (electionAddr !'= null) {
connectOne(sid, electionAddr);
} else {
connectOne(sid);

}

} else {
// Otherwise start worker threads to receive data.
SendWorker sw = new SendWorker(sock, sid);
RecvWorker rw = new RecvWorker(sock, din, sid, sw);
sw.setRecv(rw);

SendWorker vsw = senderWorkerMap.get(sid);

if (vsw !'= null) {
vsw.finish();

}
senderWorkerMap.put(sid, sw);

queueSendMap.putlfAbsent(sid,
new ArrayBlockingQueue <ByteBuffer>(SEND_CAPACITY));

sw.start();
rw.start();

}

WorkerSenderf9QbEBAEE private void process(ToSend m)dR, BiRiEmessge typekFIbRER
BUHTARRIGNE, Fiswitch caseskibiE, XEBERINERlow.hahh, SHEIEARRGEERE

crequest: KRIEFLHIEKER
challenge: &38R
notification: BXLEE

ack: MALHER

static enum mType {
crequest, challenge, notification, ack
}

ToSend(mType type, long tag, long leader, long zxid, long epoch,
ServerState state, InetSocketAddress addr) {

switch (type) {

case crequest:
this.type = 0;
this.tag = tag;
this.leader = leader;
this.zxid = zxid;
this.epoch = epoch;
this.state = state;
this.addr = addr;
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break;

case challenge:
this.type = 1;
this.tag = tag;
this.leader = leader;
this.zxid = zxid;
this.epoch = epoch;
this.state = state;
this.addr = addr;

break;
case notification:
this.type = 2;
this.leader = leader;
this.zxid = zxid;
this.epoch = epoch;
this.state = QuorumPeer.ServerState.LOOKING;
this.tag = tag;
this.addr = addr;

break;

case ack:
this.type = 3;
this.tag = tag;
this.leader = leader;
this.zxid = zxid;

this.epoch = epoch;
this.state = state;
this.addr = addr;

break;
default:
break;
}
}
case OHEIE— NEETFHIRITEREEAES.
/*

* Building challenge request packet to send

*/

requestBuffer.clear();
requestBuffer.putint(ToSend.mType.crequest.ordinal());
requestBuffer.putLong(m.tag);
requestBuffer.putint(m.state.ordinal());

zeroes = new byte[32];

requestBuffer.put(zeroes);
requestPacket.setLength(48);
requestPacket.setSocketAddress(m.addr);

if (challengeMap.get(m.tag) == null) {
mySocket.send(requestPacket);

}
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case 1: RIXEFME LR

/'k

* Building challenge packet to send

*/

long newChallenge;
ConcurrentHashMap<Long, Long> tmpMap = addrChallengeMap.get(m.addr);
if(tmpMap != null){

}

Long tmpLong = tmpMap.get(m.tag);
if (tmpLong != null) {

newChallenge = tmplLong;
} else {

newChallenge = genChallenge();

}

tmpMap.put(m.tag, newChallenge);

requestBuffer.clear();
requestBuffer.putint(ToSend.mType.challenge.ordinal());
requestBuffer.putLong(m.tag);
requestBuffer.putint(m.state.ordinal());
requestBuffer.putLong(newChallenge);

zeroes = new byte[24];

requestBuffer.put(zeroes);

requestPacket.setLength(48);
requestPacket.setSocketAddress(m.addr);
mySocket.send(requestPacket);

case 2: MEEMIBEERX, BEDNSG, RSEIXnaxAttemptaR
case 3: kixackigiE

case 3:

requestBuffer.clear();
requestBuffer.putint(m.type);
requestBuffer.putLong(m.tag);
requestBuffer.putint(m.state.ordinal());
requestBuffer.putLong(m.leader);
requestBuffer.putLong(m.zxid);
requestBuffer.putLong(m.epoch);
requestPacket.setLength(48);
try {
requestPacket.setSocketAddress(m.addr);
} catch (lllegalArgumentException e) {
}
try {
mySocket.send(requestPacket);
} catch (IOException e) {
LOG.warn("Exception while sending ack: ", e);

}
break;

2.7 FWHMERIRER
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Lmessage type = ORY, FTEMH2EAR 7ikaa0iEK, LaiflStheERRNEPREERERE
FEIRS PR EHIMrecvqueuepAFIHSRERIMEBIRE, WNRIRSESTTRABUT IR RS, &
A B CRAFIEMTEMIRSZEHREEENERE, RSEEVIER, IIASD EENERE, W

BEEVIEE, BARFRREZRIIREIRE

case 0:
// Receive challenge request
ToSend ¢ = new ToSend(ToSend.mType.challenge, tag,
current.getld(), current.getZxid(),
logicalclock.get(), self.getPeerState(),
(InetSocketAddress) responsePacket.getSocketAddress());
sendqueue.offer(c);

break;
type = 10Y, RHEMESEAKENIERER, REILAM., 2Ed KR,
case 1:

// Receive challenge and store somewhere else
long challenge = responseBuffer.getLong();
saveChallenge(tag, challenge);

break;

2.8 FIii%SEEIR

type = 20, ZUIBIIHR, RFIBEIHRRIZEEIR

=
=7

o IRBATERRNEEOR L ABINS, NEHECHNESR, FHiRKENSRIEEEEIEABEE
ERERRITRIE, AGIEENBERRArecvqueued, £AIEBRIEEEREM A sendqueuer,

o WNRINBIRBRIREEHIR/NT ABIRE, BASBIIZINGPRER, MUTATLLE,
o HNERIREFIABRIR IR FIR—EL, NIFFIRBHTIZEPK,

if ((myMsg.lastEpoch <= n.epoch)

&& ((n.zxid > myMsg.lastProposedZxid)

|| ((n.zxid == myMsg.lastProposedZxid)

&& (n.leader > myMsg.lastProposedLeader)))) {
myMsg.lastProposedZxid = n.zxid;
myMsg.lastProposedLeader = n.leader;
myMsg.lastEpoch = n.epoch;

}

recvqueue.offer(n);

ToSend a = new ToSend(ToSend.mType.ack, tag,
current.getld(), current.getZxid(),
logicalclock.get(), self.getPeerState(),
(InetSocketAddress) responsePacket

.getSocketAddress());
sendqueue.offer(a);
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X=MER RS RI NG .

protected boolean totalOrderPredicate(long newld, long newZxid, long newEpoch, long curld,
long curZxid, long curEpoch) {
if(self.getQuorumVerifier().getWeight(newld) == 0){
return false;

}

/*
* We return true if one of the following three cases hold:
*1- New epoch is higher
* 2- New epoch is the same as current epoch, but new zxid is higher
* 3- New epoch is the same as current epoch, new zxid is the same
* as current zxid, but server id is higher.
*/
return ((newEpoch > curEpoch) ||
((newEpoch == curEpoch) &&
((newZxid > curZxid) || ((newZxid == curZxid) && (newld > curld)))));

2.10 THIFE

EITIEEPK, HE T INPERNTAMNRE, BLAMHTERREE, ERIMIRENEREEEEN
RE, TETHE, BRI EEFRIABRERERE.

synchronized void updateProposal(long leader, long zxid, long epoch){
if(LOG.isDebugEnabled()){
LOG.debug("Updating proposal: " + leader + " (newleader), Ox"
+ Long.toHexString(zxid) + " (newzxid), " + proposedLeader
+ " (oldleader), 0x" + Long.toHexString(proposedZxid) + " (oldzxid)");
}
proposedLeader = leader;
proposedZxid = zxid;
proposedEpoch = epoch;

* Send notifications to all peers upon a change in our vote
*/
private void sendNotifications() {
for (long sid : self.getCurrentAndNextConfigVoters()) {
QuorumVerifier qv = self.getQuorumVerifier();
ToSend notmsg = new ToSend(ToSend.mType.notification,
proposedLeader,
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proposedZxid,
logicalclock.get(),
QuorumPeer.ServerState.LOOKING,
sid,
proposedEpoch, qv.toString().getBytes());
if(LOG.isDebugEnabled()){
LOG.debug("Sending Notification: " + proposedLeader + " (n.leader), Ox" +
Long.toHexString(proposedZxid) + " (n.zxid), 0x" + Long.toHexString(logicalclock.
et()) +
" (n.round), " + sid + " (recipient), " + self.getld() +
" (myid), Ox" + Long.toHexString(proposedEpoch) + " (n.peerEpoch)");
}
sendqueue.offer(notmsg);
}
}

2.11 ®EYHH

TR BRITTIRETE, HEBREIRIMNHIRERNEEZESrecvseti# T, recvsetlBFiE
YEIIRSEEEA RIS RIRFrE INERIRE

voteSet = getVoteTracker(
recvset, new Vote(proposedLeader, proposedZxid,
logicalclock.get(), proposedEpoch));

if (voteSet.hasAllQuorums()) {

// Verify if there is any change in the proposed leader
while((n = recvqueue.poll(finalizeWait,
TimeUnit.MILLISECONDS)) != null){
if(totalOrderPredicate(n.leader, n.zxid, n.peerEpoch,
proposedLeader, proposedZxid, proposedEpoch)){
recvqueue.put(n);
break;
}
}

2.12 FiHER
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FitiREE, WRCEMETLURILRE, BAREHRSZERS. SFHRRERLeader2E R
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3. IRS525151THAElLeader& 3t
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3.1. LOOKINGIATS

zoo.cloEBENXEHRI LB E cadonlymode enabled 9B, WREAREEIRY, BIMEZHRSBEEM
BhoiRHE, ERHRNTLMESSHERE, REREHTERIRE, B ERAMEMEFIRAYE

gNRreadonlymode.enabled Atrue, NESEARIRE—EREEEMNRIERSE,
REBHT tartleadertlection()73%, FHialeadeni®sé, FRIXEFEEE. EEIREZRICEHT
WNRreadonlymode.enabled Jofalse, Eizif{Tleaderias,

case LOOKING:
/] RVFBERIERT
if (Boolean.getBoolean("readonlymode.enabled")) {
final ReadOnlyZooKeeperServer roZk =
new ReadOnlyZooKeeperServer(logFactory, this, this.zkDb);

Thread roZkMgr = new Thread() {
public void run() {
try {
sleep(Math.max(2000, tickTime));
if (ServerState.LOOKING.equals(getPeerState())) {
roZk.startup();
}
} catch (InterruptedException e) {
LOG.info("Interrupted while attempting to start ReadOnlyZooKeeperServer, not s
arted");
} catch (Exception e) {
LOG.error("FAILED to start ReadOnlyZooKeeperServer", e);
}
}
%
try {
/] BN RIEIRSS =S
roZkMgr.start();
reconfigFlagClear();
if (shuttingDownLE) {
shuttingDownLE = false;
// FroaiskEs
startLeaderElection();
}
// FERRIEE
setCurrentVote(makeLEStrategy().lookForLeader());
} catch (Exception e) {
LOG.warn("Unexpected exception”, e);
setPeerState(ServerState. LOOKING);
} finally {
roZkMgr.interrupt();
roZk.shutdown();
}
/] R
} else {
try {
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reconfigFlagClear();

if (shuttingDownLE) {
shuttingDownLE = false;
/] Fragikss

startLeaderElection();

}

/] RS

setCurrentVote(makeLEStrategy().lookForLeader());
} catch (Exception e) {

LOG.warn("Unexpected exception”, e);

setPeerState(ServerState.LOOKING);

}

}
break;

3.2. OBSERVINGIATS

HIRSZEIREHOBSERVINGHY, &Eobserver(ER, FtHleaderfy— 1 IERE, EMEZREERHNSH
HFIFXETM RISk, JWTFIEESERTLINZAE, JFFESIEKR, NELSleaderifTabE

WA S SEAFRHRE.

case OBSERVING:

try {
// & Eobserver{z &
setObserver(makeObserver(logFactory));
// EEWobserver leaderfFEiZLE
observer.observelLeader();

} catch (Exception e) {
LOG.warn("Unexpected exception”, e);

} finally {
observer.shutdown();
setObserver(null);
updateServerState();

// Add delay jitter before we switch to LOOKING
// state to reduce the load of ObserverMaster
if (isRunning()) {
Observer.waitForReconnectDelay();
}
}
break;

3.3. RS

HIRSZIRESE BY, SBHFIRSESIRE SFollower, {FAZooKeeperSEfFIRSHIER

&, ERNEETIFE=A

o WMBEZEFIFIFESRIEK, HAESIEKELeaderfR32:
o 25EFEKproposalfJigE
o &5l eader®zsg e

case FOLLOWING:
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try {
LOG.info("FOLLOWING");
setFollower(makeFollower(logFactory));
follower.followLeader();
} catch (Exception e) {
LOG.warn("Unexpected exception”, e);
} finally {
follower.shutdown();
setFollower(null);
updateServerState();

}
break;

4. RIEES
I BRI R

FastLeaderElection

QuorumCnxManager

¢ T Network I/O
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