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##Centos Iptables FiM

####CentOS7Z&Zxiptablesfikig
CentOS7ENARIBL K IEARiptables,mZfirewalle.
#HHHERID T RTRL

iptables-save > iptables rules
###2ZFFireWallD, L&EHFAMiptablesfRsS
systemctl stop firewalld

systemctl mask firewalld

yum install iptables-services -y

systemctl enable iptables
#####%ﬁéax”‘“**ﬂpta bles

service iptables status

#i#t###LTIIptables

yum install -y iptables

#####F L iptables

yum update iptables
#####ZIiptables-services

yum install iptables-services

ZR/= LB HRYfirewalldARSS
#####Z 1 HfirewalldiRSS
systemctl stop firewalld
#####2Afirewal ldIRE
systemctl mask firewalld
REFANNIRE
#H##H R IR

service iptables save

it hftiptablesfRss
######EZE T LB chkconfig iptables on
systemctl enable iptables.service
FHHHHHTTIEIRS

systemctl start iptables.service
HHHHHHEEIRS

systemctl status iptables.service

fEiRvsftpdEiptablesFFiEfE, oA E AR EMEIUAY )T

B15c1E/etc/sysconfig/iptables-configdEMERE R INLA TS
#HHHHERIILA T RS TR ARe ik

IPTABLES MODULES="ip_conntrack_ftp"

IPTABLES MODULES="ip_nat_ftp"

2. Bk Eiptablesi® &

iptables -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
####U\_Fj]”'"*“lxﬁﬂiﬂzﬁ
s FTEERANNY
iptables -F
iptables -t nat -F
iptables -t mangle -F

#HEFTEEE XN
iptables -X
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iptables -t nat -X
iptables -t mangle -X

#ETB1HELERI30
iptables -Z
iptables -A INPUT -i lo -j ACCEPT

#FF R ]

/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 21 -j ACCEPT
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 20 -j ACCEPT
/sbin/iptables -A INPUT -m state --state NEW -m udp -p udp --dport 21 -j ACCEPT
/sbin/iptables -A INPUT -m state --state NEW -m udp -p udp --dport 20 -j ACCEPT
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 5203 -j ACCEPT
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 10050 -j ACCEPT
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 10051 -j ACCEPT
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 3306 -j ACCEPT
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 10389 -j ACCEPT ##ldap
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 389 -j ACCEPT ##ldap
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 3000 -j ACCEPT ##grafa
a

/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 138 -j ACCEPT ##samba
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 139 -j ACCEPT ###samb

/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 137 -j ACCEPT ##samba
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 445 -j ACCEPT ##samba
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 514 -j ACCEPT ##syslog
/sbin/iptables -A INPUT -m state --state NEW -m udp -p udp --dport 514 -j ACCEPT  ##sysl

g
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 8080 -j ACCEPT
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 30001:31000 -j ACCEPT

#i#####FTIRnatiE R (LDAP) , iRip: 192.168.51.202 jFim: 10389 BMip: 172.16.16.4 BAY
M: 389

/sbin/iptables -t nat -A PREROUTING -d 192.168.51.202 -p tcp --dport 10389 -j DNAT --to-de
tination 172.16.16.4:389

/sbin/iptables -t nat -A POSTROUTING -d 172.16.16.4 -p tcp -m tcp --dport 389 -j SNAT --t
192.168.51.202

/sbin/iptables -t filter -A INPUT -p tcp -m state --state NEW -m tcp --dport 10389 -j ACCEPT

#test

#/sbin/iptables -t nat -A PREROUTING -d 192.168.51.202 -p tcp --dport 8080 -j DNAT --to-de
tination 10.100.41.87:80

#/sbin/iptables -t nat -A POSTROUTING -d 10.100.41.87 -p tcp -m tcp --dport 80 -j SNAT --
0 192.168.51.202

#/sbin/iptables -t filter -A INPUT -p tcp -m state --state NEW -m tcp --dport 8080 -j ACCEPT

iptables - FORWARD -j ACCEPT ##H# BB A
#iptables -1 FORWARD -s 192.168.51.0/24 -j ACCEPT ##Fjg— MEREER

#51Fping
iptables -A INPUT -p icmp --icmp-type 8 -j ACCEPT

#IFRZ ANIERZ GRYREEGE RELATED, 2 AFTPIRER]
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/sbin/iptables -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

#iptables -A INPUT -p tcp --dport 1024: -m state --state ESTABLISHED,RELATED -j ACCEPT
/sbin/modprobe ip_conntrack ftp

/sbin/modprobe ip _nat ftp

#EMONUE—REFT

iptables -P INPUT DROP
#iptables -P INPUT ACCEPT
#ETA s — 2T

iptables -P OUTPUT ACCEPT

#ITHER AMER Z FHIREE RELATED 2 AFTPIZERT
/sbin/iptables -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

#FTEY R —EER
#iptables -P FORWARD DROP

HNREBANNAMIpEE (EZERRATCPIEK)
#iptables -A INPUT -p tcp -s 45.96.174.68 -j ACCEPT

#iptables -| FORWARD -d 10.100.40.229/22 -j ACCEPT

#ITFERTEAELA EANIASIEK
#iptables -P INPUT DROP

#ZEE—NIP, (ERTFEXFWS:
#iptables -1 INPUT -s 45.56.155.153 -j DROP

#EFH—DIP, ERATEXFESHS:
#iptables -D INPUT -g *** *x* %x* x*x _j DROP

service iptables save

#centosb EfFiptables
#/etc/init.d/iptables restart
#centos7 EFiptables

systemctl restart iptables.service
/sbin/iptables -nvL
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