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RIX
KAFETENREEEE 7 2fiklualliEiR nginx 500
1.%2%%openresty

docker run -d -p 80:80 -p 443:443 --restart=always -v /data/prod/openresty/conf.d:/etc/ngi
x/conf.d -v /data/prod/openresty/html:/usr/share/nginx/html -v /data/prod/openresty/logs:/
ar/log/nginx -v /data/prod/openresty/nginx.conf:/usr/local/openresty/nginx/conf/nginx.conf:
0 --name=nginx openresty/openresty:centos

2.httpsiE$H

acme.sh --issue --dns dns_ali -d .xuuo.com --installcert --key-file /data/prod/openresty/conf.d/.
uuo.com.key --fullchain-file /data/prod/openresty/conf.d/* xuuo.com.pem--reloadcmd "dock
r restart nginx"

/root/.acme.sh/acme.sh --issue -d *.xuuo.com --dns dns_ ali --force
3.nginxil_Ewtf&Z£idiE

LERLRIBRIZLASCRRERIZ /0, BenmiB IR RN E

1. 25 FHEIEWAF:

#git clone https://github.com/unixhot/waf.git

#cp -a ./waf/waf /usr/local/openresty/nginx/conf/

IEBINQInXRIECE S, FEHTTPFERIIALATEE. EREIRIE, FIYWAFBEERAERE/tmp/BHA

waf.log
vim /usr/local/openresty/nginx/conf/nginx.conf
#WAF
lua_shared dict limit 50m;
lua_package path "/usr/local/openresty/nginx/conf/waf/?.lua";
init_by lua_file "/usr/local/openresty/nginx/conf/waf/init.lua";
access_by lua file "/usr/local/openresty/nginx/conf/waf/access.lua”;
[root@openstack-compute-node5 ~]# /usr/local/openresty/nginx/sbin/nginx —t
[root@openstack-compute-node5 ~]# /usr/local/openresty/nginx/sbin/nginx
2. WAFECE 14
vim /usr/local/openresty/nginx/conf/waf/config.lua

--waf EBFHE
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config waf enable = "on"

--BRXHER
config_log_dir = "/tmp"
-EEXHER

config rule dir = "/usr/local/openresty/nginx/conf/waf/rule-config"

--REFE B2 Rk

config white_url check = "on"
--enable/disable H&&IP
config_white_ip_check = "on"
--enable/disable & IP
config black ip_check = "on"
--enable/disable URLI&

config_url check = "on"
--enalbe/disable url 2#i6&E

config url_args check = "on"
--enable/disable user agent filtering
config_user _agent check = "on"
--enable/disable cookie deny filtering
config_cookie check = "on"
--enable/disable cc 1l

config _cc_check = "on"
--CCEMIBRHI60RP R—URLIRBELIA)100R
config cc_rate = "10/60"
--enable/disable post 1l (XNIHEEIEEIZTTHL)
config_post _check = "on"

--config waf output redirect/html
config waf output = "html"

3.5
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http://21.21.34.5/select * from #hESHINLZ S NRE
ab -n100 -c1 http://172.16.1.211/ ##{HCCIE
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1) RERZAE;
2) WMMISTEE, BERRZERHE;
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